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PROFINET CBA PROTOKOLU UZERINDE
ENDUSTRIYEL HABERLESME UYGULAMASI

(OZET)

Bu projede Profinet CBA iizerinde Profinet CBA (Component Based Automation, Bilesen
Temelli Otomasyon) ve RS-232 (eski bir seri iletisim standardi) arasinda bir kdprii ve tan
bilgisi vermek {lizere standart bir web sunucuyu iceren bir endiistriyel haberlesme
uygulamasi yapilmistir. RS-232 — Profinet CBA kopriisiiniin  gelistirilmesinde hedef;
Profinet’in dezavantaj1 olan yeni olmasi ve dolayisiyla yaygin olmamasindan kaynaklanan
eski cihazlarla beraber calisabilme zorunluluguna yoneliktir. Web sunucu uygulamasi ise
Profinet’in tek baglanti {izerinden bir¢ok islev saglayabilme avantajin1 6ne ¢ikarma
amaclhidir.

Profinet CBA, Profibus ve ardindan Profinet I0’nun (Input/Output, Giris/Cikis) temsil
ettigi DP (Decentralized Periphery, Dagitik Cevrebirimleri) sistemlerinin otesinde, bir
dagitik isleme (distributed processing) sistemidir. Profinet CBA’de bir endiistriyel
otomasyon sisteminin bilesenleri parca parca yaratilir. Her bilesen kendine ait elektrik,
mekanik aksam ile kontrol yazilimini igerir. BOylece yeni otomasyon sistemlerinin
yapilandirilmasinda program yazma ihtiyaci biiyiik oranda elimine edilir.

Kullanilan diger teknolojilere gelirsek. RS-232 oldukc¢a eski ve yaygin bir asenkron seri
iletisim protokoliidiir. CGI dinamik web programlamanin temelini olusturmus, web
sunucuyla dinamik igerik saglayan proses arasinda haberlesmeyi tanimlayan bir standarttir.
UNIX Etki Alan1 Soketleri ise yerel, prosesler arasi haberlesmede kullanilan standart soket
kiitiiphanesiyle erisilebilen bir sistemdir.

Projede kullanilan ¢alisma ortami PowerPC mimarili Kontron EB8245 endiistriyel
bilgisayar1 lizerinde kosan Linux 2.4.18 isletim sistemidir. Gelistirme ortami ise 1386
mimarisinde ¢alisan Linux 2.6.4 cekirdekli SuSe 9.1 isletim sistemidir. Program 386
tizerinde de denendiginden “little-endian” sistemlerde de sorunsuz ¢alisacagi sdylenebilir.

Probleme ¢6ziim olarak {i¢ prosesli — Profinet CBA, seri port sunucusu ve web uygulamasi
— bir yap1 Onerilmistir. Bu prosesler aralarinda UNIX mesajlariyla, istek-cevap esasina
gore haberlesmektedirler.

Bu altyap1 kurulduktan sonra, tizerinde PLC ile Profinet iizerinden haberlesmeyi igeren
ornek bir senaryo uygulanmistir. Bu senaryoda PLC; RS-232 arayiizlii barkod okuyucudan
birden fazla defa ayni1 barkodun gelmesi durumunda isaret vermektedir.

Bu rapor; probleme bir giris yaptiktan sonra proje tanimi ve kapsamini incelemektedir.
Arindan konuyla ilgili kuramsal bilgiler verilmekte, 6zellikle Profinet CBA ayrintili olarak
incelenmektedir. Daha sonra problemin analizi yapilmakta ve ¢6ziim olarak yukarida bahsi
gecen ii¢ prosesli yapr modellenmektedir. Ilerleyen sayfalarda tasarim ayrmtilarini
tanimlanip gerceklemede neler yapildigindan bahsedilmektedir. Son olarak, sistemden elde
edilen deneysel sonuglar yorumlandiktan sonra sistemin yeni teknolojiler, maliyet ve pazar
acisindan bir degerlendirmesi sunulup gelistirme Onerileri verilmeye c¢alisilmaktadir.



AN INDUSTRIAL COMMUNICATION
APPLICATION ON PROFINET CBA
PROTOCOL

(SUMMARY)

In this project, an industrial application of Profinet CBA (Component Based Automation)
was developed which consists of a bridge between Profinet CBA and RS-232 (a legacy
serial communications standard) and a web server serving diagnostic information about the
system. There are two objectives of this requirement. First of all, unlike Profibus, Profinet
is not widely used yet, which means that it should be interoperable with other
communication methods. The development of the RS-232 — Profinet CBA addresses this
problem. The other objective of the project is to show the advantage of enjoying more than
one function over exactly one connection. Diagnostic web server is meant to address this.

Profinet CBA is a descendant of the widely common Profibus communication protocol.
Profibus, which has over 10 million nodes over the world, is the most widely used DP
(decentralized periphery) system. As an industrial communication bus system, it works
deterministically and data refresh periods of 1 ms can be reached with Profibus. This
means that Profibus can be used for motion control, too. Profibus works on RS-485 or less
commonly MBP (Manchester Bit Encoding).

Profinet 10 (Input Output) is Profibus’s successor in the DP area. However Profinet CBA
which employes Microsoft’s DCOM technology in implementing remote objects stands for
something farther in the field of distributed processing. It envisions components in an
industrial automation system. The mechanical and electrical parts plus the control program
are encapsulated in a component. Each component can be built separately, tested separately
and shipped separately. So these components can be reused in different configurations and
programming during plant commissioning is largely eliminated.

Profinet (I0 and CBA) uses industrial Ethernet as transmission medium in contrast to
Profibus. Ethernet is a non-deterministic bus because of the randomness of its exponential
back-off algorithm in CSMA/CD. Profinet overcomes this non-determinism in three
phases. First phase, NRT (Non Real Time) uses only Ethernet switches instead of hubs to
avoid collisions. Second phase, SRT (Soft Real Time) uses smaller Profinet Ethernet
frames (EtherType = 0x8892) which do not pass through standard TCP/IP layers and
thereby gain a performance increase. The most deterministic way of Profinet
communication is IRT (Isochronous Real Time) which involves Ethernet interface cards
integrated with switches to closely control the communication. With IRT, data refresh
periods of 1 ms can be reached, which is useful for motion control. However, IRT is only
available in Profinet 10. Profinet CBA can use NRT and SRT, in this project only NRT
side was implemented.

RS-232 is a very old communication protocol defining a specific type of asynchronus
serial data communication. It defines mainly the electrical characteristics of the signal.
Other parameters of communication (number of data and stop bits, parity, flow control,
speed) are chosen freely. However, there are some standards about the values these
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parameters can take. In Linux, access to serial port is provided trough termios library and
/dev/ttySx device files, where x is the number of the serial port.

Common Gateway Interface (CGI) is a standard developed by National Center of
Supercomputing Applications (NCSA) in 1993. It defines a way of web servers to
communicate with other processes in order to get dynamic data to serve to the clients. CGI
employs standard input and output channels of a process to accomplish this, namely:
command line parameters, environment variables and stdin are used to send data to the
process where process uses stdout to send data back to the web server.

In this study GoAhead’s embedded web server was used which provides traditional CGI
support. On the CGI application’s side, GNU’s object-oriented cgicc library was
employed.

The solution developed in this project consists of three processes working together: serial
port server, Profinet CBA and web application. For synchronization among these, UNIX
Domain Sockets were employed. In this choice, the facts that UNIX Domain Sockets use
the standard socket library, provide little overhead and guarantee ordered message-oriented
delivery were taken into account.

Execution environment is a Linux 2.4.18 system running on Kontron’s evaluation board
EB8245, which contains a PowerPC MC8540 CPU. Linux 2.6.4 on 1386 architecture with
gcc 2.95 cross-compiler for PowerPC was used as the development environment. Code was
tested on 1386 platform as well as PowerPC, it is safe to say that program can run on little-
endian systems, too.

As a solution to the problem proposed above, a structure with three processes
synchronizing with each other by messages were developed. Each message transaction is
designed as a request (beginning with “REQ...”) and a response (“RSP...”) to the request.
Requests are further categorized into control (“REQ CTRL...”) and data (“REQ
DATA...”) commands. Responses then include the type of their content, such as “RSP
DATA...”, “RSP CONF...” or “RSP OUTPUT...”. A common request for all processes is
“RSP CTRL STATUS” which checks for process’s availability. Response to this request
should be “RSP OK” in normal conditions.

To implement this messaging infrastructure two classes were designed: one for
representing a UNIX messaging endpoint (unix socket) and one for representing a
message (unix_message) which also holds sender’s information in itself.

Profinet CBA application’s development consisted of three main steps. First of these was
the porting of Profinet CBA code to the Linux environment. This was done according to
the Profinet CBA Implementation Guide [6] which divides the code stack into modules for
easy porting: base module, remote procedure call module, DCOM module and auto
marshaler module.

Second step was the development of the Profinet CBA application on top of auto marshaler
module. This was done by modifying Windows port of the Profinet CBA according to
Linux’s needs and application specifications.



\Y

Third step was the integration of IPC mechanism with Profinet CBA code. To accomplish
this, standard output which received all error and information messages was redirected to
an in-process pipe which was read on output requests coming through UNIX Domain
Sockets.

To implement serial port server, namely SerialServer, two classes were developed. serial is
a class to wrap termios functions and kernel’s standard I/O functions in an object-oriented
way. serialbuf deriving from serial is another class which holds last read/written data
from/to the port in order to send it to the requester without interfering with the port.
SerialServer, is then merely a user of this serialbuf class, which it uses on requests coming
through UNIX Domain Sockets.

This structure, namely processes executing on requests as UNIX messages is common in
Profinet CBA and SerialServer. Additionally, Profinet CBA runs also on requests from
Profinet peers and sends requests to SerialServer when needed.

Web application processes however, do not serve to these requests. They are only
requesters in this schema who are invoked by the web server on HTTP requests.

Finally, after this infrastructure for Profinet CBA and HTTP server is developed, a simple
example scenario employing the infrastructure is designed and implemented. In this
scenario; a barcode reader connected to Kontron’s board over RS-232 sends read barcodes
to the Profinet CBA interface. Then, a Profinet CBA capable PLC reads this data and
checks its internal database for a match. It informs the user about whether it has found
given barcode data in the database and adds the barcode to the database in case of not
found. Thereby a behavior of informing the user on repeated barcode readings is
implemented. Naturally, this is only an example, any example requiring an RS-232
interface can be implemented.

This graduation assignment report you are reading starts with an introduction to the
problem to be solved. It continues with the project description and a plan about timing and
resources is given.

Afterwards, detailed theoretical information gained about particularly Profinet, serial
communication over RS-232, web programming over CGI and UNIX domain sockets are
given to the reader.

Later on, a detailed analysis of the problem is made and the proposed solution mentioned
above is modeled. Then, this model’s detailed design is made and information about the
implementation is given.

Finally, experimental results of the system are commented on and a general evaluation of
developed system concerning new technologies, cost and market is made. Thoughts about
the project and its execution and improvement suggestions are given.
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1. GIRIS

Bu projede Profinet CBA protokoliiniin temel sorunu olan eski veri yolu sistemleriyle
uyumsuzlugu dikkate alan ve Profinet’in en biiylik avantaji olan standart Ethernet
baglantisin1  kullanabilme yeteneginden faydalanacak bir uygulama gelistirilmesi
amaglanmstir.

Mevcut veri yolu sistemlerinin Profinet ile beraber calismasinin saglanmasi Profinet’in
basarist i¢in oldukca kritiktir. Bu islevi gerceklestiren aygitlar mevcut yatirimlari
koruyarak gegisi kolaylastiracaklarindan tiim yeni veri yolu protokolleri, bilhassa
endiistriyel Ethernet’e dayananlar bdylesi aygitlar1 gelistirmektedirler. Bu alandaki
calismalardan en tipigi Profinet’i gelistiren Profibus Kullanicilari Orgiti’niin (PNO)
tasarladig1 Profibus Proxy’dir [1]. Bu cihaz 2004 itibariyle 10 milyon diigiimii bulundugu
tahmin edilen Profibus aygitlarinin [2] yeni kurulan Profinet sistemlerine sorunsuzca
baglanmasin1 amaglamaktadir. Bir diger calisma Profinet dokiimantasyonunda da deginilen
Profinet Webintegration {irtiniidiir, bu iirlin Profinet agina baglh aygitlara HTTP protokolii
iizerinden web hizmeti ile erisilmesini saglamaktadir [3]. Uciincii bir 6rnek de Comtrol
firmasinca gelistirilen DeviceMaster UP {irliniidiir. Bu {iriin, ¢esitli seri iletisim protokolleri
ile (RS-232, RS-422, RS-485) cesitli endiistriyel Ethernet protokolleri arasinda (Profinet,
Ethernet/IP, Modbus/TCP) koprii gorevi gormektedir [4]. Projede de RS-232 protokoliiyle
iletisim kuran aygitlar1 Profinet’e baglayacak bir sistem gelistirilmistir. Bunu yaparken RS-
232’ye 0zgl kod ayr1 bir modiile konarak, ilerde diger protokollere — RS-485, CAN-Bus
vb. — 0zgii modiillerin eklenmesi kolaylastirilmistir.

Profinet’in — ve diger endiistriyel Ethernet sistemlerinin — sagladigi en 6énemli avantaj tek
bir veri yolunun hem iiretim sahasi hem de ofiste kullanilabilmesi ve saha ile ofis
arasindaki bilgi akisinin altyapisinin kendiliginden hazir olmasidir. Projede bu yetenekten
faydalanmak i¢in Profinet CBA ile ayn1 Ethernet yolu iizerinde ¢alisacak bir web sunucusu
kapsama eklenmistir. Boylece ayni1 hat iizerindeki eszamanli Profinet erisimi ve web
erisiminin sistem basarimi iizerindeki etkisini gozlemek de projenin amaglar1 arasindadir.

Elinizdeki raporun ikinci boliimiinde proje tanimi ve baslangigcta yapilan planlama
anlatilmaktadir. Ugiincii béliim, yukarida ismi gegen teknolojilerin kisa bir tanitimina ve
projedeki islevlerinin anlatilmasina ayrilmistir. Dordiinci bolimde problem tanimi
derinlestirilmis ve ¢0ziimiin genel modellemesi yapilmistir. Bir sonraki bdoliimde
modellenen ¢ézlimiin ayrintili tasarimi, gerceklemesi ve test tasarimi aktarilmistir. Altinci
boliim test sonuglari ve bunlarin degerlendirilmesini igermektedir. Yedinci boliim ise
projenin bir degerlendirmesini ve projeyi gelistirme Onerilerini sunmaktadir.





