[TU/NET de
Tespit Edilen
Botnet’ler

Gokhan AKIN
Sinmaz KETENCI
Ozan BUK



Botnet Nedir?

Cesitl guvenlik aciklarnndan
yararlanilarak 3. kisiler tfarafindan
uzaktan control edilebillir bilgisayarlar
toplulugu.
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Botnet’lerin yayilmasi

* P2p ve varez siteler

« E-posta

« Facebook

* |Instant Messaging Programlar
« USB Flash Bellek

* ...VS

Uzaktan control eden kime
C&C (Command Control) sunucular
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Botnet'lerin Genel Yapisi

.

BOTHET

BOTHERDER

Kaynak:
http://www.f-secure.com/en/web/labs_global/articles/about_botnets
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Botnet'lerin amaclari

Cesitli DDoS saldinlar
Bilgi Toplamaya yonelik saldinlar

/evkicin yapanlar

Isin ticaretini yapanlar
Tehdit amacl / e-mafya ©
Siber Savas
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Yaygin Botnetlerden Bazilari

e /eUus
 Palevo

o Spyeye
e ..VD



Iphone Botnet’leri

-l T-Mobile 3G

0356

0 769 [}

zondag 1 november

Important Warning
Your iPhone’s been hacked because it’s really
insecure! Please visit doiop.com/iHacked and
secure your iPhone right now!

Kasim 2009'da Hollanda T-Mobile 3G agina dahil jailbreak yapillan lphone ekranlannda ¢ikan uyar mesaji.
Jailbreak yapilmis [phone’lann varsayilan ssh rooft sifresi kullanilarak ile yonetim sagladi.
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Iphone Botnet'leri

Hollandali genc uyarn mesajinda problemin ¢6zumu icin kendi sitesinin
ziyaret edilmesi gerektigini belirfiyordu. Talihsiz genc yakalandive topladigi
$5 Ucretleri geri odemek zorunda kaldl.

Hollanda’daki olaydan bir hafta sonra Avusturalya’da ayni SSH agigini

kullanip diger kendisini diger telefonlara da bulastirabilen iKee. A isimli bir
worm bir hafta icerisinde 21000 telefonu etkiledi. Bu worm 80’lerin UnlU bir
ingiliz Pop Yildizinin fotografi ni telefonlann duvar kadidi olarak tanimladi.

iIKee.A isimli worm’dan yaklasik 2 hafta sonrasinda iKee.B isimli worm
Avrupa’'da goérulmeye basladl. iKee.A ‘a yuksek oranda benzerlik
gdbsteren bu worm farkl olarak bulastigr telefonlan C&C sistemini
kullanarak bot master’in kontrolUne girmesine neden oluyordu.

Kaynak:
http://mtc.sri.com/iPhone/
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Android’te Durum Nasil?
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Tuesday, January 22nd, 2013

Custom Search || Search ‘

he Kaspersky Lab Security News Service

January 15, 2013, 1:03PM

Android Botnet Infects 1M+ Phones in China
by Christopher Brook lzlng Share Ellike (18] R+ 5

B 4 Comments

Up to a million Android users in China could be part of a large mobile botnet according to research unveiled by
Kingsoft Security, a Hong Kong-based security company, this week.

The botnet has spread across phones running the Android operating system via 20kl a Trojan
that researchers said exists in upwards of 7,000 applications available in the Google Play marketplace,
including the popular Temple Run and Fishing Joy games.

According to reports, the strain of malware was discovered in 2011 but recent analysis has shown the botnet
has ramped up infection rates and at this point might have infected one million smartphones.

The botnet opens phones to remote hijacks and unauthorized purchases, according to a report
by the BBC today ” while a separate report on China’s Xinhua News Agency” [Translated]

which first reported about the botnet earlier this week, claims the malware has caused some s
phones to randomly open “strange software” that is tricky to remove. n!l ﬂ

{

A similar Android botnet, Rootstrap, infected more than 100,000 devices and scammed users

into sending fake SMS messages last year. That malware, much like Android. Troj.mdk, was largely confined to
China and at the time was described as the largest mobile botnet documented to date. If Android.Troj.mdk has
indeed spread to a million phones as Kingsoft suggests, it's possible the botnet could soon overtake Rootstrap.

Akademik Bilisim 2013 23-25 Ocak 2013 Akdeniz Universitesi



C&C Paneli

o Bot admin panel

X Tabnuua 60TOB

Tabnuua boTtos {omaHapbl CTatucTrKa Cnpaska
®UNbTP Oﬁluaﬂ CTaATUCTUKA
Bribpare BoToe: @' Tonkko oHNAH BCEX
CrpaHi: QHnaiin: 7
HMEFOLLI'HECH CTpaHbl: HEW3BECTHOD Beero: 128
ﬂpMMEHMTh Kon-so SMS:

0 3BOHKOB:

Tabnu

YcTpoicteo Crpana | Cetb 3BOHKN

samsung_GT-55830i | 2.3.6 | 832.9 1728 |288 | 1741 |290.2 i

samsung_GT-55360 | 2.3.5 [ 832.9 11099 | 15856 |60 |86 i

samsung_GT-9000 | 2.3.3 | 996.0 10638 | 1329.8 | 5874 | 734.3 i

samsung_GT-S5360 | 2368329 | [2] 3599 (4499 |607 |75.9 i

samsung_GT-S5830i | 2.3.6 | 832.9 28055 | 35069 | 15040 | 1880 i

samsung_GT-55570 | 2.3.4 [599.65| [Z] 51245 | 6405 6 | 45092 | 5636.5 i

HTC_HTC Desire |22 |662.4 607 |759 |98579 (123224 | W

C evlbpanHbIMm: i =i MokazanHo: 1-Twa 7
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Botnet’ler nasil tespit edilir

Honeypot/BalkUpU sunucular
IPS/Snort

Bantgenisligi Yonetim ve Monitdr Cihazlar
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Anormal Trafik

o YUksek baglanti sayisi
(Kendini yaymak, sifre elde etmek, bilgi calmak)

o YUksek bantgenisligi kullanimi
(DoS Atagi)
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ITU’de Neler Tespit Ettik

Mail atan

Telnet/SSH sifre Denemesi Yapan
Syn Atak

SUpeli IRC Baglantilar
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Nasil Tespit Ettik?

Lurrent Average Peak Actve  Active

Bandwidth ~ Bandwidth  Bandwidth Actve  Client  Server
# Hostname Util, Util. Util, IXBytes ~ RXBytes Com.  Com.  Comy.  Actions
31.13.80.23 6.50 Mhit's 4.00 Mhit's 7 .50 GByte 2 50 GByte )
2 8888  4450kbi's  24.00 khit's MiA 9.00 GByte 500GByte 750k 0 7A0k )
3 163.140.100.232 1.50 Mhit's 4.00 Mhit's Mg 14.00 GByte  87250MBvte  B.A0K 3 BADk )
4 183.140.100.247 £.00 Mhit's 6.50 Mbit's MiA 450 TByte 13250 GByte 650k 5 BA0kK )
§ 163140100246  794.00 kbitis 3.50 Mhit's MiA 850 GByte 537 50MByte  5.00k 2 &00k )
6 163140100231  864.50 khitis 2.50 Mhit's MiA 100 TByte 5500 GByte  4.00k 0 400k 0
7 163.140.100.233 1.00 Mhit's 3.50 Mhit's Mg 104.00 GByte 550 GByte 400k 0 400k )
8 2.21.111.144 1.00 Mbit's  684.00 khit's MiA 100 GByte  32800MByte 350k 1 350K )
g  163.140.100.240 6.00 Mhit's 3.50 Mhit's Mg 1450 GByte  731.00MByte  3.00K 0 300k )
10 83.66.160.20  476.00 khit's  307.00 khitis M4 955.00 MByte 100GByte 250k 0 280k )
11 17319470120  553.00 kbits 50550 khitis Mg 13.00 GByte 150 GByte 250k 0 280k 0
12 193140100238  193.00 khitis 4.00 Mhit's MiA 150 TByte 5550 GByte  2.50k 1 250K )
13 160.75.20.132 1.50 Mbitis 1.00Mbitts  58.00 Mbit's  301.00 GByte 2150 GByte  2.00k 47 200k 1)
14 188.132.198 45 70.50 khit's  56.00 khitis MiA 4350 MByte  44.00MByte 200K 0 200k )
15 160.75.31.128 87.00 khit's  73.00khit's 250 Mbis 18750 MByte 17500 MByte  2.00k 5 200k )
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White Papers  Webcasts  Mewsletters

Home = Applications > Desktop Apps

News

Cross-browser worm spreads via Facebook,
security experts warn

Malware writers use Crossrider browser extension development
framework to build Facebook worm

By Lucian Constantin
May 21, 2012 12:34 PMET CJ 1 Comment

ﬁ m R +1 ﬁ o1 | ELike (709 @ + Briefcase i

IDG News Service - Malware writers have used Crossrider, a cross-browser
extension development framework, to build a click-fraud worm that spreads
on Facebook, security researchers from antivirus firm Kaspersky Lab said
on Monday.

Crossrider is a legitimate Javascript framework that implements a unified
API (application programming interface) for building Mozilla Firefox, Google
Chrome and Internet Explorer extensions.

The API allows developers to write code that will run inside different
browsers and, by extension, on different OSes. The framework is still in beta
testing and its creators plan on adding support for Safarn soon.

"It is quite rare to analyze a malicious file written in the form of a cross-
platform browser plugin. It is, however, even rarer to come across plugins
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Istemcilerin Kurdugu Baglant:

10

12

13

14

15

160.75.61.142
160.75.13.31
160.75.61.182
160.75.61.131
160.75.12.27
160.75.61.63
160.75.13.144
160.75.13.221
160.75.15.124
160.75.85.156
160.75.26 46
160.75.59.13

160.75.136.14

160.75.212.183

160.75.116.49

Sayilari

Lurrent Average Peak
Bandwidth ~ Bandwidth  Bandwidth
Ut Ut Uil

541.50 kbit's 432.00 kbit's 3.00 Mbit's
T2.00 kbit's 47.00 kbit's 395.00 kbit's
58.00 kbit's 93.50 kbit's 5.50 Mbit's
654.00 kbit's 190.50 kbit's 6.00 Mbit's
9.50 kbit's 34 50 kbit's 168.00 kbit's
43.00 kbit's 79.00 kbit's 7.00 Mbit's
55.50 kbit's 35.00 kbit's 404.00 kbit's
21.00 kbit's 18.50 kbit's 62 .50 kbit's
22.50 kbit's 24.00 kbit's 10.50 Mbit's
59.50 Mbit's 7.00 Mbit'=s 94 50 Mbit's
11.50 kbit's 12.00 kbit's 9.50 Mbit's
13.00 kbit's 11.50 kbit's 2.00 Mbit's
39.50 kbit's 140.50 kbit's 1.50 Mbit's
158.00 kbit's 209.00 kbit's 2.00 Mbit's
2.00 Mbit's 2.00 Mbit'= 5.50 Mbit's
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Active
Active Server
TXBytes ~ RXBytes  Conw Cony,
154.50 MByte  270.00 MByte 5400k 2
§27.00 MByte 132.50 MByte 47.00 k 0
69.50 MByte 52.50 MByte 4400 k ]
72.50 MByte 33.50 MByte 40.50 k 0
34.00 MByte 59.00 MByte 33.00 k 13
45.00 MByte 135.50 MByte 2850k 0
349,50 MByte 885.50 kByte 15.00 k ]
18.50 MByte 3.50 kByte 12.00 k 0
3.50 GByte 2.00 GByte 10,00 k 141
81.50 GByte  445.50 GByte TS50k 137
2.00 GByte 105.00 MByte T00k ]
2.00 GByte 157.00 MByte §.00k 0
10.50 MByte 44 00 MByte 500k 35
3.00 MByte 15.50 MByte 450k 12
238.00 MByte  275.50 MByte 450k a1

=

R R R

3
d




Bir Numarali Stupheli

Top Conversations
1

160.75.61.
2 160.75.61.
3 160.75.61.
4 160.75.61.
3 160.75.61.
3] 160.75.61.
7 160.75.61.
B 160.75.61.
9 160.75.61.
10 160.75.61.
11 160.75.61.
12 160.75.61.
13 160.75.61.
14 160.75.61.
15 160.75.61.
16 160.75.61.
17 160.75.61.
1= 160.75.61.
19 160.75.61.
20 160.75.61.
21 160.75.61.
22 160.75.61.
23 160.75.61.
24 160.75.61.
25 160.75.61.

Copyright 2012 by

for Host 160.75.61.142 #
98.136.217.192
205.188.190.1
213.165.67.104
213.165.67.104
205.188.190.1
194.25.134.72
04.12.139.193
165.67.120

188.146.193
46.232.11
188.59.193
188.146.194
L188.103.1
75.96.,40.147
98.136.217.202
64.12.90. 33
76.96.40.147
64.12.90. 33
209.86.93.229
24.71.223.11
24.71.223.11
98.135.206. 39
70.96.40.147
74.125.141.26

1472
142
142
147
147
147
147
147
142
142
142
142
1472
1472
142
147
147
147
147
147
142
142
142
142
1472

4424
4439
4472
4458
4479
4476
4469
4420
4468
4329
4318
4360
4462
4343
4321
4327
4334
4330
4455
4454
4338
4453
4406
4304
4447

213.
190.
205,
206.
205,
205,

205

Fed Fod Fd B P P P P Tod T o] Ped Ped B B B s Pl Pl Fed P T o T T
L [ I (T, O I (U (A A R O Ry [ IO QN N Ny N A R Y s N R |

outhound
outhound
outhound
outbound
outbound
outbound
outbound
outhound
outhound
outhound
outhound
outhound
outhound
outhound
outhound
outbound
outbound
outbound
outbound
outhound
outhound
outhound
outhound
outhound
outhound

ipoque® wersion 2.8.9.1_1.44.0, build number:

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
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generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic

5E140/58140 A11 rights reserwved,



Bir Numarah Stipheli

Follow TCP Stream

-Stream Content

220 SNT0-MC3-F16.5nt0.hotmail.com Sending unsolicited commercial or bulk e-mail te Microsoft's computer
network is prohibited. Other restrictions are found at http://privacy.microsoft.com/en-us/anti-spam.mspx.

Tue, 22 Jan 2013 04:27:42 -0800 160.75.
1508 EHLO makina-4aaS5e5d6 .
1000 250-5NT0-MC3-F16.5nt0. hotmail.com (3.17.0.77) Hello [160.75.61.142] commer

|| [250-5TZE 36909875
(60 ||| 250-PIPELINING
I, al 250-8bitmime

rotoll| | 250-BINARYMIME
250-CHUNKING
on Qfl | |250-AUTH LOGIN

250-AUTH=LOGIN

250 0K

MAIL FROM:<healthfulrosetta@bbtrumpet.com:>

550 QU-001 (SNTO-MC3-F16) Unfortunately, messages from 160.75.61.142 weren't sent. Please contact your
Internet service provider since part of their network is on our block Tist. You can also refer your provider
to http://mail.live.com/mail/troubleshooting. aspx#errors.

Entire conversation (769 bytes) E ©® ASCI @ EBCDIC ® HexDump ® CArmays @ Raw
Help [ HilienEutilhisSiean ] [ s |
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79

a0

&1

83

83

&7

89

a0

l-]
b

93

95

97

Iki Numaral Siipheli

160.75.13.31

160.73.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.75.13.31

160.73.13.31

160.75.13.31

160.73.13.31

38140

21819

45302

35313

34252

52173

4791

60445

40133

57857

46679

42378

40854

53235

462589

512580

56853

22779

13.181.112.19

MIAFLNMZAT

M1 112.16

ML 112.14

MIAE1L 11213

ML 1M2.12

M3151.112.10

11318111235

M3 M27

1131811125

113181112 4

M1 1Mz22

113.181.112.0

76.9.225 22

113181111185

113.181.111.193

113.181.111.255

113.181.111.233

113.181.111.252

113.181.111.231

23

23

23

23

23

23

23

3

23

23

23

23

23

3

23

23

23

23

23

outbound

owtbound

outbound

outbound

outbound

outbound

outbound

outbound

outbound

owtbound

outbound

outbound

outbound

outbound

owtbound

outbound

owtbound

outbound

owtbound

fcp
fcp
fcp
fcp
fcp
fcp
fcp
fcp
fcp
fcp
fcp
fcp
fcp
icp
fcp
fcp
fcp
fcp
fcp

fcp

generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic

rc]
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic
generic-ip-traffic

generic-ip-traffic
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Iki Numaral: Siipheli Emirleri

Aliyor

4
[l Follow TCP Stream

| — - — ESEEEESC)

-Stream Content
UUUITE AUMBGLE

PING 0313370

TOPIC #test

TOPIC #test

PRIVMSG #test

PING 0313370

PING 0313370
PING 0313370

[Eind”Save ﬂs“Erint] Entire conversation (30882 bytes)

:irc. foonet.com PONG irc.foonet.com :0313370
:[A]9cs91qgp114 | pwn@74410701. 7DABSC6B . 206164EB.IP J0IN :#test
:irc. foonet.com 421 [MS]s8ubu85oia QUOTE :Unknown command

:irc. foonet.com PONG irc.foonet.com :0313370

: [AlmvOhpckyz9 |pwn@CCFE3CCB.EID13A22.F5686414.IP JOIN :#test
:irc.foonet.com 332 [MS]s8ubuBS5oia #test :.advscan->random root empty
:irc.foonet.com 333 [MS]s8ubuBSoia #test “1G° 1358331446

zirc.foonet.com 332 [MS]s8ubuB5oia #test :.advscan->random root empty
1rc fcunet com 333 [MS]SEubuESB1a #test "J1G° 1358331446

A~ CO-AdnnJdC  T0O e Thl L TE

[advscan] 5cann1ng range 189.104.0. 0/16 (user:root pass:empty). wait.. I

» Fpmiepw) - Lo e gy

[A]g?ddxy210u.pwn@rnx EFSABF2E ct1net5 com QUIT C11ent exited
-irc.foonet.com 404 [MS]s8ubu85oia #test :You need voice (+v) (#test)
:[A]Emt?tanng pwn@rox-3C0C3093. ctinets.com QUIT :Ping timeout

:irc. foonet.com PONG irc.foonet.com :0313370
[A]Suyqvu4nyxfpwn@lQDSD?E? DA948F18.89AE6404.IP JOIN :#test
:[Ms]iseykwcOru! pwn@4EE997F9. 21D42681.D0866506.IP QUIT :Ping timeout

:irc. foonet.com PONG irc.foonet.com :0313370
:irc. foonet.com PONG irc.foonet.com :0313370

:[Alnlexmk2sac ! pwn@rox-AQC4EAAA. ctinets. com JOIN :#test
PING 0313370

-

[~ | ascn © EBEDIC © HexDump © C Amays © Raw

[ Filter Qut This Stream ] [ Close
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File View Favorites Tools Commands Window Help

i o eRIEAFBN LR Bl B@BEDRS

| [ Rizon Guest34615 | ] dtest

=-E4 Rizon Guest34615
= Channel: 1

* Mow talking in #itest

* Topic is 'testing testing... don't break it.®

* Set by mink!minkBadministrator.rizon on Fri Oct 29 19:12:54
{Guest34615> hello

<Guest34615> still testing

{Guest3u615> :)

fuwafuuwa
Guest3dnsi1s
Jerry
Hetworksi2
rhoto

sushi
Tanami
THORADOGYWAT
Woolf1975|0
yepperoni
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Bot Kullanma Klavuzu

rifdt r0o0t bt comes with many exploits listed below is how to
use them:

b = same —-r but in Sequential method from 6€2.150.0.0 to
c2.150.255.255

—a = long range scanner from first range of bot ip Ex: €2.0.0.0
to B2.255.255.255

=5 = silent u can used with all Bot Commands, no reply msg from
the bots

® = ip range ex: 0 to 255

u can s=can fot ip range u choiced Ex: advscan lsass 100 5 999
6€2.150.x.x —r

100 = scanner threads

5 = delay in sec

999 = time of scanner

advscan lsass 100 5 9299 =r * Lsass Exploit
Spreader Using Fort 445

Aadvacan iisS5=ssl 100 5 999 -b * TIS5 5 S5S5L Exploit
Spreader Using Port 443

.advscan dcoml3s 100 5 99% —a * Doom Exploit
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Iki Numarali Siipheli Telnet Erisim

[ Follow TCP Stream

—_— I

Testleri

I -Stream Content
||

root
Enter password: ¥ %%

-

Wrong password. Enter password:

il | Wrong password!

’Eind] [Save gs”Elint”Entire conversation (81 bytes)

E|-:j:- ASCI @ EBCDIC ® HexDump @ CAmays @ Raw

[ T ] | —

J
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Iki Numaral: Siiphelinin Raporu

ﬁ Faollowe TCP Strearn E@

Strearn Cantent

PING 0313370 2
:irc.foonet. com POMG irc.foonet.com 0313370

t[MS]r24ad_guls! pwn@E0ODFSEZA. BC111201. 5C270656.IP QUIT :Connection reset by peer
[alriortzus__ 'pwn@DCCEA341.BEESBESE.EESEEIFE.IP J0IM #TCest

t[Aldbn_z35%1p! pwn@CABFABCA . 31590A085. FADESCSA. IP JOIN :#test

D[MS]dvmd 02 jwpd! pwnErox-Fagd A884 . whid-44 . abo.wanadoo. fr QUIT :Ping timeout
([A]T999b3brbi ! pwn@EZECALT 2. DOAFGFFD, B65661FE. IP QUIT :Connection reset by peer

D [A]lyowembbEs1l! pwn@AFZ1ESCE. BEOFEFFF. 855661FE. IP QUIT :Connection reset by peer

DMs]1lkk 02 ipc] ! pwnBrox-B4 87596594 . c3-0. sho-ubrl. sho.ma. cable. rcn. com QUIT :Ping timeout
s [Ms]vgeImh3i7s ! pwn@FS067EC0.43823E04 . ELIES7FSEE. IP QUIT :Ping timeout

P [Ms]6w0Ss3mtyow! pwn@rox-DlDCSD3E. Fhx. proxad. net QUIT :Ping timeout

p[Ms]ad cBxeblmy! pwn@I99F7E34 . 2ZEEBATEE. STD2F724 . IF JOIN :#Test

s [A]90_whSTkE3 ! pwn@G51BE4 93, BCEAGCAZ . 24CFFFCC.IP JOIN idtest

: [A]uSnd Tewy20! pwhBrox-A5413322. ctinets. com QUIT :Connection reset by peer
[a]=2bZ%kbbmk ! pwn@rox-ESC5035C. ctinets. com QUIT :Connection reset by peer

PING 0313370

tirc.foonet. com PONG drc.foonet.com 0313370

Y 1du--v4b2 l-wn@462545ﬂ QGAFEFFQ BASA6LFE. IF QUIT Cunnect1un reset by peer

m

PRIVIMSG #tezt : [advscan] scanner cump1eted founds 8405 ips, pwning tTime..

:[A]1k6bvmcw2b!pwn@CDSGEAFE.82984DAD.4??E??F6.IP JOTM :#test

D [MS]hodtlswx83 ! pwn@E0DFSEZ A, 8BC111200, 5C27065G.IF QUIT :Ping Timeout

t[MS]3sk3vlcoinGg! pwn@rox—-73CDCECL. netyvigator. com JOIM :#test
:[A]e?b72184ig] ! pwn@DFEQESSS. BROFEFFF. 855661FE. IP QUIT :Connection reset by peer
:[MS]qebwwn?gzh'pwn@EEA?E?ﬂl 6C8D2325. CEE4BAAL. TP JOIN :#Test

i [mMs]s018ik7ok3 ! pwnBrox-CO0784E80. vie. surfer.at QUIT :Ping timeout
F'I ME 0313370

:irc.foonet. com PONG drc.foonet.com :0313370

:[A] csOcwuibw! pwn@ad 30487 C, DOAFEFFS, B6566LFE. IP QUIT :Connection reset by peer
:[M=]atkSabolhx! pwn@rox-FOS5CEYE. bh.online.no QUIT :Ping timeout -

Entire conversation (4035 bytes) |E|
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Uc¢ Numaral: Siipheli

B0 160.75.61.182 2979 ib.64.39.114 445 outbound tCp generic-ip-traffic
Bl 160.75.61. 182 2983 116.57.143.62 445 outhbound tCp generic-ip-traffic
B 160.75.61.1872 2951 28.30.89.75 445 outhound tcp generic-ip-traffic
i3 160.75.61.1:2 2946 151.46.236.83 445 outhbound tCp generic-ip-traffic
B 160.75.61.182 JBET 168.112.124.22 445 outhbound tCp generic-ip-traffic
B85 160.75.61.182 2898 165.37.29.78 445 outbound tCp generic-ip-traffic
Bh 160.75.61. 182 2830 169.63.95. 32 445 outhbound tCp generic-ip-traffic
B 160.75.61.1872 2837 50,39.166.5 445 outhound tcp generic-ip-traffic
Bi 160.75.61.1:2 2829 24.63.41.12 445 outhbound tCp generic-ip-traffic
59 160.75.61.1872 2779 29.66.94.79 445 outhound tcp generic-ip-traffic
90 160.75.61.182 2775 101.16.47.52 445 outbound tCp generic-ip-traffic
91 160.75.61.182 2770 163.33.213.19 445 outhbound tCp generic-ip-traffic
97 160.75.61.1872 2730 196.35.124., 32 445 outhound tcp generic-ip-traffic
93 160.75.61.182 2693 26.10.137.40 445 outhbound tCp generic-ip-traffic
94 160.75.61.1872 2689 45.106.123.851 445 outhound tcp generic-ip-traffic
95 160.75.61.182 2BET 45.82.172.118 445 outhbound tCp generic-ip-traffic
96 160.75.61.182 ZBE3 57 .78.34.49 445 outhbound tCp generic-ip-traffic
9y 160.75.61.187 2661 195.34.110.117 445 outhound tcp generic-ip-traffic
L 160 75 A1 1827 EEsTate 73 40 9 171 445 oythoynd T denerlic-in-tratfic
EE 160.75.61.182 1025 37.9.33.36 22311 outhound udp not-classzifiable |
100 G0,/ 5.01. 162 Jhoo I51.105.214.28 &40 ouLtpound TCp generic-1p-Lrartic

Copywright 2012 by ipoque® wversion 2.8.9.1_1.44.0, build number: 528140/58140 A1l rights reserved.
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Google Aramasi

Home | Blocklists | Statistic | Contact

Palevo Tracker

Palevo Botnet C&C IP address :: 37.9.53.36
C&C IP address: 37.9.53.36

Hostname: n/a

AS number: AS44050

AS name: PIM-AS Petersburg Internet Network LLC
Country: M Russian Federation (RU)

Firstzeen (UTC):  2013-01-01 01:30:53
Lastzeen (UTC): 2013-01-22 09:00:05
C&Cs on this IP: 3

Palevo Command&Control servers hosted on this IP address

Below is a list of Palevo Command&Control servers that are hosted on this ip address (37.9.53.36):

Palevo C&C domain [P address Firsteeen (UTC) Lastzeen (UTC)

# of Palevo C&C domains: 2

Description:

Firstzeen: Time in UTC when Palevo Tracker saw the relation between C&C <-= IP address for the first time
Lastzeen:  Time in UTC when Palevo Tracker saw the relation between C&C =-= IP address for the last time
_ Green lines are indicating that the mentioned Palevo C&C domain is still pointing to that IP address
Counter: How many times Falevo Tracker saw the relation between C&AC <-= [P address

== back

copyright © 2012 palevotracker.abuse.ch, wversien 1.1 / 2012-03-31
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C&C sunucusu ile iletisim
kuran baska birisi var mi?

Top Conwversations

1 160.75.
2 160.75.
3 160.75.
4 160.75.

Copyright 2012

bl.
bl.
bl.
bl.

by

for Host 37.9.53.36 #

187 1028 37.9.53.36 22331 outhound
63 1428 37.9.53.36 22331 outhound
131 Shbhd 37.9.53. 36 443 outhbound
187 556513 37.9.53. 36 443 outhound

ipoqued wersion 2.8.9.1_1.44.0, build number:
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udp
udp
tCp
tCp

not-classifiable
not-classifiable
generic-ip-traffic
gerneric-ip-traffic

5140758140 211 rights reserved.



https://palevotracker.abuse.ch/

Home | Blocklists | Statistic | Contact

Palevo Tracker :: Home

Palevo iz a worm that spreads using instant messaging, P2P networks and removable drives (like USB sticks). It iz being sold in underground forums like Zeus. The worm (also known as Rimecud,
Butterfly bot and Pilleuz) made big press in 2010 (=ee Trend Micro: "Clipping Mariposa's Wings" / Symantec: "Symantec: The Mariposa Butterflv”). For more information about Palevo you can take a look
at the Palevo readme file.

->= Palevo Tracker Statistics

Recent Palevo Command&Control servers

7 Subscribe Palevo Tracker CAC RSS Feed

Dateadded Palevo C&C Domain IF address Status SBL AS number AS name Country Lastseen # of Samples
2012-12-12 internet.estres 189.135.116.163 | HHNNEN Notiistedl AS8151  Uninet S.A. de C.\. Il Mexico (MX) never 1
2012-11-11 kdkineiid.com 176.31.117.55  |SEINEN Notlistedl A516276  OWH OVH Systems 1 (Fr) 2013-01-20 5
2012-10-30 |psokejww.com 80.83.124.157  [BHNEN Netlisted | AS29141  BKVG-AS Bradler & Krantz GmbH ™ Germany (DE) 2013-01-05 15
2012-10-26 mariposita.web-personal.org 189.236.206.143 |SHINEN Notlistedl AS0 -Reserved AS- Il mexico (Mx) never 1
2012-10-17 fitt.prince.kz 37.9.53.36 [BRIREN etiistsd ] A544050  PIN-AS Petersburg Internet Net M Russian Federation (RU) 2012-10-17 18
2012-10-17 loca.betrule.com 37.0.53.36 RIS NEESESE As44050  PIN-AS Petersburg Internet Net M8 Russian Federation (RU) 2012-10-18 80
2012-09-30 furious.devilslife.com 106.187.94.116  [HNNEN Notlisted | AS2516  KDDI KDDI CORPORATION ® (p) 2012-10-27 7
2012-09-06 g.240tuwotefsmd.com 123.157.215.216 |SHINEN Notiistedll A54837  CHINA169-BACKBONE CNCGROUP Chi Bl China (CN) 2012-09-11 2
2012-08-30 jm.messenger-update.com 141.138.203.135 [BHINEN Notlisted | AS35470  XL-AS XL Internet Services B.V = Netherlands (NL) 2012-12-28 11
2012-08-11 ps.dunno-net.com 69.43.161.167  [SHNNEN Notlisted | A522483  CASTLE-ACCESS - Castle Access 8l Australia (AU) 2012-11-05 3
2012-08-11 movie-mania.biz 204.3.99.108  [BHNNEN Notlisted | AS2914  NTT-COMMUNICATIONS-2914 - NTT % United States (US) 2012-09-11 3
2012-08-04 mail3.nad123nad.com §7.198.207.34  [EENNEN NoElisted 2535508  VPLSNET - Krypt Technalogies % United States (US) 2012-10-18 4
2012-08-03 computol64.laweb.es 187.214.120.147 |[BHINEN Notiisted | AS8151  Uninet S.A. de C.\. Il Mexico (Mx) 2012-10-24 2
2012-07-01 oppnetspeed.co.ua 46,166.169.141 |Gl Notlisted ] AS57668  SANTREX-AS Santrex Internet Se = Luxembaurg (LU} never 1
2012-04-14 webmail.drshells.net 199.241.186.100 |[SHINEN Notiisted Wl AS31863  DACEN-2 - Dacentec, Inc. E= United States (US) never 1
2012-04-10 bff4.700rg8.com 208.185.52.133 |G Notlistedl| AS6461  MFNX MFN - Metromedia Fiber Ne % United States (US) never 1
2011-12-10 alotibi.panadosl400.com 198.136.29.203  [ElNEN Netlisted ] AS53850  GORILLASERVERS - GorillaServer 0 2012-08-04 3
2011-10-29 hcuewgbbnfsiuew.com 176.31.117.55  |SEINEN Notlistedl A516276  OWH OVH Systems 1 (Fr) 2012-08-30 3
2011-08-15 hcuewgbbnfdulew.com 80.83.124.157  [BHNEN Netlisted | AS29141  BKVG-AS Bradler & Krantz GmbH ™ Germany (DE) 2012-05-02 18
2011-05-01 wonaimia.cn 205.164.24.45  [SHNNEN Notlisted )l A518779  EGIHOSTING - EGIHosting % United States (US) 2012-12-28 10
2011-04-12 skvoflies.info 202.75.40.165  [BHNNE Notlisted | A517971  TMVADS-AP TM-VADS DC Hosting 9 Malaysia (MY) never 1
2011-04-04 bff.700rg8.com 64.124.180.220 |Gl NGEiisted W As6461  MFNX MFN - Metromedia Fiber Ne B United States (US) 2011-10-01 3
2011-03-20 ssl.aukro.ua 193.23.45.228  [BENNEN Mot listed | AS31621  QXL-NET-POLAND-AS Grupa Allegr mm Poland (PL) 2011-05-27 13
2011-03-12 bfishack.no-ip.org 76.74.255.132 | EEEN NGOiistetll 2513768  PEER1 - Peer 1 Network Inc. 5 United States (US) 2012-09-26 8
2011-03-12 anowona.cn 205.164.2¢.45  [BHNNEN Mot listed | AS18779  EGIHOSTING - EGIHosting % United States (US) 2012-12-06 10
2011-03-08 mst.com.ua 184.172.233.250 [SHNNEN NeElisted A536351  SOFTLAYER - SoftLayer Technalo % United States (US) 2011-05-12 12
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Sonug

Mobil istemcilerin de yaygin internet kullanimi
botnetlerin buUyUme hacmini hizla arttirabilir.

Cesitli Botnet Tracker'lardan C&C Sunucu IP'leri
takip edilerek Botnetlerin tespiti kolaylikla yapilabilir,
C&C'ye olan erisimleri kesilebilir.

IRC Erisimleri takip edilerek Bot Bilgisayarlar ve
C&C'ler kolaylikla tespit edilebilir.
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Sorular

Tesekkurler

Sunumu http://www.gokhanakin.net adresinden temin
edebilirsiniz.
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