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REALIZATION OF FREQUENCY BASED IMAGE STEGANOGRAPHY
USING RISC-V PROCESSOR

SUMMARY

Due to the rapid increase in today's technology and internet usage, the security of
information and communication channels is becoming more and more crucial.
Therefore, several methods and algorithms have been developed to increase security.
Perhaps the most widely heard of these methods is cryptography. The science of
cryptography is the encryption of the message with various algorithms in order to
protect its confidentiality, while sending a message from a transmitter to a receiver.
The main purpose in cryptography is to ensure that this message is uncomeatable, even
if the message/information is accessed by third parties who do not have permission to
access it.

Another method that can be used to ensure this secure communication is
steganography. The main purpose of steganography is to hide the occurrence of a
message transmission. In this project, these two methods were used together, and both
the existence of transmitted information is hidden and in case its existence is noticed,
precautions are taken by encrypting the message in order to ensure the confidentiality
of the message. The process in the steganography part is carried out by hiding the text-
formatted message into an image-formatted data, this type of steganography is called
image steganography.

In this project, a simple Least Significant Bit (LSB) image steganography method was
used without including cryptography in the first stage. In this method, each bit of the
message is sequentially embedded in the least significant bits of the pixels of an image
type data used as a cover image.

Afterwards, an algorithm has been added in which the pixel selection will be made
randomly. The Linear Feedback Shift Register (LFSR) algorithm, which can generate
pseudo-random numbers, is used. The basic logic of the LFSR method is based on the
generation of a new number by XORing some bits of a randomly selected number one
by one and writing the value obtained by one bit right shifted into the most significant
bit of the number. The generated pseudo-random numbers were chosen as the pixel
numbers in which the bits of the message would be embedded. To encrypt the message,
the key sequence containing the numbers created with the LFSR algorithm must be
known.

For a more efficient algorithm, it is considered to increase the message bit encoded
into some pixels from one to two. To prevent visibility due to changing 2 bits in pixel,
pixels with high frequency in the image are detected and two bits are embedded in
these pixels.

In order to determine the high frequency regions, the cover image was filtered by the
two-dimensional convolution method using the Sobel filter. Pixels are marked as high
and low frequency using a threshold. To increase the capacity, two thresholds are used
instead of one, and the pixels are divided into three as low, medium, and high
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frequency. Here, messages containing 1, 2 and 3 bits of information are embedded in
these frequency regions, from low to high, respectively.

The mentioned algorithms were first simulated using the MATLAB. After that, the
Vivado environment was used for the implementation on the Field Programmable Gate
Array (FPGA). Nexys4 DDR board is used in this project. Ibex Core has been added
to the Vivado project and its functionality has been tested. Afterwards, each image
steganography algorithm was implemented as software using the C programming
language and converted into a memory file and added to the Vivado project.
Simulations of the algorithms were performed in Vivado, then the pixel values
obtained as a result were shown as stego images and the encoded message was
decrypted using MATLAB.

To display the encoded images, the image is given to a monitor connected to the card
by using the Video Graphics Array (VGA) output of the card. Although the Ibex core
has the ability to communicate with the instruction and data memory, the Wishbone
protocol is integrated into the Ibex core so that it can communicate with an external
unit such as VGA. Thus, separate units of Ibex core, Random Access Memory (RAM),
VGA and the "interconnect” module that make the connection between them were
created.

The pixels that are result of encoding process are written to the RAM with the relevant
code lines in the C code. Then, by activating the VGA module, the pixel values in the
RAM were read and the image was displayed on the monitor. In addition, some of the
message obtained by decrypting the encoded image in the C code was observed on the
Light-Emitting Diodes (LED) on the board.

Finally, the filtering process was transferred from software to hardware for
accelerating the process. For this, a module in which image pixel values are read and
filtered from RAM and written back to RAM was included in the project and
connections with other modules were made. Afterward, the filtered image written to
the RAM by the module was given to the monitor via VGA to verify that the module
is working properly on the board. Thus, the planned steps in the project have been
completed.
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FREKANS TEMELLI GORUNTU STEGANOGRAFISININ RISC-V
ISLEMCI KULLANILARAK GERCEKLENMESI

OZET

Glintimiizdeki teknoloji ve internet kullaniminin hizla artis1 nedeniyle bilginin ve
haberlesme kanallarinin giivenligi de gitgide daha da biiyiik bir 6nem arz etmektedir.
Bu nedenle, giivenligi artirmak i¢in ¢esitli yontemler ve algoritmalar gelistirilmistir.
Bu yontemlerden belki de en ¢ok duyulani ve bilineni kriptografidir. Kriptografi bilimi
bir vericiden bir aliciya mesaj gonderilirken mesajin gizliligini koruyabilmek adina
cesitli algoritmalar ile sifrelenmesidir. Kriptografide asil amag¢ mesajin/bilginin
erisime izni olmayan ig¢ilincii kisiler tarafindan ulagilmasi dahilinde bu mesajin
giivenligini saglamaktir. Bu islemi gesitli algoritmalar sayesinde ve mesaji sifreleme
anahtar1 olmadan ¢ozililemeyecek bir forma doniistiirerek gergeklestirir.

Iletisim giivenligini saglamak icin kullanilabilecek bir diger yontem ise
steganografidir. Steganografideki temel amag ise bir mesaj iletiminin gergeklestiginin
gizlenmesidir. Bu projede giivenli bir haberlesme ortami1 ve veri iletimi saglamak i¢in
bahsedilen bu iki yontem bir arada kullanilmistir. Boylece, hem iletilen bir bilginin
varligr gizlenmis hem de varliginin fark edilmesi durumunda mesaj gizliligini
saglamak icin mesaj sifrelenerek onlem alinmistir. Steganografi kismindaki islem
metin formatindaki mesaji goriintii formatindaki bir veriye gizleyerek gerceklestirilir
ki bu tiir steganografiye goriintii steganografisi denir.

Projenin ilk asamasinda kriptografi dahil edilmeden basit bir goriintii steganografisi
yontemi kullanilmistir ve bu yontemin adi Least Significant Bit (LSB) yontemidir. Bu
metotta, mesaj ikilik forma doniistiiriildiikten sonra her bir biti sirali olarak kapak
goriintiisii olarak kullanilan bir goriintii verisinin piksellerinin en az anlamli bitlerine
gomiiliir. Piksel se¢imi goriintiiniin baslangi¢ pikselinden baglar ve ikilik mesajin
uzunlugu boyunca ardisik olarak devam eder. Ancak bu yontemde mesajin kapak
gortntiisiinden ¢ikarilmast oldukga kolaydir. Bu sebeple piksel se¢iminin rastgele
yapilacagi bir algoritma eklenmesine karar verilmistir ve bunun saglayacagi
karmagiklik sayesinde mesajin anahtar olmadan elde edilmesi olasiliginin oldukga
diislirilmesi hedeflenmistir. Piksel se¢iminin rastgele yapilmasi igin yari-rastgele
sayilarin TUretebildigi Linear Feedback Shift Register (LFSR) algoritmasi
kullanilmistir. LFSR yoOnteminin temel mantigi rastgele segilen bir saymin bazi
bitlerinin tek tek XOR isleminden gegirilmesi ile elde edilen degerin bir bit saga
kaydirilmis saymnin en anlamli bitine yazilmasiyla yeni bir say1 tiretilmesine dayanr.
Uretilen yari-rastgele sayilar mesajin bitlerinin gémiilecegi piksel numaralari olarak
sec¢ilmis, boylece mesaj goriintiiniin i¢ine sirali olmayan sekilde gizlenmistir. Mesajin
sifresinin ¢oziilebilmesi igin LFSR algoritmasi ile olusturulan sayilarin bulundugu
anahtar dizisi bilinmelidir.

Algoritmanin gelistirilmesi amaciyla bir goriintiiye gizlenebilecek mesaj kapasitesinin
artirmak ic¢in yeni bir yontem arayisina girilmistir. Daha verimli bir algoritma i¢in bazi
piksellerin i¢ine sifrelenen mesaj biti sayisinin birden ikiye ¢ikarilmasi yontemi goz
oniinde bulundurulmustur. Bir pikselin sadece en az anlamli biti yerine son iki en az
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anlamli bitlerinin birden degistirilmesi piksel degerini daha fazla degistireceginden
insan gozii tarafindan algilanabilmesi daha olas1 hale gelir. Goriintiideki degisimlerin
gozle goriilebilme durumunu 6nlemek amaciyla goriintiideki frekansi yiiksek olan
pikseller belirlenmistir ve iki bitlik mesaj bilgisinin gémiilecegi pikseller olarak bu
yiiksek frekansh pikseller kullanilmistir. Ciinkii yiiksek frekans bolgeleri ani ton
degisimlerinin oldugu bdlgelere isaret eder ve bu bdlgelerde yapilacak olan
degisimlerin insan gozii tarafindan algilanmasi1 daha zordur.

Yiiksek frekans bolgelerinin belirlenmesi igin kapak goriintisii Sobel filtresi
kullanilarak iki boyutlu konvoliisyon yontemi ile filtrelenmistir. Sobel filtresinde iki
ayr1 kernel kullanilmaktadir. Bu iki ayr1 kernel i¢in de konvoliisyon sonuglari
hesaplandiktan sonra bu sonuglarin mutlak degerleri toplanarak filtre ¢ikis elde edilir.
Baslangicta pikseller diisiik ve yiliksek frekans bdlgesi olarak ikiye ayrilmak
istendiginden bu tek bir esik deger kullanilarak saglanmistir. Esik degerin istiinde
kalan pikseller yiliksek frekansli altinda kalanlar ise diisiik frekanshi olarak
isaretlenmistir. Bir sonraki adimda kapasiteyi daha da artirmak adina bir yerine iki esik
deger kullanilmis ve pikseller diisiik, orta ve yiiksek frekans olmak iizere {lige
ayrilmistir. Burada diisiik frekansli piksellere 1, orta frekansh piksellere 2 ve yiiksek
frekansh piksellere 3 bitlik bilgi i¢ceren mesaj gdmiilmiistiir.

Bahsedilen algoritmalarin ilk olarak MATLAB uygulamasi kullanilarak benzetimleri
yapilmistir. Sonrasinda bu algoritmalarin FPGA {izerinde gergeklenmesi amaciyla
Vivado ortamia gegilmistir. Fiziksel ger¢ekleme asamasinda Nexys4 DDR karti
kullanilmistir. Bu amagla Vivado projesine Ibex Core eklenmis ve calisirligr test
edilmistir. Sonrasinda her bir goriintii steganografisi algoritmasi C programlama dili
kullanilarak yazilimsal olarak gergeklenmis ve bellek dosyalarina doniistiiriilerek
Vivado projesine eklenmistir. Bdylece yazilan algoritmaya iligkin talimatlar Vivado
projesinde okunabilir hale gelmistir. Bu islemlerin ardindan Vivado'da benzetimler
gergeklestirilmis ve sonucunda elde edilen piksel degerleri bir ".txt" uzantili dosyaya
kaydedilmistir. Bu dosyalar MATLAB ortamina taginarak i¢inde mesaj da igeren bu
pikseller stego-goriintii olarak gosterilmis ve sifrelenmis mesaj desifre edilmistir. Bu
asama Vivado ortamindaki benzetimlerin dogrulugunu test etmek amaciyla
yapilmistir.

Sifrelenmis goriintiileri goriintiileyebilmek amaciyla kartin Video Graphics Array
(VGA) cikisini kullanarak goriintii karta baglanan bir monitdre verilmistir. Ibex core
talimat ve veri bellegi ile haberlesme yetenegine sahip olsa da VGA gibi dis bir birim
ile haberlesebilmesi i¢in Ibex core'a Wishbone protokolii entegre edilmistir. Bdylece
Vivado projesinde Ibex core, Random Access Memory (RAM), VGA ve bunlar
arasindaki baglantiy1 gerceklestiren “interconnect” birimlerine ait ayri modiiller
olusturulmustur.

Sifreleme isleminden gecen pikseller C kodundaki ilgili kod satirlar1 ile RAM'e
yazilmistir. Sonrasinda VGA modiiliiniin aktiflestirilmesi ile RAM'deki piksel
degerleri okunarak goriintiiniin monitérde goriintiilenmesi saglanmigtir. Buna ek
olarak sifrelenmis goriintii C kodunda desifre edilerek elde edilen mesajin bir kismi
kart lizerinde bulunan ledlerde gozlenmistir.

Son olarak siireci hizlandirmak amaciyla filtreleme islemi yazilimdan domanima
gecirilmistir. Bunun i¢in goriintii piksel degerlerinin RAM'den okunup filtrelendikten
sonra tekrar RAM'e yazildig1 bir modiil projeye dahil edilmis ve diger modiillerle
baglantilar1 yapilmistir. Sonrasinda bu modiillerin kart {izerinde ¢alistiginin
dogrulanmas: i¢in modiil tarafindan RAM'e yazilan filtrelenmis goriinti VGA
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aracilifiyla monitdre verilmistir. Boylece projedeki yapilmasi planlanan adimlar
tamamlanmustir.
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1. INTRODUCTION

1.1 Purpose of Project

In today's world, information security is one of the most significant elements of digital
communication systems. Encrypting the message during the transmission from the
transmitter to the receiver will increase the security of the communication
environment. For that purpose, various cryptography methods are applied. However,
the fact that cryptology methods only prevent the detectability of the transmitted
message cannot hide the fact that communication is made. On the other hand,
steganography offers a solution to this security problem by hiding the fact that
communication is taking place. By using these two sciences together, a highly secure

communication environment can be formed.

In our work, the main goal is enhancing a simple LSB steganography algorithm with
an LFSR and frequency detection algorithms and implementing them on a RISC-V
processor. During the implementation, it is aimed to find the slow-running software
parts and speed-up the system by switching those slow-running sections with custom

hardware structures.

1.2 Literature Review

1.2.1 Image steganography

As A. Yahya (2019) investigated in his book, steganography aims to ensure the
undetectability of the communication by hiding the secret message in data. This data
can be in text, audio, image, or video format [1]. For this project, this data is selected
as an image, hence image steganography will be studied. Various steganography
methods are available and applied, such as spatial domain and frequency domain
steganography. Because of its simplicity and uniqueness, one of the spatial domain
algorithms frequently used by researchers is The Least Significant Bit (LSB)

algorithm. To minimize any visual change or damage in the image, the secret message
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bit is embedded in the last bit of the selected pixel. Thus, it does not arouse suspicion
in anyone [2].

1.2.2 LFSR

The LSB algorithm seems weak considering the detection risk. Thus, in addition to
hiding the secret message with the LSB algorithm, the bits of the message should be
embedded in the pixels of the image in a random order for the encryption phase of the
message. The study of Ghosh et. al (2020) showed that it is better to make use of the
random nature of the LFSR algorithm when selecting the pixels to embed than the
traditional LSB algorithm. In that way, selecting the pixels to embed a message bit will
enhance the security, thus ensuring a more imperceptible transmission of information
to be formed [3].

1.2.3 Frequency based algorithms

A more efficient image steganography method could be investigated to hide more
information on an image of the same size compared to the LSB steganography method.
For this, it is necessary to embed information in the last few bits of some pixels in the
image, instead of only the least significant bit. Kalaichelvi et. al (2020) proposed a
steganography system using a Canny-Edge detection technique and a modified RSA
(Rivest-Shamir—Adleman) algorithm for that purpose. In their study, they applied
methods such as filtering the image for noise elimination and determination of the edge
points in an image to be able to embed more than 1 bit in a pixel. According to the
results, they found that the proposed method has increased the security, undetectability
and efficiency of the traditional RSA algorithm. For the steganography method to be
used in the project, the most efficient frequency based algorithm to embed more

information in an image will be investigated [4].
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2. BASIC INFORMATION AND CONCEPTS

2.1 Cryptography

In today's world, there are disadvantages as well as advantages of being so intertwined
with technology. Considering that almost all communication is carried out in virtual
environments such as the internet, security problems that may arise during information
transmission become inevitable. In such environments where communication is
established, the search for security increases over time. There are some features that a
communication environment must provide to be secure. In order to create an
environment where these features are provided, various methods such as cryptography
have been produced in time. Cryptography is a method of encryption that aims to
protect information as well as the sender and receiver in a transmission. Basically, the
data to be transmitted in a communication system is encrypted with the cryptography
method and transmitted as encrypted. That way, even if the message is captured
without permission and unauthorized access, information leakage is prevented since

this encrypted message is incomprehensible.

Keyless encryption, symmetric encryption, or asymmetric encryption methods can be

used for encryption in a cryptographic system.

Key generation, generated key distribution and its storage are quite complex
operations. One of the most important advantages of this method is that there is no
need to use such complex algorithms in keyless encryption. In addition to the difficulty
of processing, choosing keyless encryption can be an advantage depending on the
situation, as long and complex keys will require more power and memory.
Furthermore, one of the advantages of this method is that there is no possibility of any

key being revealed.

The symmetric key method uses only one key for encryption and decryption processes.
Symmetric key cryptography is relatively simple and therefore requires less
computational power. In the asymmetric key method, there are two keys. One of these
keys is public and the other is private. The public key is for encryption, and if this key

is known, it can transmit information. However, thanks to the secret key, which is only
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on the receiving side and used for decryption, the transmitted message is prevented

from being caught by someone else [5].

2.2 Image Steganography

Steganography also offers a solution to provide a secure communication environment.
It aims to hide the existence of confidential information intended to be transmitted by

embedding a secret message in an unsuspecting piece of information.

Steganography methods vary depending on the type of data to be used as the cover.
For instance, if an audio file is used as a cover while transmitting text-type data, it is

called audio steganography.

In Figure 2.1, different security systems and types of steganography methods are

shown as a tree schematic.

Security
Systems

Cryptography Information
Sadiic Hiding

Steganography Watermarking

Technical Linguistic

Steganography Steganography Robust Fragile

Text Audio Image Video Imperceptible Visible Fingerprinting

Figure 2.1 : Types of security systems.

Image steganography is the transmission of the data to be transmitted by embedding it
in an image. This image, which is irrelevant to the message, is referred to as a cover
image.

The final version of this image, in which the message is encoded, is the stego-image.
As can be seen in Figure 2.2 and Figure 2.3 below, the difference between stego-image

and cover image cannot be distinguished.
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Figure 2.3 : Peppers stego-image.

This encoding process is done as follows: The pixels of the cover image are accessed
and the bits of the message that are in binary form or converted to binary form are
replaced one by one with the bits of the cover image's pixels. The less significant bits
of the pixels are used during this process. Since the changes to be made on the pixel
will change the tone of the pixel, making these changes in less significant bits will
prevent the human eye from understanding the difference between the picture with
embedded information (stego-image) and the original picture (cover image). In order
to ensure the security of information transmission, it is preferable to choose the
message size to be encoded so that it does not fill all the pixels of the picture. Thanks
to the ability to randomly access the pixels of an image, the message can be placed on
randomly selected pixels to increase security. This is one of the most important
advantages of using this image data type as a cover. In addition, a more secure
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communication environment can be created by using steganography and cryptography
sciences together. Some image steganography techniques and methods as common are

shown in Figure 2.4 below [6].

Image Steganography

¥ ¥ ¥ ¥ v v

Spatial Domain Transform Domain Spread Spectrum Statistical Methods Distortion Techniques Masking and Filtering

| \
1 1 | ! [

. Discrete Discrete
Bit Plane ."’_ N _“"_. X
el Wavelet Fourier Others

prexity Transform Transform

Discrete Cosine
Transform

Pixel Value
Differencing

Least

ot ; Others
Significant Bit

Figure 2.4 : Image steganography techniques and methods.
2.3 RISC-V Processor

RISC-V is a RISC-based instruction set architecture (ISA), which determines the
connection between software and hardware, and the most significant feature of this
ISA is being open source. Unlike the other ISA designs, it was developed by UC
Berkeley, is freely available to everyone, and the fact that the core developed by
providing the features in the guide or optionally extended ISAs can be shared on the
official site of RISC-V, allows others to benefit from these developments [12]. In this
way, many varieties are formed with the contribution of many people, and several
cores and SoCs can be found on that site. Some core examples listed on RISC-V's site

are shown in Table 2.1 [13]. Ibex core created by lowRISC was used in this project.

Table 2.1 : Table with RISC-V examples.

. - Primary
Name Supplier Capability User spec. Language
1IQonIC .
RV32EC_P2 Works RV32  RV32E[M]C/RV32I[M]C SystemVerilog
1IQonIC .
RV32IC_P5 Works RV32 RV32I[M][N][A]C SystemVerilog
SiFive,
rocket uCB RV32 2.3-draft Chisel
Bar
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Table 2.1 (continued) : Table with RISC-V examples.

Primary

Name Supplier Capability User spec. Language

Ibex
(formerly  lowRISC RV32 RV32I[M]C/RV32E[M]C SystemVerilog
Zero-riscy)
Yavuz

Hornet Selim RV32 RV32IM Verilog
Tozlu

2.4 Xilinx Vivado Environment

Vivado produced by Xilinx is a virtual design and testing environment that allows to
make designs using hardware description languages (HDLS) and perform synthesis,
implementation and different types of simulations of these designs. In Figure 2.5, the

interface of the Vivado environment for a sample project is shown.

File Edit Flow Tools Reports Window Layout View  Help

Ready
) = X ® » BB 3 B 8 = * Default Layout v
Language Templat o
Netlist sl Project S nar Schematic
T 1P Catak
o Q Q C a &
v IP INTEGRATOR
reate Block Design ci
A 10
g . (>
1" §
[T
] D 1 RTL_AND
v SIMULATION
Run Simulation
0 & |
—\ |
o
v RTL ANALYSIS i D s
- Open Elaborated Design
RTL_XOR
8 R Methodology
Hierarchy ‘
k
As Design Runs ? o
Q| x| @ + | %
v SYNTHESIS
> Synth Name Constraints  Status WNS INS WHS THS TPWS TotalPower Failed Routes LUT FF BRAM URAM DSP Start Elapsed Run
Run Synthesis
synth_1 constrs_1 Not started Vivac™
et < >

Figure 2.5 : Xilinx Vivado environment.

The Vivado environment was used to check whether the hardware designs to be made
in this project work correctly with some processes that are offered by Vivado, and also

to modify the hardware design and load them onto the FPGA card after these
processes.
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3. ALGORITHMS

3.1 LSB Algorithm

The LSB algorithm is one of the most basic image steganography methods. In this
method, the least significant bit in an image is changed as part of the secret message,
and, due to the fact that the change in the least significant bit will cause a change of
only 1 ton in the pixel, it cannot be distinguished by the human eye. The RGB image
has 3 layers, and if only LSB is used for encoding, the maximum message size that
can be encoded in bits is MxNx3 for a colored image. If this image was grayscale,
this time, a maximum of MxN bits of messages could be encoded. Since a grayscale
image consists of a single layer, more information can be embedded in an RGB image
than a grayscale image. The process of encrypting a message for a colored image is
explained below, and the original image that is used as the cover image is shown in
Figure 3.1.

1111 1111 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 1111 1111 0000 0000
0000 0000 11111111 0000 0000 0000 0000

1111 1111 11111111 0000 0000 11111111
1111 1111 0000 0000 1111 1111 11111111
0000 0000 1111 1111 1111 1111 11111111

Figure 3.1 : Cover image and its binary values.

The message will be embedded into the least significant bits of the cover image. There
are 8 pixels for this image that is the size of 2x4. In addition, one bit of the message
will be hidden in every pixel, owing to the fact that this picture is colored, 3 bits of
message can be encoded in each pixel. As a result, a maximum 24-bit message can be

encrypted in this image.

For instance, it is assumed that the message to be transmitted is "cat", and considering
that each character corresponds to 8 bits, it can be concluded that there is a message

with a total length of 24 bits. The binary form of this message is shown in Figure 3.2.
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C a t
01100011 01100001 01110100

Figure 3.2 : Message in binary form.

The bits of this binary message are encoded by circulating the image pixels one by
one, and the stego-image in which the information is embedded is as shown in the
image below as Figure 3.3.

1111 1110 0000 0000 0000 0001 0000 0001
0000 0001 0000 0000 1111 1111 0000 0001
0000 0001 1111 1110 0000 0000 0000 0000

1111 1110 1111 1111 0000 0001 1111 1111
1111 1110 0000 0000 1111 1111 1111 1110
0000 0000 1111 1111 1111 1110 11111110

Figure 3.3 : Stego-image and its binary values.

Although there is no difference when looking at the images, it can be seen that the
stego-image is different from the original with the changes in the pixel values. In this
way, a message to be transmitted can be hidden in inconspicuous data and transmitted
securely.

3.2 LFSR Algorithm

3.2.1 Motivation for using the LFSR algorithm

As is known, Least Significant Bit Steganography is the most common method to
transmit a secret message among other steganography methods. However, due to its
simple structure, it is not secure enough for today’s world. Therefore, Linear Feedback
Shift Register (LFSR) has been used to generate a sequence of pseudo-numbers for
selecting random image pixels. That way, the secret message bits were embedded in
random cover image pixels to increase the undetectability of the communication

instead of being embedded in an order.

3.2.2 Mathematics behind the LFSR algorithm

LFSR has been used in various engineering applications that have a need for creating
a random process. It basically allows one to create a pseudo-random binary string of

bits while making use of the seed which is a random string. Exact string of bits in the
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exact order can be obtained on the receiver side if the sender provides the seed value,
which makes it pseudo-random. Although this string is generated based on an

algorithm, it is unpredictable for someone who does not have the initial seed value [7].

The working principle of any LFSR device is based on the primitive polynomials. To
understand the primitive polynomials, one needs to understand the irreducible
polynomials which cannot be factored into the product of two polynomials that are in
the same field and non-constant. Then, the definition of a primitive polynomial can be

given as a polynomial C(x) with degree of n in F2[x] which is irreducible and divides

n_
x2 1 —1.

These polynomials are special in a way that using them while deciding the tap values
allows the device to generate 2"-1 different numbers where n is the number of bits in
the seed. Most of the time, there are more than 1 primitive polynomial for a degree.

To give an example, while generating the elements of a binary extension field GF(2m)

where m = 8, all the following polynomials can be used [14]:

p(x) =xB+x6+x>+x3+1 (3.1)
p(x) =xB+x6+x>+x%2+1 (3.2)
p(x) =x8 +x0+x°+xt +1 (3.3)
p(x) =x8+x0+x3+x1+1 (3.4)
p(x) =x®8+x0+x*+x3+x2+xt+1 (3.5)

To explain the structure in more detail, the tap values are passed through the XOR
operation among themselves to determine the feedback value. These tap values are
selected from the location which is equal to the powers of the x variables in the

primitive polynomial.

To illustrate, let’s consider the LFSR algorithm in Figure 3.4 that uses the polynomial

given in equation 3.1 which is a primitive polynomial for a degree of 8.
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| Feedback i—»| D7 |—»| Ds [—»| Ds ~[~ D: |—»| Da ~[~ D, T Di || Do i 0utput_§
_________________________

D+ B+—>D

Figure 3.4 : Representation of LFSR algorithm using p(x) = x8 + x® + x5 + x3 + 1

As seen from the figure, a random seed value which is also known by the receiver is
given to the D flip-flops. Then, as the primitive polynomial suggests, values in 8" tab
(Do), 6™ tab (D2), 5" tab (Ds), and 3" tab (Ds) is gone through the XOR operation and
stored in the feedback register to be given to the most significant bit which is the value
held by D-+. Then the bits are shifted to the right and the value in the feedback register
is written to the D7. As a side note, “+1” in each primitive polynomial represents the
feedback.

3.3 Frequency Detection Based Algorithm

3.3.1 Motivation for using a frequency detection based algorithm

Even though the LSB algorithm that uses a Linear Feedback Shift Register for its pixel
selection process is a secure and undetectable algorithm, there is still room for
improvement. One of the ways to achieve this improvement is to embed not 1 but 2
secret message bits on the high-frequency pixels. Since these pixels correspond to
sharp changes, or simply edges, in an image, it is harder for the human eye to identify
any color or tone change in them. These high-frequency regions can be found using
edge detection algorithms such as gradient operators (Sobel, Roberts, Prewitt, Frei-
Chen), Canny edge detection and Haar based edge detection [8]. Among them, Sobel
edge detection method was selected as the algorithm for finding the high-frequency

pixels in an image.

3.3.2 Mathematics behind the selected frequency detection based algorithm

Sobel edge detection method utilizes the gradient (first derivative) of a grayscale image
to detect the sharp changes. It identifies the image point as an edge if the calculated

gradient is above the given threshold value.
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The Sobel operator convolves the image with kernels that are 3x3 to find the matrices

Gx and Gy which contain horizontal and vertical changes in the image respectively.
-1 0 1 1 2 1
Gk=|-2 0 2|=*ImgMat, G,={ 0 0 0] *ImgMat (3.6)
-1 0 1 -1 -2 -1

These gradient approximations are used for obtaining the final gradient magnitude

|G| = /ze +G,* (3.7)

To make the computation faster, this value can also be calculated with the equation

given below.

given below.
1G] = [Gx| + |Gy (3.8)

As mentioned earlier, this value is compared with the given threshold, and it is decided
whether the selected pixel is an edge or not. Briefly, the Sobel operator approximates
the absolute image gradient by making use of the intensity values in a 3x3 region
around every pixel of the image. Due to its practicality, it has been used for various
hardware and software applications. Grayscale cameraman image with 512x512
resolution and its corresponding absolute gradient magnitude from Sobel operator that
has 0.07 threshold value can be seen in Figure 3.5.

Figure 3.5 : Grayscale image and its gradient magnitude from Sobel operator [15].
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3.4 MATLAB Simulation of the Algorithms

3.4.1 LSB based image steganography

In the first step, a MATLAB program is designed and simulated that embeds the secret
message in the least significant bits of the pixels of a selected image, starting from the
first pixel in order. Grayscale images are used during the process; therefore, each pixel
of the image consists of a single palette and takes values between 0-255. Also, images
in "bitmap" format are used to avoid jamming in the image and therefore not losing
pixel values. After the image is read by the program, its size is determined in order to
navigate the pixels of the image matrix. At the same time, the string type secret
message was converted into binary type using the ASCII code equivalents of the
characters and its length in this form was determined. The program performs the
embedding operation in the number of the length of the secret message. The first pixel
value of the image is read and the least significant bit is replaced by the first bit of the
secret message. Afterwards, the second pixel of the image is passed and the second bit
of the secret message is added to this pixel. The process continues in that way until the

last bit of the secret message is embedded in the image.

In order to replace the least significant bits with the bits of the secret message, the
following line of code is used in a loop for navigating the bits of the image:

"stegoImage (i, j) = candidateImage(i,j) -

mod (candidateImage (i, j),2) + Message(count,l);"

Here, “stegolmage” refers to the stego-image matrix to be created, “candidatelmage”
refers to the original image read by the program, and “Message” refers to the binary
form of the secret message. The value in the pixel is modulated by 2 to extract the last
bit of the original pixel. Thus, if the value of the last bit is 1, the number 1, and if it is
0, the number 0 is subtracted from the value in the pixel. Then, the value of the relevant

bit of the secret message is added.

The original of the image without a message embedded in it and the stego-image
created after the secret message is embedded can be seen in Figures 3.6 and 3.7. As
with the purpose of image steganography, the message embedded in the image cannot
be perceived by the human eye, therefore, the pixels of the stego-image should be

checked to see that the embedding process is performed correctly. Since it may take
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time to check the pixel values one by one, a decryption code has been written to obtain
the message embedded in the stego-image.

Figure 3.6 : Lena original image [16].

Figure 3.7 : Lena stego-image.
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The secret message used in the simulation code is a text in the form of “This is the
secret message.”. In order to obtain the secret message, the least significant bit of the
value in each pixel was taken by navigating through the stego-image pixels in order.
After the process is completed and all the bits are stored in an array, the bits are
grouped as octets and converted into characters corresponding to the ASCII code of
each group. Thus, the binary type message is converted to text and this text is saved in

a file. The content of the text file that is the output of the decryption code is as follows:
“This is the secret message.”

It is seen that the secret message used during the embedding process is the same as the
text obtained after decryption. Therefore, it can be said that the embedding and

recovery of the message were successfully carried out.

3.4.2 Including LFSR into the algorithm

In the project, it is aimed to embed the bits of the message into the image randomly in
order to reduce the accessibility of the secret message. With the LFSR algorithm that
is used to realize this, a pseudo-random number sequence is produced in this range
according to the number of pixels in the image. An image with a size of 256x256 was
used during the simulation and the total number of pixels in this image is 65536.
Therefore, using the LFSR algorithm, a sequence containing numbers between 1 and
65535 was created.

Since the number 65536 is equal to 216, 16 bits are required to write each number as
binary. Numbers are defined as "logical array", since the bits of numbers will be
processed with the XOR operator. A starting number must be given to the function for
the number generation to begin. For this purpose, a random number in the range of 1
— 65536 was generated and assigned as the first element of the pseudo-random number
array. The required number of 0 is added with padding so that the number can be a 16-

bit logical array.

There are 14 of the 16th degree irreducible polynomials. One of these polynomials is
chosen to implement the LFSR algorithm that generates 16-bit numbers. The relevant

polynomial is as follows:

p(x) =x +x2 +x3+x1 +1 (3.9
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Due to the chosen polynomial, the 1st, 3rd, 12th, and 16th bits of the selected number,
which is the starting number, are processed with the xor operator in the first step, and
then this number is shifted to the right one by one with the right shift operator. The
next element of the pseudo-random number sequence is produced by assigning the
output of the xor operation to the most significant bit of the shifted number. This
process is repeated until 216 — 1 different numbers are generated. At the same time, the
new number generated at each stage is converted to decimal format and added to the
number sequence. The relevant part of the MATLAB code, in which the pseudo-

random number sequence is generated by using xor and right shift, is in Figure 3.8.
m = 16; % Number of bits
N = 2”m; % Number of random numbers

randi(N) % Random number between 1-N to start the LFSR process
logical(dec2bin(x)"-'®"'); % Convert the random number to logical array
s

P

E S 4

ize(x,1); % Get the size of the logical array for zero padding
adarray(x, [(m-k),®], 'pre'); % Make the necessary padding for the array to have (m x 1) size

random_numbers_from_LFSR = []; % Array that contains 1xN random numbers that are generated

for i=1:N

a = xor{x(1),xor(x(3),xor(x{12),x(16))));

X = circshift(x,1); % Circulate 1 array element to the right

x{1) = a; % Set the MSB of the array as the xor result

x_as_1x16 = reshape(x,[1,16]); % Reshape logical array to make it decimal

y = bin2dec(num2str{x_as_1x8)); % Transform logical array to decimal

random_numbers_from LFSR{1i) = y; % Store the random numbers that are generated
end

Figure 3.8 : MATLAB code for LFSR algorithm.

To ensure that the correct number of numbers is generated, a code has been added for
the function that implements the LFSR algorithm, counting how many different
numbers are generated. As a result, it was seen that 65535 different numbers, therefore

all numbers between 1 and 65535 were produced.

The image steganography method was improved by using the designed 16-bit LFSR
function in the LSB code. Thus, the secret message is not embedded in the bits of the
image in order, but in the order of the numbers in the sequence produced by the LFSR
function, and the bits of the message are embedded in a pseudo-random order. In order
to add the LFSR algorithm to the LSB code, a change was made in the part where the
pixels are selected. After determining the length of the secret message, the element of
the random number sequence produced by LFSR was selected as much as the message
bit length. To embed, it is necessary to find out which element of the image matrix the
generated random numbers correspond to. The row and column of the bit to be selected
are calculated using the image dimensions. Then, instead of the least significant bit of
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the selected matrix element, the relevant bit of the secret message is added. The
original of the image without a message embedded in it and the stego-image created

after the secret message is embedded, can be seen in Figure 3.9 and Figure 3.10.

Figure 3.10 : Mandrill stego-image.
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To check that the secret message is correctly embedded in the bits produced by LFSR,
the method of retrieval of the message was used as before. The least significant bits
were selected by navigating the bits in the generated random sequence in order, and
then each 8 bits were combined and converted into the character corresponding to the
ASCII code. "This is the secret message." was used as the secret message text during
the simulation. The text in the output file obtained as a result of the decryption is same
as the secret message. Thus, it has been verified that the code for embedding
information in the least significant bits of the image using the LFSR algorithm works

correctly.

3.4.3 Improving the algorithm with frequency detection

Previous MATLAB project that implements the LSB algorithm which uses a LFSR
for its pixel selection process was improved in terms of pixel usage to allow longer
secret messages to be transmitted using the same cover image. This was achieved by
embedding 2 bits instead of 1 into the pixels that are also the edges of the cover image.

After reading the image, turning it into grayscale, and generating the random index
numbers from the LFSR algorithm function, the grayscale image was exposed to the
Sobel operator which has a threshold value of 0.07 to detect the edge regions in the
cover image having a size of 256x256 using the code line seen below.

"BW = edge (candidateImage, 'Sobel', 0.07);"

Edge detected image after this operation can be seen in Figure 3.11.

Figure 3.11 : Gradient magnitude of the cover image from Sobel operator.
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Afterwards, counters for counting the number of edge and non-edge pixels that were
used during the embedding process were defined to validate the code. Then, the pixel
indexes generated from the LFSR algorithm were reshaped in order to access the pixels

of the cover image as row and column.

Crucial part of this design was to access not only the least significant bit, which is the
eighth bit of the selected pixel, but also to the seventh bit of it to swap it with the
message bit if necessary. To obtain the seventh bit, pixel value’s remainder after
dividing it to 4 is calculated and if it is equal to 3 or 2, it is set as 1. Otherwise, it is set
as 0. Then swap between the image pixel bits and the secret message bits was done by
first checking whether the selected pixel is an edge or not. The relevant part of the
MATLAB code can be seen in Figure 3.12.

eighth bit = mod(candidateImage (image_matrix_index_ i,image matrix index j),2); % 8th bit (LSB bit) of
seventh_bit = mod(candidateImage (image matrix_index i,image matrix_index j),4); % pixel value’s rem

if (seventh bit>=2)

seventh bit = 1; If the remainder is 3 or 2, the 7th bit is 1
else
seventh bit = 0; If the remainder is 1 or
end
%if the selected pixel is not on the edge
if (BW(image matrix index i, image matrix index j) == 0)

latestData(image matrix_index i,image matrix index j) = candidateImage (image_matrix_index i, image matrix index j) -...
eighth_bit + M(count,1):

count = count + 1;

count_3 = count_3 + 1; % to calculate the number of non-edge pixels that were used during the embedding process

%1f the selected pixel is on the edg:
else
latestData(image matrix index i,image matrix index j) = candidateImage (image matrix index i,image matrix index j) -...
2*seventh_bit - eighth_bit + 2*M(count,1) + M(count+l,1);

count = count + 2;
count_2 = count_2 + 1; % to calculate the number of edge pixels that were used during the embedding process

end

i=1i+l; % g t next random index generated from LFSF

Figure 3.12 : MATLAB code for embedding process.

After the swap, the next random number generated from the LFSR algorithm was
gotten by increasing the necessary index. The original cover image and the stego-
image created after the secret message bits were embedded can be seen from Figure
3.13 and Figure 3.14.
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Figure 3.13 : Lena original image.

Figure 3.14 : Lena stego-image.

To make a decryption, or simply to obtain the secret message bits that were embedded,
image pixel’s eighth bit only or the seventh and eighth bits together were taken
depending on the pixel being edge or not. After that, all the bits taken were stored in

an array where they were grouped as octets afterwards. Similar to before, they were
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converted into characters corresponding to the ASCII code. This way, binary message

were converted into a text seen below.
“This is the secret message.”

It shows that the secret message used during the embedding process matches with the
text obtained after decryption. Thus, the system with LSB algorithm which uses a
LFSR algorithm for its pixel selection and a Sobel operator to decide the number of
bits to embed into the selected pixel is verified. Also, it is seen that after a few re-
simulations, the number of edge pixels that were used during the embedding process
were between 11-15 depending on the seed value in the LFSR for the secret message
above which has 200 bits.
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4, IBEX CORE AND WISHBONE PROTOCOL

4.1 Preparing the Work Environment

Necessary systems and applications should be installed to implement the RISC-V core,
to perform various simulations, tests and applications regarding the project, and to
obtain memory files. That's why the Linux operating system, Xilinx Vivado and RISC-
V GNU toolchain were installed.

4.1.1 Installing Linux operating system

First of all, Linux Ubuntu 20.04.1 LTS, the operating system in which the necessary
applications will be installed and used, has been installed. The reason for choosing
Linux as the operating system is to avoid encountering errors due to installation and

problems that may occur during operations such as open source core installation.

4.1.2 Installing Vivado Design Suite for Linux OS

For the installation of the Xilinx Vivado application, Vivado 2020.1 version was
downloaded from the Xilinx site. After the download is complete, it should be ensured
to go to the downloaded file location in the terminal and make the file executable.
Afterwards, the file should be run and the Vivado installation page should be accessed.

The codes required for these steps are as follows:

$ chmod +x Xilinx_Unified_2020.1_0602_1208_Lin64.bin
$ sudo ./Xilinx_Unified_2020.1_0602_1208_Lin64.bin

During the installation of Vivado, a warning was encountered that Vivado does not
support versions above Ubuntu 18.6. That is why the version of the Ubuntu operating
system is shown as Ubuntu 18.04.4 by using the OS faking method. With this method,
Vivado was installed on the current operating system without any problems. After
selecting the required features and completing the installation of the Xilinx Vivado
program, what needs to be done to run the program is to go to the file location where

the program is located and run it with the code below.
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$ ./vivado

4.1.3 Installing RISC-V GNU toolchain

It is necessary to install the RISC-V GNU compiler to create ".mem" memory files to

be used in applications in the Vivado environment by compiling C codes.

Firstly, the packages required to use the Toolchain should be downloaded with the

following command to be run on the Ubuntu terminal:

$ sudo apt-get install autoconf automake autotools-dev curl python3 libmpc-dev
libmpfr-dev libgmp-dev gawk build-essential bison flex texinfo gperf libtool patchutils bc

zlib1g-dev libexpat-dev

Git should be installed with the following command in order to use GitHub in Ubuntu

and access the Toolchain repository:
$ sudo apt-get install git

Then the following command is typed into the terminal to download the repository to

the Ubuntu operating system [18]:
$ git clone https://github.com/riscv/riscv-gnu-toolchain

After the repository download is complete, the following commands should be run in

order by going to the file location of the downloaded riscv-gnu-toolchain folder:
$ ./configure --prefix=/opt/riscv --with-arch=rv32imc
$ sudo make

Depending on the computer's performance and internet speed, this process may take
20-30 minutes. When the process is complete, the toolchain is loaded and ready to use.

4.2 Implementation of Ibex Core

4.2.1 Ibex core overview

RISC-V has numerous cores and SoC’s that are available to use which can be found
on the official website of RISC-V [12]. However, because the Ibex core is one of the
most verified cores among the others and has been used in the projects and researches

prior to our work, it was selected as the RISC-V core to be implemented. It is a 32-bit
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CPU core whose primary language is SystemVerilog. Figure 4.1 illustrates the
architecture of an Ibex core and its connections with the data memory (physical RAM).

Ibex Core

debug_req_i
—
m ID Stage EX Block
£
g o Prefetch o> -
c | rdata_i BUﬂer A
o >
= A
g L[>
5 Controller fad %
k= A > =
R — o
o 3
Reg File rg
n o Lsu wdata_o
Dlowrisc B J A5 7

Figure 4.1 : Block diagram for Ibex core [19].

Ibex core will be implemented using the IowRISC’s GitHub repository [19].
According to the requirements given in Ibex RISC-V Core SoC Example, fusesoc and
srecord were installed using the commands below:

$ sudo pip install fusesoc

$ sudo apt-get install srecord

4.2.2 Creating a Vivado project

To implement the Ibex core on the Nexys4 DDR Board, a Vivado project was opened
to create the bitstream file to program the board. After the directory for the project was

given, the board selection was done as Nexys4 DDR [20] as shown in Figure 4.2.

¢ New Project

X
Default Part
Choose a default Xilinx part or board for your project, [
= | Boards
Resel All Rilters Install/Update Boards !
Vendor: Al v Name: Al v Board Rev: Latest b4
Search: bt
Display Name Preview Vendor File Version Part /0PI
Alpha-Data ADM-PCIE-TV2 ~
alpha-datacom 1.1 xcTvx690UIg1157-2 157
Kintex-Ultrascale Alphadata board
alpha-datacom 10 xcku060-ffva1156-2-¢ 1156
Nexys4 DDR
igitenti 11 X 324
ZedBoard 7ynq Fualuation and Development Kit
m em.avnetcom 14 xc77020cig484-1 484
[ Q ,_ xilinecom 14 xcT2200tfba676-2 676
< >

Figure 4.2 : Board selection for the project.
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Then, the example from "/examples/fpga/artya7/rtl/top_artya7.sv" directory will be
implemented on Vivado environment to validate the Ibex core. First, the top module
“top_artya7.sv”’ was added as a design and simulation source. Then, every required
submodule was added under the top module and the hierarchy shown in Figure 4.3 was

obtained.

@ = top_artya? (fop_artyal.sv) (2

@ u_top: ibex_top (ibex_top.sv) (8
@ core_clock_gate_i : prim_clock_gating (prim_clock gating.v)
@ u_ibex_core : ibex_core (ibex_core.sv) (9)
@ gen_regfile_fpgaregister_file_i : ibex_register_file_fpga (ibex_register_file_fpga.sv)
@ ibex_register_file_ff (ibex_register_file_ff.sv]
@ ibex_register file_latch (ibex_register_file_latch.sv) (1
@ prim_ram_1p (prim_ram_1p.sv) (1)
@ prim_buf (prim_buf.sv) (1
@ ibex_lockstep (ibex_lockstep.sv) (3)
@ u_ram:ram_2p (ram 2p.sv) (1
@ u_ram : prim_ram_2p (prim_ram_2p.sv) (1)
@ gen_generic.u_impl_generic : prim_generic_ram_2p (prim_generic_ram_2p.sv
@ clkgen : clkgen_xil7series (clkgen xil7series.sy
Memory File (1

led.mem

Figure 4.3 : Hierarchy of the Ibex core project.
4.2.3 RAM initialization

Dual port RAM was chosen rather than a single port RAM to increase the speed. To
initialize the dual port memory with a memory file, installed RISC-V GNU toolchain
will be utilized. First of all, C code from the “ibex/examples/sw/led” directory shown

in Figure 4.4 was used.

11 static void delay_loop_ibex(unsi
12 int out; /* only to notify compiler o
13  asm volatile(

20 5 (out)
21 2 (loops)
22 )i

25 static int usleep_ibex(unsigned long usec) {
26 unsigned long usec_cycles;
27 usec_cycles = CLK_FIXED_FREQ_HZ * usec / / /! 8;

29 delay_loop_ibex(usec_cycles);
30 return H

33 static int usleep(unsigned long usec) {
34 return usleep_ibex(usec);

37 int matn(int argc, char **argv) {

38 // The lowest four bits of the highest byte written to the memory reglon named
39 // "stack" are connected to the LEDs of the board

40 volatile uints_t *var = (volatile uints_t *)

41 *var = :

43 while (1) {
//usleep(1660 * 1660); // 1660 ms
45 *var = ~(*var);

C~ Tabwidth:g v Ln1,col1 v INS

Figure 4.4 : Compiled C code for testing the Ibex core.
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The C code which blinks the LEDs on the board is compiled using the Ubuntu terminal
shown in Figure 4.5 below.

basak@basak-ubuntu: ~/Documents/test

:~S cd Documents/

2 S cd test/

2 $ make
Jopt/riscv/bin/riscv32-unknown-elf-gcc -march=rv32imc -mabi=ilp32 -static -mcmodel=medany -
fvisibility=hidden -nostdlib -nostartfiles -Wall -g -Os -MMD -c¢ -o cust_test.o cust_test.c
cust_test.c:33:12: ‘usleep' defined but not used [ ]

33 | static int (unsigned long usec) {
|

Jopt/riscv/bin/riscv32-unknown-elf-gcc -march=rv32imc -mabi=ilp32 -static -mcmodel=medany -
fvisibility=hidden -nostdlib -nostartfiles -Wall -g -Os -MMD -c -0 crt®.o crte.S
Jopt/riscv/bin/riscv32-unknown-elf-gcc -march=rv32imc -mabi=ilp32 -static -mcmodel=medany -
fvisibility=hidden -nostdlib -nostartfiles -Wall -g -0s -T link.ld cust_test.o crt0.o0 -0 cu
st_test.elf
Jopt/riscv/bin/riscv32-unknown-elf-objcopy -0 binary cust_test.elf cust_test.bin
srec_cat cust_test.bin -binary -offset 0x0000 -byte-swap 4 -o cust_test.vmem -vmem

Jopt/riscv/bin/riscv32-unknown-elf-objdump -SD cust_test.elf > cust_test.dis
$ $

Figure 4.5 : Terminal output after the compile operation.

Obtained .vmem file has been converted to .mem file which is compatible with Vivado.
After that, memory was initialized in the top module file as follows:

parameter SRAMInitFile = "led.mem";
In the submodules, this memory file is transferred using the code below:
MemInitFile (SRAMInitFile) ;
By changing the initialized memory file on the SystemVerilog code, the Ibex core can
be programmed to execute any program compiled by the user.
4.2.4 Vivado simulation

After setting up everything, a simple testbench was written to simulate the core.

Timing diagram results for that simulation can be seen in Figure 4.6.

00000000

1
1
1
1
1

0000c010
000000f5

Figure 4.6 : Timing diagram results in Vivado.
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By looking at the results, it is seen that the correct values were assigned to the LED
output, hence the Ibex core is working as expected.

4.2.5 Implementation on the FPGA

After seeing that the simulation is done correctly, synthesis and implementation were
run and to generate a bitstream for the Nexys4 DDR Board, the constraint file was
downloaded [21]. Later, used pins in the .xdc file were uncommented and renamed.
Finally, bitstream file that has a .bit extension was generated and uploaded to the
board. The results can be seen from the LEDs that are on Nexys4 DDR board in Figure
4.7 and Figure 4.8.

Figure 4.8 : Oxa value on the LEDs.
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4.3 Integrating Wishbone Protocol with Ibex Core

4.3.1 Wishbone protocol

The system created in the project needs to communicate with external units such as
the RAM and the VGA. lbex core is capable of communicating with instruction
memory and data memory, but does not have an interface to communicate with
peripherals. To achieve this, a computer bus protocol must be implemented. That is
why, Wishbone, an open-source computer bus that allows different parts in a circuit to
communicate with each other, has been added to the project. The Ibex core version,
which was tested before, was also connected to other units via Wishbone bus.

Wishbone signals and their connections are as in Figure 4.9.

SysCon
RST_I |« =~ RST_I
CLK_I|= = CLK_I
ADR_O() » ADR_I()
. DAT_I() == > DAT_I()
& >< >
= DAT_O() DAT_O()
v WE_O | WE_] £
2 SEL_O() » SEL_I() =
Z  STB_O - STB_]I >
Z  ACK_I|- ACKO =
CYC_O = CYC_I
TAGN_O User = TAGN_I
TAGN_] - Defined TAGN_O

Figure 4.9 : Master and slave Wishbone's interfaces [22].

A shared bus named interconnect is the unit that allows master and slaves to
communicate. Slaves are selected according to the addresses in the masters, whose
priorities are determined by the arbiter. Share bus connection is shown in Figure 4.10
[10].
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WISHBONE WISHBONE WISHBONE WISHBONE WISHBONE WISHBONE

SLAVE SIAVE SLAVE SLAVE MASTER MASTER

IP CORE IP CORE IP QORE IP CCRE IP €ORE IP CORE
SHARED BUS

Figure 4.10 : Shared bus interconnection [10].

A handshaking protocol is used between the Master and Slave interfaces. Using this
protocol allows controlling the data transfer rate. An example of the implementation

of the handshaking protocol is shown in Figure 4.11 [10].

s _ N\

STB 0 T ?_

ACK_T /T \L

Figure 4.11 : Local bus handshaking protocol [10].

4.3.2 Adding an Ibex core into the Wishbone and existing peripherals

Ibex core version, which has been tested and checked to be working before, has been
added to the Vivado project, which includes five masters and slaves. The schematic of

the five masters and slaves is shown in Figure 4.12.

Wishbone Wishbone
RAM 0oVvV7670
Wishbone
Interconnect \

Wishbone
RISC-V Instruction

Wishbone Wishbone
VGA RISC-V Data

Figure 4.12 : Interconnect management.
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In the Vivado project, one of the modules called under the top module named
“ibex_soc” is the Wishbone Ibex core module named “wb_ibex_core”. This module is
required for the Ibex core to be able to communicate with the other peripherals. At the
stage of connecting the previously tested Ibex core to the project, it was observed that
the 1bex core module defined in “wb_ibex_core” had less input and output signals than
the previously tested Ibex core. Since there are no suitable places to connect these
signals, it was decided to add the Ibex core defined in “wb_ibex_core” module into
the project and continue with this version in the next steps [10]. After adding all

necessary modules, the hierarchy is obtained as in Figure 4.13.

Design Sources (=
v @ = ibex_soc (ib=x <
® crg:crg
~ @ wb_ibex_core ; wh_ibex_core _lbex_core
v @ inst_ibex_core : ibex_core (hax core.s
® core_clock_gate_i: prim_clock_gating
@ if_stage_|: ibex_if_stage (ibe ) (2
- @ prefetch_buffer_i : ibex_prefetch_buffer (iber_prefetch buffe
@ fifo_I : Ibex_fetch_fifo (Ibex fetch fifc
® compressed_decoder_i : ibex_compressed_decoder
@ id_stage_i: ibex_id_stage (ibex id_stag
@ registers_i : ibex_register_file (bex_ragister fil=
® decoder_i: Ibex_decoder
® controller_i ; ibex_controller (ibex_controlle
- @ ex_block | : ibex_ex_block |
v @ 3lu_i: ibex_alu
@ custom_| : ibex_custom_req (i 0
® gen_multdiv_fast.multdiv_i : ibex_multdiv_fast (b=
® be oW o } .
® load_store_unit_i : ibex_load_store_unit
@ cs_reqgisters_|: Ibex_cs_registers (ibe
[ !
@ instr_core2wb : core2wb (core2
® data_cors2wb : core2wb e2
® wb_intercon : wb_Interconnect_sharedbus
v @ wb_spram : wb_spramx32 (wh_ 3MK32 1
® spram: spramx32 (spramx22.s
® wb_led: wb_led :
® wb_ov7670_erfan : wb_ov7670_erfan
v @ u_ov7670_init : ov7670_init (
® u_12C_0V7670_RGB565_Config : 17L 0V7670_RGBS65_Config2 (12C_C
® u_12C_Controller : 12C_Controller2 (12C_Controlie
® u_ov7670_capture : ov7670_capture
- @ wb_vga_erfan : wb_vga_erfan _vga_erfs
® u_vga:vga (VG

Figure 4.13 : Vivado Wishbone project hierarchy.

The system includes two masters and three slaves. Masters are for data memory and
installation memory. Image pixel values will be provided in C codes and will be

accessed through the Wishbone RAM module. There are also camera and VGA
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modules in the system so that the FPGA card can communicate with the camera and
access the image. However, it is not planned to use the camera module just yet. A

schematic of all peripheral connections can be seen in Figure 4.14.

Wishbone Interconnect
Wishbone Ibex Core T ]
mEE= |
Wishbone LED I il T Wishbone VGA
' ’l:j S S L T ES
Wishbone RAM| T ; '
e e
- F £ R : =EE E 8
| - = = - - =i =HiEE
= 1= — : [l l‘ =]
1 J T — LE — e
e — ‘[ — Wishbone Camera | e =
o=

Figure 4.14 : Schematic of the implemented SoC with Wishbone interface.
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5. FPGA IMPLEMENTATION

5.1 Iplementation of Image Steganography with LSB

5.1.1 C code generation for programming Ibex

In order to perform the steganography process in the embedded system, the LSB
algorithm, which was previously written in MATLAB code, must be translated into C
code. No library should be used in this C code, it should be built with basic operations.

First of all, an 8x8 grayscale image matrix and secret message are defined as input as

shown in Figure 5.1.

Figure 5.1 : Definitions of image matrix and secret message in C code.

The reason for choosing a small size image like 8x8 is to make it easier to follow the

process while testing the code.

If these values are known, the code that embeds the message using the LSB method is
designed. This code basically circulates the pixels in the image matrix starting from
the beginning and replaces them with the secret message bits in binary form. For this
message, the length of the message is 32 bits and the size of the image is 64 bytes. One
bit of message content will be embedded in each pixel. As a result, half of the image

would be replaced by the message, and the rest would remain in its original form.

In this design, first, sequentially selected pixels from the matrix and the hidden
message are converted into binary form. Embedding the message to the least

significant bit of the pixel is shown in Figure 5.2.
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Figure 5.2 : Encoding part of C code.

Here "Isb" refers to the last bit of the pixel. The "AND" operation is used to extract the
last bit of the 8-bit pixel. Because if an “AND” operation is performed for an 8-bit
value and "00000001", all bits of this 8 bit will be zero except for the least significant
bit. Therefore, the pixel value in binary form, named "bin_pixel" in the design, and the
value ‘1’ will be processed with the “AND” operator, and the result will be the least

significant bit of the image pixel.

The next step is to compare the k™ bit in the message with the value of LSB and assign
the value of the pixel according to the situation. If these two values are the same, the
pixel does not change. However, if it is different, the LSB of the pixel is replaced with

the message bit.
Table 5.1 shows how this code works for the first 8 pixels.

Table 5.1 : Encoding process for first 8 bits of the image.

. Pixel Message in Encrypted Encrypted
P'()éilc?r/:;llj)es V_alues Binary Pixe! Values  Pixel yalues

(binary) Form (“h”) (binary) (decimal)
162 10100010 0 10100010 162
161 10100001 1 10100001 161
159 10011111 1 10011111 159
162 10100010 0 10100010 162
163 10100011 1 10100011 163
160 10100000 0 10100000 160
159 10011111 0 10011110 158
157 10011101 0 10011100 156

Thus, the message embedding process is carried out. Furthermore, similar steps with
message encoding are followed for message decoding. The least significant bit of the

image matrix containing the message is obtained with the help of the "AND" operation,
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also in this matrix, pixels are read as the length of the message and the least significant
bit of each one is stored into an array.

The code equivalent of the transactions mentioned above is also shown below in Figure
5.3.

Figure 5.3 : Decoding part of C code.

After these operations, necessary actions are taken to convert this message from binary
form to character, and the secret message is obtained from the encoded image in the

end.

Subsequent to testing the C code with a small size image and message in terms of
message embedding and decoding operations, the feasibility of the operation was
retested under new conditions by giving a larger image matrix and message input to

this code, which works without any problems.

As input, the matrix of the 256x256 grayscale image shown in Figure 5.4 and the new
message "This is the secret message." string is given.

o

-y

~ ~

= =

S S

Nt p—y
Row [ 162 141
Row 256 44 ... 106

Figure 5.4 : 256x256 grayscale cover image and its matrix.

With these new inputs, the C code was retested and the message was first encoded in
the image and then decoded from the image. Subsequently, message below was

obtained and it was confirmed that the code works without any problems.
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“This is the secret message.”

When this code, which works correctly, is included in the project on Vivado, the
desired output could not be obtained. Even though the operation is done correctly, it is
a problem for the project that some simple operations cannot be read from the
behavioral simulation, because as a result of this situation, pixel values cannot be
obtained at the output and this is naturally undesirable. For these reasons, the C code
has been rearranged in order to eliminate such problems. The main purpose of these
corrections is to observe that these operations are done in the simulation by placing

the for loops where simple operations are made into the more complex for loops.

In this case, the outputs of the loop outside this embedding loop, which copies the non-
message part of the image from the original matrix to the encoded matrix, do not
appear in the simulation. The operation performed in this loop is shown in Figure 5.5,

and as can be seen from the figure, this is a quite simple assignment operation.

/f copy the rest of the original image into the encoded image after e

H

Figure 5.5 : Simple loop.

Therefore, the loop in which message embedding is performed as shown above is

rearranged as shown in Figure 5.6.

5 // "AND" with '1' to get the value of LSB

[k1)

Figure 5.6 : Edited complex loop.
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The change made here is basically that the operation that was done outside of this loop
before, which is the copying of the bits that will not be embedded in any message, into
the encoded matrix, is included in the more complex loop. Only an if block is inserted
to specify whether to place the embedded or direct original pixel into the new matrix
without much change in the way the loop works. This if block performs this operation
by checking whether the message is finished with the help of an index.

It is also necessary to return any pixel of the image to the end of the main() function
in order to see the outputs in the simulation. The arbitrarily chosen return value is

shown in Figure 5.7 below.

Figure 5.7 : Code lines for return of the main().

5.1.2 Simulation results on Vivado

After testing the accuracy of the C code of the image steganography algorithm using
LSB, the next step was to test this algorithm by adding it to the project created in the
Vivado program. To achieve this, the C code written must be compiled with the GNU
tool chain and a memory file containing the instructions contained in the C code must
be obtained as a result. The extension of the memory file with the extension ".vmem",
which was created as a result of the compilation, was changed to ".mem" and added to
the Vivado project as a source file. In the project, by adding the file name to the module
related to RAM, the memory file is read and the algorithm written with the instructions

received is performed.

In order to see the pixel values desired to be obtained during the simulation, the data
output signal of Ibex Core was added to the simulation, and the data values were
checked when the signal representing the write enable in the module took the value of
1. A part of Vivado simulation results for image steganography algorithm using LSB

can be seen in Figure 5.8.

Name Value 30,877,000.000 ns 3C,878,000.00C ns 30,873,000.000 ns 30,880, 0CC. 000 ns

i clk100mhz

 =»  EROEIOIC Rl R 597 ER O R o7

35553 X 35554

Figure 5.8 : Simulation results for image steganography algorithm using LSB.
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At the same time, in order to check the accuracy of the obtained encoded image pixels,
an addition made to the test bench code is provided to write the pixel values to a created

file name “output.txt”.

The pixels in the "output.txt” file obtained after the simulation is run are arranged line
by line, with one pixel value per line. The MATLAB program was used to obtain the
image from the values in this text file. Thus, after the file was read, it was converted
into a 256x256 matrix and its output in image format was observed. The image shown
in figure 3.5 was chosen as the image on which the embedding process will be applied.
The figure for the encoded image on which the LSB steganography algorithm is
applied can be seen in Figure 5.9.

Figure 5.9 : Encoded image using LSB image steganography.

As can be observed from the results, there was no visible change in the image after the
embedding process. However, it should be tested that the embedding process is
performed correctly in the image obtained as the output of the Vivado program. For
this purpose, the pixels of the image are navigated in order, starting from the first pixel,
in a loop that repeats as long as the length of the binary form of the embedded message,
and the least significant bits are stored in an array. The elements in this array consisting
of 0 and 1 values were grouped as eight, and the ASCII code equivalents of these 8-
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bit numbers were found and converted into text. As a result of this decryption
MATLAB code, the text is below obtained:

“This is the secret message.”

Since the message intended to be embedded and the message obtained after decryption
are the same, it has been verified that the encryption process has been completed

correctly.

5.1.3 Physical visualization of the implementation

After the simulations were made in the Vivado and MATLAB environments, the
algorithm has been verified. Then, the visualization of the verified algorithm was made
using a VGA cable and a monitor. To be able to use the VGA output of the Nexys4
DDR board, the previously implemented Wishbone protocol must be utilized. As
stated in the section 4.3.1, the reason for this is that the RISC-V processor cannot
communicate with external modules such as SRAM, VGA, or a user-made custom IP

without a computer bus protocol called Wishbone.

The process for visualizing the implementation physically can be divided into two
subprocesses: C code alteration and the Wishbone modification. These sub-processes

are described in the following paragraphs in the order in which they are given.

As known, in memory-mapped peripheral registers, use of volatile pointers to volatile
variables are very convenient. Thus, a 32-bit register named “pixel” was memory

mapped at address 0x11010 in the C code using the code line below.
¢+ volatile uint_32t *pixel = (volatile uint32_t *) 0x11010;

By defining it volatile, compiler optimization was prevented and thus, it is ensured that
the desired pixel values are written to the desired RAM addresses starting from
0x11010. Encoding was done as before (as explained in the section 5.1.1) by
initializing a matrix with cover image pixels and embedding the secret message bits in
the least significant bits of these matrix elements in an order. Only change in the
embedding section of the code was made at the end when the element values of the

encoded image matrix were copied into the “pixel”.

After that, by changing the first element in “pixel”, VGA module was activated, and

process was suspended for 5 seconds using a usleep() function defined in the code
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before the decryption section. Activation of VGA module will be explained in the

further paragraphs.

At the end of the C code, the decryption was made by taking the least significant bits
of the first 16 “pixel” values and collecting them into an array. Since there are only 16
user LEDs on the Nexys4 DDR Board, it is possible to display only 2 letters on the
LEDs at the same time considering each letter needs to be represented by 8-bits. In
order to demonstrate the reliability of the algorithm, showing the first 2 embedded
letters would be enough to validate the decryption. After collecting the LSBs into an
array, a simple code block summing all 16 binary number with increasing 2’s power
to display every bit in the LEDs output in an order was written. To illustrate, if bits 1,
0 and 1 are wanted to be shown in LED2, LED1 and LEDO respectively, the summation

below needs to be done before giving a value to the LEDs output.
sum=1-2240-214+1-2°=5=(101),
If this summation value is given to the LEDs output, LED2 and LEDO will light up.

The written C code for the activation of the VGA module, usleep() function and the

decryption section can be seen in Figure 5.10.

pixel[e] = exee010000;
usleep(5 * 1000 * 1000);

int get message_bin[16] = {0};

for (int i_d = @; i d < 165 i d++){
] in pixel = dec2bin(pixel[i d+1]);
int 1sb = bin_pixel & 1;
get_message_bin[i d] = 1sb;

int32 t sum = @;

j.d=15; j.d>=e; jd-){
+= get message bin[j d|*a;
a *= 2;

pixel[65540] = sum;

while(1);

¥

Figure 5.10 : C code written for physical visualization on LEDs and monitor.

A critical part in the C code modification was the reduction of the number of bits used

in the representation of the cover image. To make the C code compatible with the VGA
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output of the Nexys4 DDR Board, image represented with 8 bits (0-255 scale) was
converted to 4-bits (0-15 scale) since board’s VGA output has 12-bit (every channel
in the RGB has 4 bits output). After altering the C code, usual steps were followed to

create the memory file and initialize the RAM.

In the Vivado project, VGA module was introduced as a master while the SRAM
module was introduced as a slave. Since the default memory management defined by
the Ibex is not enough to compile the code, ROM size was increased to 0x11000 which

equals to 68kB using the linker script lines given below to prevent the ROM overflow.

MEMORY

{
rom : ORIGIN = OxO0000000, LENGTH = 0x11000 /* 68 kB */

stack : ORIGIN = Ox00011000, LENGTH = 0x64000 /* 400 kB */
}

Therefore, to make the single port 32-bit RAM in the Vivado project compatible with
the generated memory file, RAM size in the Vivado project was also increased to
0x75000 which equals to 468kB. In the VGA’s wishbone interface module, the VGA
module was controlled with an input called “master_arbiter”. In the RAM module
section given below, this value was initialized with the data input at the address

0x11010 which is the first value of “pixel” or in other terms: pixel[0].

else if(valid && wb.we && (wb.adr[addr width + 1
2]1=="h4404))

master arbiter <= wb.dat 1i;

Thus, by assigning values to the first element of “pixel”, master modules in the
wishbone were controlled. For this case, by assigning 0x00010000 to it, VGA module

was activated because of the code lines below in the VGA’s wishbone interface.

if ( master arbiter[l16]=='hl)

begin
wb.cyc <= 1'bl;
wb.stb <= 1'bl;
end

After the activation of the VGA module, the input pixel values were read depending
on the acknowledge signal coming from the interconnect shared bus. In the VGA
module, these 4-bit pixel values were given into the VGA output channels using the
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code section below in order to display the image as grayscale in the reserved 256x256
space.

vga_ red <= frame pixel([3:0];

vga_ green <= frame pixel[3:0];

vga blue <= frame pixel[3:0];
At the end, encoded image using LSB algorithm was given to the monitor. Related

monitor output can be seen in Figure 5.11.

Figure 5.11 : Encoded image using LSB algorithm given to the monitor.

Then, as seen from the code section given in Figure 5.10, algorithm waits 5 seconds
before it makes any decryption. Then, calculated sum value was given to the first
“pixel” address after the encoded image matrix values were written to the required

addresses.

Finally, sum value written to RAM was given to the LEDs output using the code

section below in SRAM module.

else if(valid && wb.we && (wb.adr[addr width + 1
2]1=='h14408))

led <= wb.dat i [15:0];

Display of the ASCII letters “T” and “h” in binary format on the board’s LED outputs

can be seen in Figure 5.12.
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Figure 5.12 : Display of the letter “T” and “h” in binary format on the LEDs.

5.2 Iplementation of Image Steganography with LSB Using LFSR Algorithm

5.2.1 C code generation for programming Ibex

LSB with LFSR was designed by modifying the C code of the previous LSB method.
The innovation LFSR algorithm brings to the conventional LSB method, as explained
in the previous titles, is the ability to select pixels randomly.

For this project, the LFSR algorithm is designed as 16-bit, and thereby, at most 216 =
65536 different numbers can be produced. In order to reach this maximum value, as
stated in the previous titles, an irreducible polynomial should be used. XORing the bits
selected from the 16-bit number according to this polynomial will let one to produce

the maximum amount of different numbers.

The irreducible polynomial used in this design is given below.
p(x) =x® +x2+x3+x1+1 (5.1)

Section that performs the LFSR algorithm can be seen in Figure 5.13.
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Figure 5.13 : The function for the LFSR algorithm.

This function takes a pixel value in the decimal form at its input and converts this value
to binary form and turns it into an array. Then it takes the 16" (MSB), 14", 5" and 1%
(LSB) bits of this array and XORs it, and assigns this value to a variable. It copies
these values to another array by shifting each bit to the right and assigns the value,
which is obtained by XORing some bits and defined earlier, to the most significant bit
of the new array.

Finally, this function outputs the decimal equivalent of the new number obtained.

Thus, the LFSR algorithm is implemented.

One of the changes made in the rest of the code was made around the for loop where
the embedding operation is performed, and these changes in the C code can be seen
from Figure 5.14.
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ss of generating random number

Figure 5.14 : Edited encoding part of C code.

Here a random pixel is selected before entering the loop. For this, first, a randomly
determined number is given to the input of the Ifsr() function given in Figure 5.13 and
the value at the output of this function is processed as the first random pixel, then the

random pixel value generation is done inside the loop.

In addition, the message bits are embedded into selected pixel’s least significant bits
and the encoded pixel values that are converted from binary to decimal are collected

in a 2D-array.

With the process of recording each generated random pixel in a key sequence, the key
of the encryption algorithm is also determined. This part is crucial for testing the

design and decoding the secret message.

In addition, the sequentiality of the key array has an important place in observing pixel
values in behavioral simulation. For this reason, lines of code that perform the sorting

operation have been added to the code as shown in Figure 5.15 below.
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Figure 5.15 : Sorting part of C code.

The operation done here is the bubble sort method, which has a simple working logic.
With this algorithm, the purpose is to sort the contents of the key array, as stated before,
so that even though the message is randomly embedded in pixels, the hidden message

can be accessed understandably because it is sequential.

The operating logic of the bubble sort algorithm is based on comparing two elements.
It compares two consecutive elements and swaps them if the former element is greater
than the latter, otherwise, it does not do any operation and passes the next one.
However, it does this with a loop inside the loop, as it cannot fully perform this
enumeration operation by returning the array only once. And with these two nested
loops, it can sort all elements of the array.

5.2.2 Simulation results on Vivado

After testing the accuracy of the C code of the LSB image steganography algorithm
using LFSR, this algorithm is tested on Vivado project by using a similar process

mentioned in section 5.1.2.
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The C code was compiled with the GNU tool chain and a memory file was obtained
as a result. The extension of the memory file changed from “.vmem” to “.mem” and
the file added to the Vivado project as a source file. In the project, by adding the file
name to the module related to RAM, the memory file is read and the algorithm written

with the instructions received is performed.

Data output of the Ibex Core and write enable signal was added as signals in order to
observe the result pixels on the simulation. A part of Vivado simulation results for
LFSR based image steganography algorithm can be seen in Figure 5.16. As previous,

pixel values of encoded image are written to “output.txt” file that created in test bench.

Name Value 80,558, 000,000 ns 80, 558,500,000 ns 20,559, 000.000 ns
W clk100mhz 0
W ck_rst_n 1 I I | I 1 | I
B data_out_top(31:0] [162 | [ 162 o 1 ° LI 6 € G T X8
1 we_out_top 1 = | =]

¥ counter[17:0] 68424 E5424 X

Figure 5.16 : Simulation results for LFSR based image steganography algorithm.

Using the MATLAB code mentioned in the section 5.1.2, pixel values in “output.txt”
file are converted into a 256x256 matrix and it is obtained as an image format. The
image shown in figure 3.5 was chosen as the image on which the embedding process
will be applied. The figure for the encoded image on which the LSB steganography
algorithm using LFSR is applied can be seen in Figure 5.17.

Figure 5.17 : Encoded image using LFSR based image steganography.
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When the original and encoded image images are compared, there is no noticeable
difference between them. However, it should be tested that the embedding process is

performed correctly in the image obtained as the output of the Vivado program.

In order to test that the embedding process is performed correctly in the image obtained
as the output of the Vivado program, the key produced in C code and random pixel
numbers generated with LFSR can be used. The pixels of the image represented by
each element of the key are selected in order, and the least significant bits of these
pixel values are stored in an array. The elements in this array are converted into text
by using their ASCII code equivalents. As a result of this decryption MATLAB code,
the text below is obtained:

“This is the secret message.”

Since the message intended to be embedded and the message obtained after decryption
are the same, it has been verified that the encryption process for LFSR based image
steganography algorithm has been completed correctly.

5.2.3 Physical visualization of the implementation

After the simulations were made in the Vivado and MATLAB environments
successfully, the verification of the algorithm has been done. Later, the verified
algorithm was visualized again using a VGA cable and a monitor. For using the Nexys-
4 DDR board’s 12-bit VGA output, previously implemented Wishbone protocol and
its master-slave structure must be utilized since RISC-V processor cannot

communicate with external modules without it.

The process of visualization the implementation physically was done in the same
manner as in section 5.1.3. First, C code was modified according to the algorithm and

then, the Wishbone that was altered in the section 5.1.3 was used as it is.

Like previous, a 32-bit register named “pixel” was memory mapped at address
0x11010. Encoding was done as explained in the section 5.2.1 by initializing a matrix
with cover image pixels, creating a random number sequence using the LFSR
algorithm and embedding the secret message bits in the least significant bits of the
selected pixels from the LFSR algorithm. The only change made in the embedding part
of the code was to copy the cover image pixels to “pixel” and replace the generated

pixel indices with message embedded versions in their least significant bits.
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Later, as explained in section 5.1.3, by changing the first element in “pixel”, VGA
module was activated. Then, the process was suspended for 5 seconds using a usleep()

function defined in the code before the decryption section.

At the end of the C code, the decryption was made by taking the least significant bits
of the first 16 embedded bits and collecting them into an array. In this decryption

algorithm, previously stated key sequence was utilized.

Like before, after collecting the LSBs into an array, a simple code block was written
for summing all 16 binary number with increasing 2’s power to display every bit in
the 16-bit LED output of the Nexys4 DDR Board. Also, the number of bits used in the
representation of the cover image was reduced from 8 bits to 4 bits for making the C
code compatible with the VGA output of the FPGA.

After changing the C code, memory file was created using the linker script with an
increased ROM size and the RAM was initialized using the created memory file in the

modified Vivado project.

Finally, bitstream was generated, FPGA was programmed and by programming it,
encoded image using LFSR algorithm was given to the monitor. Related monitor

output can be seen in Figure 5.18.

Figure 5.18 : Encoded image using LFSR algorithm given to the monitor.
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Display of the ASCII letters “T” and “h” in binary format on the board’s LED outputs
for the system using LFSR algorithm can be seen in Figure 5.19.

Figure 5.19 : Display of the letter “T” and “h” in binary format on the LEDs.

By looking at the LEDs, one can say that cryptography algorithm works as expected.

5.3 Iplementation of Image Steganography with Frequency Based Algorithm

5.3.1 C code generation for programming Ibex

Steganography was previously performed using the LSB method with an LFSR for
selecting random cover image pixels. While embedding information related to secret
message with these methods, as mentioned before, information was placed only in the

least significant bit of the pixels.

Now the goal is to push the boundaries a little bit more and store information in more
than one bit in a pixel. Of course, embedding information from the least significant bit
to more significant pixels will bring the possibility of distorting the image.
Determination for choosing pixels to hide more information is also done by detecting
the high-frequency regions in the image. For this detect operation, the Sobel filter,

whose mathematics was examined in previous titles, was used.
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In this section, the implementation of this filter on C code will be discussed. This code
design was made by adding onto the LSB method using the LFSR algorithm for its
pixel selection. First of all, the code lines where the Sobel filter implementation is
performed will be mentioned, and then the added code lines will be examined in order

to fully realize the image steganography process with the frequency-based algorithm.

First, a zero matrix with the dimensions of 256x256 was created and the filtered pixel
values were written into this matrix. While filtering the image, two loops were opened
to convolve the cover image pixels with the filter coefficients given in Equation 3.6.
As stated in section 3.3.2, Sobel filter was implemented by finding the gradients G,
and G, first. Then, absolute values of these gradients were summed and if it exceeds
the maximum level of 255 for an 8-bit image, 255 was written to the new matrix,
otherwise, the sum is written. The lines of code shown in Figure 5.20 below are used
for these filtering operations.

Figure 5.20 : Code lines for filtering operation.

Then, the pixel values obtained after the filtering process was saturated according to a
selected threshold. For this purpose, value of 150 was preferred and if the pixel values
in the matrix are below 150, O for that pixel; otherwise, 255 is assigned.
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This process is given in Figure 5.21 below.

Figure 5.21 : Thresholding the Sobel image.

After filtering and detecting high-frequency regions, there are some differences in the
encryption part in addition to the previous ones in this code design. If value of the pixel
selected with the LFSR method is 0, then this means that the selected pixel is the edge
point in the image. Therefore, if the value is 0, the message will be written to the last
2 bits of the image. If not, then LSB method will be employed. These processes and

the necessary arrangements made in addition to this can be seen in Figure 5.22.

art the process of generating random number

; // convert the each pixel to binary value

Figure 5.22 : Encryption for the algorithm using the frequency detection method.
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In addition to all these, necessary arrangements have been made in the decryption part,
which is written only for testing the C code, to collect data from the 2" bit in high-
frequency pixels, and it has been verified that the code performs the encryption process

correctly. Also, the decryption part can be viewed in Figure 5.23.

Figure 5.23 : Decryption for the algorithm using the frequency detection method.

5.3.2 Simulation results on Vivado

After testing the accuracy of the C code of the image steganography algorithm which
detects high frequency pixel, and the algorithm is verified on Vivado project by using

a similar process explained in sections 5.1.2 and 5.2.2.

The extension of the memory file with the extension ".vmem", which was obtained
after the frequency-based C code was compiled using the GNU toolchain, was changed
to ".mem" and added to the Vivado project as source file. Afterwards, this file was
added to the RAM module in the project where the instructions were read, so that the

instructions of the codes written in the C code were executed by the 1bex core.

Data output of the Ibex Core and write enable signal were added to the simulation
signals to see the result pixels. A part of Vivado simulation results for frequency-based

image steganography algorithm can be seen in Figure 5.24. With the arrangements
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made in the testbench code, the pixel values of the encoded image are saved in the
“output.txt” file.

Name Value

¥ clkl00mhz

185, 636,000,000 ns 185, 636, 500.000 ns 185,637, 000.000 ns

185.6

1
W ck_rst_n 1 T T T T T T T T
» B data_out_top[31:0] 1]

i we_out_top | o =il — 1

ER4 ED R S VRIS CO 4 0 ¢ LN CRY SN 4V AREEID . ) 60 ¢ ¢ S . O SN 40 RELED. ¥ C) R 4. S v O AL 4 4

—

» B counter[18:0] 276094 276094 276095 276098 276097

Figure 5.24 : Vivado simulation results for frequency-based algorithm.

To see the encoded image obtained, the MATLAB code is used, where the "output.txt™
file is read, converted into a 256x256 square matrix, and displayed. The figure for the
encoded image on which the frequency-based steganography algorithm is applied can

be seen in Figure 5.25.

Figure 5.25 : Encoded image using LFSR based image steganography.

When the output image is considered, there is no visible change compared to the
original image. However, it is necessary to test whether the embedding process is
carried out correctly.

A decryption code was written using the MATLAB environment to check that the
embedding process was done correctly. The code first finds the pixel values and reads
the "output.txt” file and converts it to a 256x256 square matrix form. Then, using the
keys produced with C code, the pixels with embedded messages are visited in the order
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of the key. In the frequency-based C code, in addition to the C code where only the
LFSR algorithm is used, another key is created in which high frequency regions are
added. In this way, if a message embedded pixel has a high frequency, the first and
second least significant bit of the pixel value is extracted, otherwise only the first least

significant bit is extracted.

By adding the bit values extracted from the pixels end to end, a sequence is obtained
and this sequence is grouped as octet. By finding the ASCII code equivalent of each
8-bit value group, the binary message is converted to text. As a result of this decryption
MATLAB code, the text below is obtained:

"This is the secret message."

Since the message planned to be embedded and the message obtained after decryption
are the same, it has been verified that the encryption process for frequency-based

image steganography algorithm has been completed correctly.

5.3.3 Physical visualization of the implementation

As seen from the section 5.3.2, simulations in Vivado and MATLAB environments
were done successfully. After that, the algorithm was verified, and the validated
algorithm was then visualized using a VGA cable and a monitor. To use the 12-bit
VGA output of the Nexys4 DDR card, the previously implemented Wishbone protocol
and master-slave structure must be used, as the RISC-V processor cannot communicate

with external modules without it.

The physical visualization of the application was done in the same way as in sections
5.1.3 and 5.2.3. First, the C code was modified according to the algorithm, and then

Wishbone, which was changed in section 5.1.3, was used as is in the Vivado project.

Like previous, a 32-bit register named “pixel” was memory mapped at address
0x11010. Encoding was done as described in section 5.3.1 by initializing a matrix with
the cover image pixels, generating a random number sequence using the LFSR
algorithm, and embedding the secret message bits in the last one or two bits of the
selected pixels depending on whether the selected pixel in the LFSR algorithm is an
edge point or not. Sobel filtered image before thresholding was given to the monitor
by changing the first element in the "pixel” to activate the VGA module. Then, using
the usleep() function defined in the code, the process was suspended for 5 seconds to
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give enough time to see the monitor output. Sobel filter output after generating the
bitstream and programming the FPGA can be seen in Figure 5.26.

Figure 5.26 : Sobel filter output given to the monitor.

For the embedding part, the only change made in the code was to copy the Sobel
filtered image pixels to “pixel” and replace the pixel values in the generated pixel
indices with message embedded versions in their last one or two bits. During the
embedding, cover image pixels were taken, and necessary embedding operations were
made. Also at the final stage, the pixel values in the unselected pixel indices were
replaced with their original value from the cover image. The code block that provides

this process can be seen from Figure 5.27.

k =8; k <

equal = @;
m = 0; m<

if(k == key[m]){
equal = 1;
break;

equal == @
pixel[k+1] = img mat[k];

Figure 5.27 : Replacing the pixel values in the unselected pixel indices.

Then, VGA module was activated again and usleep() function was used for suspending

the process for 5 seconds to give enough time for the decryption.
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Encoded image using frequency detection algorithm can be seen in Figure 5.28.

Figure 5.28 : Encoded image using frequency based algorithm on the monitor.

At the end of the C code, the decryption was made by obtaining the first 16 embedded

bits and collecting them into an array. In this decryption algorithm, previously stated

key sequence was utilized. After collecting the necessary 16 bits to represent the first

2 letters of the secret message, the previous operations were repeated.

The code block for decryption process can be seen from Figure 5.29.

get_message bin[16] = {0};
t in_counter = 0;

id=0; id< 16; i d++){
bin_pixel = dec2bin(pixel[key[in_counter]+1]);
1sb = bin_pixel & 1;
f (key_freq[i_d] != o
sec_lsb = (bin_pixel / 10 )& 1;
get _message bin[i_d] = sec_lsb;
get_message bin[i_d+1] = 1sb;
id=1id+ 1;

get _message bin[i_d] = 1lsb;

in_counter = in_counter + 1;

j.d=15; j d> 0; jd-
Sum += get message bin[j_d]*a;
at="2

pixel[65540] = Sum;

while(1);

Figure 5.29 : Representing the first two letters of the secret message on LEDs.
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Also, to make the C code compatible with the VGA output, the number of bits used in
the representation of the cover image has been reduced from 8 bits back to 4 bits. After
updating the C code, memory file with “.vmem” extension was created using the linker
script that has a higher ROM size value than default and the RAM module was
initialized using the created memory file in the modified Vivado project used in the
sections 5.1.3 and 5.2.3.

Displayed ASCII letters “T” and “h” in binary format on the Nexys4 DDR board’s 16-
bit LED output for the system using frequency detection algorithm in addition to the

LFSR can be seen from Figure 5.30.

Figure 5.30 : Display of the letter “T” and “h” in binary format on the LEDs.

5.4 Improving the Frequency Based Algorithm With Two Thresholds

5.4.1 Modifying the C code for programming Ibex

In the previous titles, message embedding was performed on the least significant two
bits of the high-frequency pixels. This title will examine how this method can be
further developed. As mentioned before, it is aimed to increase the number of bits to
be embedded for a pixel by determining more threshold values for a better result. To
be specific, an extra threshold has been assigned in addition to the previous frequency-
based image steganography code. Besides, the pixel is 0 if the sum of the two filter

outputs is less than the smaller threshold, and 127 if it is between the two threshold
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values; if it is greater than either of these thresholds, it takes the 255. Necessary
arrangements for this have been made in the encryption and decryption parts of the
code, too. Furthermore, message embedding has been tested to be correct, and

Appendix A is also visible for the entire code.

5.4.2 Simulations for the algorithm

After testing the C code of the frequency-based image steganography algorithm in the
previous sections, tests and simulations of this algorithm are also carried out in the
Vivado environment. This testing process is done similarly to the testing process of

previous algorithms.

First of all, the C code is compiled using the GNU toolchain and a memory file is
obtained. This file is included in the Vivado project. In addition, in order to be able to
read this memory file in the file associated with the RAM in the project, the file name
Is written on the relevant line and the algorithm operation is performed with the reading
of the file.

In order to read the pixel values in the simulation, write enable signal and ibex core's
data output signal are added to the timing diagram, as was done before. And a little
part of this simulation can be seen in Figure 5.31. Furthermore, as a result of this
simulation, the image pixels in which the message is embedded in the final state are

written to the "output.txt" file specified in the testbench.

XXX XX X X0 XX OO OO 00 XXX XXX OO0 000X
|| == == (| =

239965 2538265 230264 235265 | 239266 258267
A A / A

Figure 5.31: Simulation results for two thresholds case.

For this algorithm, like the others, the image in Figure 5.3 is used and the values of the
encoded image pixels of this image are obtained as a result of Vivado simulation. Then,
these pixel values are read with the MATLAB code mentioned in section 5.1.2 and
displayed as an image with the dimensions of 256 x 256, and the image shown in
Figure 5.32 below is obtained in the MATLAB output.

In other words, the following figure shows the stego image in which the message is
embedded with the frequency-based image steganography method.
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Figure 5.32: Encoded image for two thresholds case.

Since this message embedding process is done at an invisible level, the information
encoded in this image must be decrypted. For this process, MATLAB codes in
Appendix B are used. To perform the decryption operation, a key array containing the
order information of the pixels selected by the LFSR method by the C code is required.
Besides, a key array is required which specifies how many bits are embedded in which
pixels as more information is embedded in high-frequency pixels. In the MATLAB
code, pixels are visited one by one according to the elements of this LFSR key, and 1,
2, or 3-bit messages are collected from the pixels according to the high-frequency key.
As a result of these processes, the output obtained when the collected messages are

converted to ASCII and then converted to character value is as follows:
“This is the secret message.”

As a consequence, the frequency-based image steganography algorithm with two

thresholds performed in the Vivado environment is verified to work correctly.

Apart from these, the cover image used in this algorithm is only 8-bit, a 4-bit image is
not used. As it is known, in previous algorithms, the image was reduced to 4 bits and
the operations in the monitoring phase with VGA were carried out. However, since
there are two threshold values in this algorithm, working with a 4-bit image is not
convenient in terms of security and detectability. For this reason, only an 8-bit image
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was worked on, and since an 8-bit image cannot be given to VGA, that step was not
carried out. Therefore, tests and simulations were performed on MATLAB, C

programming, and Vivado environment only.

5.5 Custom IP Design for Frequency Detection

5.5.1 Custom IP architecture in Vivado

As explained in the previous sections, all the changes made in the image so far have
been written in C code using software. To develop and accelerate the project, it was
decided to transfer some of the processes performed in software to hardware. For this
reason, a Verilog code has been written to implement the Sobel filter hardware, the

software algorithm of which is explained in section 5.3.1.

The new module named “itublaze sobel” was connected to the system as a master, and
thus, proper communication was ensured with the interconnect module that makes the
inter-module connections. The inputs and outputs of the filter module, which are cross

sectioned from the RTL schematic, are shown in Figure 5.33.

itublaze_sobel

clk_25
master arbiter[31:0]
wh\.ack whb\.adr[31:0]
whbi.clk wbl.cyc
wb\.datii[B 1:0] Wb\.datio[El:D]
wb\.datim[B 1:0] whbi\.sel[3:0]
whb\.dat s[31:0] whb\.sth
whbl.err whl.we
wh\.rst
whb.stall

itublaze sobel

Figure 5.33 : Filter module from RTL .

RTL schematic including filter module can be seen in Appendix C. The task of this

filter module is to apply 2D convolution to the image separately with two kernels using
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two separate 3x3 kernels required for the Sobel filter, and to mark various frequency
regions in the image by adding the absolutes of the values obtained as a result of the
convolution. Then, as in the software part, the filtered image will be reconstructed to
create high and low frequency values according to the threshold value set as 9. If the

pixel value is greater than or equal to 9, the pixel will be white, otherwise it will change
to black.

For the module to be activated and start its operations, the input named master arbiter
must have received the value defined for the filter module, as in the VGA module. The
master arbiter value that will activate the filter module has been selected as
0x00000100. The master arbiter signal is a signal defined at the address of the first
element of the array, which is defined by the pixel name in the C code. Therefore,
assigning the value 0x00000100 to the first element of the pixel array in the C code
activates the filter module. After the pixel values of the image to be filtered are written
to the RAM, it is sufficient to activate the filter module as mentioned above, because
this module is designed to read the image from the RAM and write it to the same

addresses in the RAM after filtering.

A total of nine states are used to implement the operations to be performed in this
module. Since the kernels used for filtering are in the form of 3x3 matrix, it is
necessary to read nine-pixel values to calculate the filter output of a pixel. During these
nine states, the relevant values are read from the RAM and the filter output value is
calculated for a pixel. When the process is completed at the end of nine states, it is
returned to the first state named "zero" and the process of writing the calculated value
to RAM is performed in this state. As mentioned, when the filter module is activated
using the "master_arbiter" input, the case block with the states starts to run. In the first
state the convolution result is reset, and then the (0,0) indexed pixel of the 256x256
image is read by using the address variable defined in the module. This pixel value
read is multiplied by the (0,0) indexed values of the two kernels to be used in the Sobel
filter, and these values are saved separately. When it is passed to the next state, this
time the (0,1) indexed pixel of the image is read and added to the results saved in the
previous state by multiplying the kernels with the same indexed elements. By
proceeding in this way, the kernel result in the 3x3 area in the upper left corner of the
image is calculated at the end of the ninth state. Then it is returned to the first state and

the absolute values of the convolution results calculated for the two separate kernels
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are summed and its value after threshold is written to the address corresponding to the
index of the image (1,1) in RAM. If the calculated value less than 8, the value of 0 is
written to the RAM, otherwise value of 15 is written. The code of the part where the
final pixel value is written to RAM can be seen in Figure 5.34. Here,
"add mul result final" is the calculated filter output value and "wb.dat o" is the
module output to be written to RAM. In addition, in the state named "zero", the
"wb.we" signal which means write enable, is given a value of 1 to ensure that the write

operation is performed.

if (state==zero)
begin
wh.adr <= (kernel_addr_ counter * 4) + "h11014;
wh.we <= 1'bl;
wh.sel <= 4"b1111;
if (add_mul_result_final<8)
wh.dat_o[15:0] <= 0;
else
wb.dat_o[15:0] <= 15;

if (wb.ack)
begin

data ram filter = wh.dat_1[11:0];
wh.sth <=  1'b0;
wh.cyc <= 1'b0;
end
end
else
begin

wh.adr <= (address result * 4) + "hll014;

wh.we <= 1'b0;

wh.sel <= 4'p1111;

Figure 5.34 : Verilog code for writing calculated values to RAM.

To calculate the second kernel result, kernels are shifted to the right by one column so
that the indexes of the kernels (0,0) correspond to the pixels of the image (0,1) and the
same operations are repeated afterwards. With this method, a 2D convolution is applied
on the entire image by navigating the kernels over the image. The Verilog code written

for the filter module is available in Appendix D.

5.5.2 Visualization of the filtered image using a custom IP

In this section, it will be explained how the output of the filter module is given to the
VGA output and displayed on the monitor. As explained in section 5.1.1, the filter
module reads the original image pixels from RAM and rearranges them according to

the threshold value after the filtering process, and then writes the output image to
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RAM. And for this module to start working, the "master arbiter" input should take the
value of 0x00000100. A C code has been written so that the Custom IP output can be

displayed on the monitor.

In the C code, starting from the 1 indexed address of the RAM, 256x256 4-bit image
pixels are written to the RAM, respectively. Afterwards, for the filter module to work,
0x00000100 is written to 0 indexed address of the RAM, so that the "master arbiter"
gets this value and the filter module is activated. A certain amount of time is waited by
using the usleep() function for the filtering process to be completed. Then, the VGA
module is activated by giving the value 0x00010000 to the 0 indexed address of the
RAM. Thus, the filtered image written in RAM is displayed on the monitor. The related

part of code in which the described operations are performed is shown in Figure 5.35.

Figure 5.35 : C code for monitoring filter module output.

After the C code was compiled and the memory file was obtained, this file is added to
the Vivado project and bitstream is produced. After the generated bitstream is loaded

onto the card, the image obtained on the monitor is given in Figure 5.36.

Figure 5.36 : Filter module output given to the monitor.
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As can be seen, high-frequency pixels forming the edge regions in the original image
are white, while the regions low frequency are black. This shows that the filter module

added to the project is working properly and as desired.

The image steganography algorithm using high frequency regions and the display of
the results on monitors and LEDs were explained in section 5.3. Frequency based
Image steganography results can be obtained by using Custom IP if the part in which
the original image is filtered is removed in the C code written for this part, and a line

of code with the filter module activated is added instead.
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6. REALISTIC CONSTRAINTS AND CONCLUSIONS

6.1 Practical Application of this Project

For privacy reasons, the undetectability of the secret message while communicating
has always been a significant issue for the establishments and institutions where
privacy is a priority. In this project, it was aimed to improve one of the common
methods used for this purpose named as LSB algorithm to more advanced algorithms
where cryptography and steganography are used together and to use RISC-V processor
to speed up the process. The methodology which was followed is based on the
MATLAB simulation of the created algorithms, synthetization of the C codes,
hardware replacement of the slow-running filtering part of the software application,
and FPGA implementation of the RISC-V based processors. The combination of
steganography and cryptography will strengthen security since the secret message is

not only encrypted, but the existence of the communication is also hidden.

6.2 Realistic Constraints

6.2.1 Social, environmental and economic impact

Information shared in an environment mutually, importance for secure communication
Is increasing day by day. Despite the development of methods that provide security,
cyber attacks against them are also increasing. Therefore, new methods for secure
communication continue to be sought and developed. For this reason, a study that
provides both the invisibility and security of information transition will be of great
benefit to the society in this area. Furthermore, using an open-source processor which
is cost-free and developing the usage areas of it will have an economic impact on future

studies.

6.2.2 Cost analysis

The cost of the project consists of the FPGA development board, the monitor used for

display and the cables required for the connections. The FPGA board is provided by
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the faculty, other products and computers used during the project belong to the students
themselves. The free versions for the Vivado environment and the license provided by
the university for MATLAB were used. In addition, the operating system necessary

for the applications is also free as it uses open sources.

6.2.3 Standards

The work to be done in this project complies with several different standards. The
hardware implementation will be IEEE compliant. In addition, while writing the
application of image steganography algorithms, it is aimed to comply with the C
programming language standards. Furthermore, engineering code of conduct was

taken into consideration during the studies.

6.2.4 Health and safety concerns

The products used in the project are not harmful to any human being. Likewise, the

applications made during the project do not pose any safety and health risks.

6.3 Future Work and Recommendations

In the project, studies were carried out to develop the image steganography method
that can be used to provide a secure communication system. The process, which was
completed at the last stage of the project, of dividing the frequency regions in the image
into three and embedding different numbers of messages into them can be further
developed to determine how many bits of messages will be embedded according to the
pixel frequency. Thus optimizing the total message length that can be embedded in the
image. In addition, it has been tested in the project that the message is embedded in
the image using the relevant algorithms and the message is correctly extracted from
the image. However, in order to test a proper communication system, the transmitter
part where the message is embedded in the image and the receiver part where the
message is extracted from the image can be realized separately and real-time

communication between these two parties can be achieved.
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APPENDICES

APPENDIX A: C code for frequency-based image steganography using two
thresholds

APPENDIX B: MATLAB decryption code for frequency-based image steganography
using two thresholds

APPENDIX C: RTL schematic including filter module

APPENDIX D: Verilog code of filter module
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APPENDIX A

#define len_img_mat 256*256 // the length of the img_mat

#define len_mes_str 27 // the length of the string message

#define len_mes_bin 8*len_mes_str // the length of the binary message
#define n_bit_lfsr 16

int dec2bin(int dec_val)

{
int bin = 9, osn =1, c = 0;
while (dec_vall= 0){
c = dec_val % 2;
bin += c * osn;
osn *= 10;
dec_val = dec_val/2;
¥
return bin;
}

int bin2dec(int bin_val){
int dec = 0;
int subtrahend = 10000000;
for (int j = 0; j < 8; j++){
int counter = 0;
int digit_val = 1;

while (bin_val >= subtrahend){
bin_val -= subtrahend;
counter++;

}

for (int i = 0; i < (7-j); i++)
digit_val *= 2;

dec += digit_val * counter;

subtrahend /= 10;
}

return dec;

int 1fsr(int random_number){

int a[n_bit_1fsr] = {0};

int index = (n_bit_lfsr-1), bit = 0;

while (random_number != 0){
bit = random_number % 2;
a[index] = bit;
index -= 1;
random_number /= 2;

¥

int b[n_bit_1fsr] = {0};

unsigned c;

int flag = @, count = 0;

c = ((af[e] ~ (a[2] ~ (a[11] ~ a[15]))));
b[e] = c;

for (int i
b[i+1]

0; 1 < (n_bit_lfsr-1); i++)
a[il;
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int new_number = 0;
int counter = 1;
int mul = 1;

for (int j = (n_bit_1fsr-1); j >=0 ; j--){
if (counter == 1){
new_number += b[j] * counter;

}
else{

mul *= 2;

new_number += b[j] * mul;
}

counter += 1;

return new_number;

int main() {
int img_mat[len_img_mat] = {162, 162, 162, 163, 165,..}
// image matrix
int encoded_img mat[len_img _mat] = {@}; // encoded image matrix

A L LR LR TR Sobel Filter -------c--cccmmmmmiieeo
int clone_img _mat[256][256];
int gx, gy, sum;

for(int y = 0; y < 256; y++){
for(int x = @; X < 256; X++)
clone_img_mat[y][x] = 0;
}

for(int y = 1; y < 255; y++){
for(int x = 1; x < 255; x++){

gx = -img_mat[(y-1)*256 + x-1] - 2*img_mat[y*256 +x-1] - img_mat[(y+1)*256
+x-1] +

img_mat[(y-1)*256+x+1] + 2*img_mat[y*256+x+1] + img_mat[(y+1)*256+x+1];

gy = img_mat[(y-1)*256+x-1] + 2*img_mat[(y-1)*256+x] + img_mat[(y-
1)*256+4x+1] -

img_mat[ (y+1)*256+x-1] - 2*img_mat[ (y+1)*256+x] - img_mat[(y+1)*256+x+1];

if (gx < 9)

gx -= 2%gx;
if (gy < )

gy -= 2*gy;
sum = gx + gy;
if (sum > 255)

sum = 255;

clone_img _mat[y][x] = sum;

}

[ = e e e e e e e e e e e e e e e oo
int threshold_1 = 85;

int threshold_2 170;

for(int y = 0; y < 256; y++){
for(int x = 0; x < 256; x++){
if (clone_img_mat[y][x] < threshold_1)
clone_img_mat[y][x] = ©0;
else if (threshold_1 <= clone_img mat[y][x] < threshold_2)
clone_img_mat[y][x] = 127;
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else
clone_img mat[y][x] = 255;

L b
char message_string[len_mes_str] = "This is the secret message."; //message (27 x 8
= 216-bit)

int message_ascii[len_mes_str] = {0};
int message binary[len_mes_str] = {0};

for (int i = 0; i < len_mes_str; i++)
message_ascii[i] = message_string[i];

for (int j = 0; j < len_mes_str; j++)
message_binary[j] = dec2bin(message_ascii[j]);

int arr_message_bin[len_mes_bin] = {0};
int index_counter = 0;

for (int m = @; m < len_mes_str; m ++){
int char_bin = message_binary[m];
int subt = 10000000;
for (int x = 0; x < 8; x++){
int message_bit = 0;
if (char_bin >= subt){
char_bin -= subt;
message_bit = 1;
}
arr_message_bin[index_counter] = message_bit;
index_counter++;
subt /= 10;

L e R

int key_freq[len_mes_bin][2] = {0};

int key_with_encoded_pixels[len_mes_bin][2] = {0};

int rand_num = 121; // choose a random number to start the process of generating
random number

int rand_pixel = 1fsr(rand_num);

int edge_pixel_i, edge_pixel_j;

int key_counter = 0;

int high_freq_counter = 9;

for(int k = @; k < len_mes_bin; k++) {
key_freq[key_counter][1] = rand_pixel;
key_with_encoded_pixels[key_counter][@] = rand_pixel;
edge_pixel_i = rand_pixel / 256;
edge_pixel_j = rand_pixel % 256;
int bin_pixel = dec2bin(img_mat[rand_pixel]);

[/ mmmmm e Encryption -------------ommmmee o
int 1sb = bin_pixel & 1; // "AND" with '1' to get the value of LSB
if (clone_img_mat[edge_pixel_i][edge _pixel j] == 0){ // if not an edge pixel,
embed on LSB only
bin_pixel = bin_pixel - 1lsb + arr_message_bin[k];
key_freq[key_counter][0] = 1;
key freq[key counter][1] = rand_pixel;
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}
else if (clone_img mat[edge pixel i][edge_pixel j] == 127){
int second_lsb = (bin_pixel / 10) & 1;
bin_pixel = bin_pixel - 1sb + arr_message_bin[k+1] - 1@*second_lsb +
10*arr_message_bin[k];
k += 1;
key_freq[key_counter][0] 2;
key freq[key_counter][1] = rand_pixel;
high_freq_counter += 1;

}

else{
int second_lsb = (bin_pixel / 10) & 1;
int third_1lsb = (bin_pixel / 100) & 1;
bin_pixel = bin_pixel - 1lsb + arr_message_bin[k+2] - 10*second_lsb +

10*arr_message _bin[k+1] - 100*third_lsb + 100*arr_message_bin[k];

k += 2;
key_freq[key_counter][0]
key_freq[key_counter][1]
high_freq_counter += 2;

3;
rand_pixel;

L i T b
int encoded_dec_pixel = bin2dec(bin_pixel);

key with_encoded_pixels[key_counter][1] = encoded_dec_pixel;

key counter += 1;

rand_pixel = 1fsr(rand_pixel);

int len_sorted_key = len_mes_bin - high_freq_counter;
int sorted_key_with_encoded_pixels[len_sorted_key][2];

for (int z = @; z < len_sorted_key; z++){
for (int x = 0; X < 2; X++)
sorted_key_with_encoded_pixels[z][x] = key_with_encoded_pixels[z][x];

int a, b;
for (int i = @; i < len_sorted_key; ++i){
for (int j =i + 1; j < len_sorted_key; ++3j){
if (sorted_key with_encoded_pixels[i][@] >
sorted_key with_encoded_pixels[j][0]){
a sorted_key_with_encoded_pixels[i][@];
b = sorted_key with_encoded_pixels[i][1];
sorted_key_with_encoded_pixels[i][@] =
sorted_key_with_encoded_pixels[j][@];
sorted_key with_encoded_pixels[i][1]
sorted_key with_encoded_pixels[j][1];
sorted_key with_encoded_pixels[j][0]
sorted_key with_encoded_pixels[j][1]

nou
[ 2 J)
e we

}

int 1fsr_counter = 0;
for(int k = 0; k < len_img mat; k++) {
if (k == sorted_key with_encoded_pixels[1lfsr_counter][0]){
encoded_img _mat[k] = sorted_key with_encoded_pixels[1lfsr_counter][1];
if (1fsr_counter != len_mes_bin -1){1fsr_counter = 1lfsr_counter + 1;}
}
else
encoded_img_mat[k] = img_mat[k];
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int o = encoded_img mat[5];
return o;
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APPENDIX B

clc, clear, close all;

% --- Reading the txt file that includes pixel values
fileID1 = fopen('output_file 256 freq_two_th.txt','r');
IN = fscanf(fileID1, '%d\n");

% --- Reformat input image to a 256x256 matrix
stego_img = uint8(transpose(reshape(IN,[256 256])));
figure,

imshow(stego_img, [© 255]);
title('Stego Image')

fclose(fileID1);

% --- Decryption for frequency based algotrithm

fileID2 = fopen('key freq 1l.txt','r'); % get the key of random pixel produced using
LFSR

random_indexes = fscanf(fileID2, '%d\n');

len = length(random_indexes);

fclose(fileID2);

fileID3 = fopen('key_freq_0.txt','r"); % get the key of frequency key
key_freq = fscanf(fileID3, '%d\n');
fclose(fileID3);

M = 'secret.txt'; % Message is read in order to get its size
secret = fopen(M, 'rb'); % open secret file

[M,L] = fread(secret, 'ubitl'); % read secret file as bin array

[n1,ml1] = size(stego_img);

ct = 1;
temp = M;
% --- navigating through FLSF pixel numbers in order to get the secret message

for k = 1:1en
pixel_number = random_indexes(k) + 1;

% --- find the indexes of image to which the FLSR numbers correspond

if mod(pixel_number,nl)==0
image_matrix_index_1i_2
image_matrix_index_j_2

else
image_matrix_index_i_2
image_matrix_index_j_2

floor(pixel_number/nl);
nl;

floor(pixel_number/nl)+1;
mod(pixel_number,nl);

end

% --- store the extracted bits in temp array
if key_freq(k,1) == 1
temp(ct,1) =
mod (stego_img(image_matrix_index_i_2,image_matrix_index_j_2),2);
else
binary_pixel =
dec2bin(stego_img(image_matrix_index_i_2,image_matrix_index_j_2)); % convert the
pixel value to the binary form
if key_freq(k,1) ==
third_lsb = bin2dec(binary_pixel(end-2)); % take the second last
element of the array
temp(ct,1) = third_lsb;
ct = ct + 1;
end
second_1sb = bin2dec(binary_pixel(end-1)); % take the second last element
of the array
temp(ct,1)

second_1sb;
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ct = ct + 1;

temp(ct,1) =
mod(stego_img(image_matrix_index_i_2,image_matrix_index_j 2),2);
end
ct = ct + 1;
end
% --- converting extracted bit array into a text
cC = 0;
j=28;
fileID = fopen('output_freq_two.txt', 'w'); % produces text will be written into a
txt file
% --- group bits by 8, and convert it to char
for i = 1:L
c = ¢+ temp(i,1)*(27(3-1));
i=3-5
if j ==
=8
fwrite(fileID, c, 'char');
c = 0;
end
end
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APPENDIX C

oobb

Figure C.1 : RTL schematic including filter module.
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APPENDIX D

"default nettype none
module wb sharpen erfan/(

input wire [31:0] master arbiter,
input wire clk 25,
input wire clk 100,

wb if.master wb

) ;

reg [3:0] state=0;
reg signed [15:0] conv_result x;
reg signed [15:0] conv_result y;

reg [16:0] kernel addr counter = 'd257;
reg [16:0] kernel counter;
reg [9:0] kernel counter i;
reg [16:0] adress ram filter;
reg [11:0] data ram filter;
wire signed [15:0] add mul result x;
wire signed [15:0] add mul result y;
:0] add mul result final;

reg signed 0] kernel const x;
reg signed [15:0] kernel const y;
wire [16:0] address result;

reg signed [16:0] offset addr;

[

(
wire signed [15

(

[

parameter zero=0, one=1, two=2, three=3, four=4, five=5,
six=6, seven=7, eight=8;

reg [3:0] clock out filter;

always @ (posedge wb.clk or posedge wb.rst)

begin
if (wb.rst)
wb.cyc <= 1'b0;
else
begin
if ( master arbiter[8]=='hl) // if master arbiter =
0x00000100
begin
wb.cyc <= 1'bl;
wb.stb <= 1'bl;
end
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else

begin
wb.cyc <= 1'b0;
wb.stb <= 1'b0;

end

if (state==zero)

begin
wb.adr <= (kernel addr counter * 4) +
'hl11014;
wb.we <= 1'bl;
wb.sel <= 4'bl11l1;

if (add mul result final<8)

wb.dat o[15:0] <= 0;
else
wb.dat o[15:0] <= 15;
if (wb.ack)
begin
data ram filter = wb.dat 1[11:0];
wb.stb <= 1'b0;
wb.cyc <= 1'b0;
end
end
else
begin
wb.adr <= (address result * 4) + 'hl1014;
wb.we <= 1'b0;
wb.sel <= 4'pb1111;
if (wb.ack)
begin
data ram filter = wb.dat i[11:0];
wb.stb <= 1'b0;
wb.cyc <= 1'b0;
end
end
end
end
assign add mul result x = (data ram filter * kernel const x)

conv_result x;
assign add mul result y
conv_result y;
assign add mul result final = (add mul result x[15] & (-
1) *add mul result x) + (~add mul result x[15] &

(data ram filter * kernel const y)
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add mul result x) + (add mul result y[15] & (-
1) *add mul result y) + (~add mul result y[15] &
add mul result y) ;

assign address result = kernel addr counter + offset addr;

always @ (posedge clk 25)
begin
case (state)
Zero:
begin
conv_result x = 0;
conv_result y = 0;

if ( kernel counter i > 254)
begin
kernel counter i = 0;
kernel addr counter =
kernel addr counter + 1;
end
else
begin
kernel counter i =
kernel counter i + 1 ;
if (kernel addr counter ==
'd65281)

kernel addr counter
'd65281;
else
kernel addr counter

kernel addr counter + 1;

end

offset addr = -257;
kernel const x = -1 ;
kernel const y =1 ;
state = one;

end

one:

begin

offset addr = -256;

conv_result x add mul result x;
conv_result y = add mul result y;

kernel const x = 0 ;
kernel const y = 2 ;
state = two;

end

two:

begin
offset addr = -255;
conv_result x = add mul result x;
conv_result y = add mul result y;
kernel const x = 1;
kernel const y = 1;
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state = three;
end

three:

begin
offset addr = -1;
conv_result x = add mul result x;
conv_result y = add mul result y;
kernel const x = -2 ;
kernel const y = 0 ;
state = four;

end

four:

begin
offset addr =
conv_result x add mul result x;
conv_result y add mul result y;
kernel const x = 0 ;
kernel const y = 0 ;
state = five;

end

4

o

five:

begin
offset addr = 1;
conv_result x = add mul result x;
conv_result y = add mul result y;
kernel const x = 2 ;
kernel const y = 0 ;
state = six;

end

six:

begin
offset addr = 255;
conv_result x = add mul result x;
conv_result y = add mul result y;
kernel const x = -1 ;
kernel const y -1
state = seven;

end

seven:

begin
offset addr = 256;
conv_result x = add mul result x;
conv_result y = add mul result y;
kernel const x = 0 ;
kernel const y = -2 ;
state = eight;

end

eight:

begin
offset addr = 257;
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conv_result x = add mul result x;
conv_result y = add mul result y;
kernel const x = 1 ;
kernel const y = -1 ;
state = zero;

end

endcase
end
endmodule

"resetall
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