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OZET FONKSiYON TABANLI GUVENLI BiR RFID PROTOKOLUNUN
FPGA UZERINDE GERCEKLENMESI

OZET

Radyo Frekans ile Tanimlama (RFID - Radio Frequency Identification) basit
anlamda; herhangi bir nesnenin iizerinde bulunan ve o nesneye ait bilgiyi igeren
elektronik bir etiket (TAG) ile radyo frekansi lizerinden kendisini tanitacak bir alici
(OKUYUCU) arasinda kurulan bir tanimlama teknolojisidir. Giliniimiizde RFID
teknolojisi; kullanim alaninin genis olmasi ve popiilaritesi sonucu bu teknolojide
meydana gelebilecek giivenlik agikliklarinin giderilmesi konusundaki 6neminin hizla
artmasina neden olmustur. Bu yiizden RFID uygulamalarinda sifreleme algoritmalari

kullanilmaktadir.

Tez iceriginde; hash (6zet) fonksiyon temelli giivenli bir RFID algoritmasinin FPGA
lizerinde gergeklenmesi aciklanacaktir. Oncelikle RFID sistemleri ile ilgili genel
bilgi verilmis, daha sonra ise kullanilan 6zet fonksiyonu —Keccak (SHA-3)— ayrintili
olarak tanitilmis ve bu 0Ozet fonksiyonunun VHDL (Very-High-Speed Integrated
Circuits HDL) ile yazilim1 saglanmistir. En son asamada ise 6zet fonksiyon temelli
giivenli bir RFID protokolii ile ilgili ayrintili bilgi verilerek MATLAB ile Keccak

dogrulanmaistir.

Keccak algoritmasinin kod gelistirilerek gerceklenmesi agsamasinda; uygun teste tabi
tutulup dogrulugu kontrol edilmis ve etiket ile okuyucu benzetimi i¢in iki ayri
donanimsal modiilii tasarlanmistir. Daha sonra tasarlanan bu modiiller tek bir modiil
altinda birlestirilip, dogrulugu smmanmigstir. Tasarlanan bu iki modiiliin iki ayri
FPGA’ya yiklenip, FPGA’ler arasi kablo ile haberlesme ve protokoliin

gerceklenmesinin saglanabileceginden bahsedilmistir.

Sonug olarak, RFID dogrulama protokoliiniin donanimsal olarak gilivenlikli bir
sekilde gerceklenmesi icin; uygun FPGA deneme Kkitleri sec¢ilmelidir. Aksi takdirde,
istenmeyen zamanlama problemlerine ve test asamasinda zorluklara neden olabilir.
Bu kitler; 6zet fonksiyona, kullanilan degiskenlere, verilerin biiytikliiklerine ve

kodun yapisina bagl olarak degisebilir.
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IMPLEMENTATION OF A HASH BASED RFID AUTHENTICATION
PROTOCOL

SUMMARY

In simple terms, Radio Frequency Identification (RFID) technology is an
identification technology, established between a tag, taking part in any objects, has
information which is belong to that object and a receiver (READER) which
introduces itself over the radio frequency. Spreading the use of this technology and
popularity of RFID has resulted the increase in the given importance because of the
security problems that may occur. Therefore, the encryption algorithms are used in

RFID applications.

In the content of the B.Sc. thesis project, implementation of a hash based RFID
authentication protocol on FPGAs will be explained. Firstly, general information
about the RFID systems were given, then the hash function — Keccak (SHA-3) — was
introduced in detail and the software of the hash function was provided with VHDL
(Very-High-Speed Integrated Circuits HDL). In the final stage, it has mentioned
about the hash function based secure RFID authentication protocol which can be

implemented. Also Keccak has verified with the MATLAB codes.

In the stage of Keccak Algorithm’s implementation with improved code, the
accuracy of this was controlled with applying appropriate test and the tag with reader
was designed to simulate two separate hardware modules. These modules were
combined under a single module and it was tested. These modules could be
initialized into two separate FPGAs and the communication via the cable between

FPGAs with the implementation of the RFID protocol could be provided.

As aresult, to implement a secure RFID authentication protocol in hardware, suitable
FPGA test kits should be selected. Otherwise, undesired timing problems and
difficulties during the test may occur. These kits can change with the effect of hash

function, the variables used, the size of the data and the structure of the code.
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