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ABSTRACT

In the lest years, event-based communication paradigm
has been extensvely studied and it is conddered apromising
goproach to develop the communication infradructure of
digtributed systems In mogt of the event systems developed
previoudy, events are defined as Smple messages such as
records, tuples or smple objects Our work involves a new
agent based digributed event sysem (Agvent Sysem), in
which events are represented by mobile and inteligent
agentsthat are cdled agvents (agent event). In this peper, we
present the framework of the Agvent System, and describe
the communication protocol between system participants and
the messagel agvent flow between systern components.

Keywords : Didributed Evert System, Mobile Agent, Publish-
ubsribeparadigm.

1. Introduction

In Internet-wide and ubiquitous systems, scaability isvita
and mugt be ensured a dl layers In thee sydems, a
messaging middleware may potertidly have millions of
dynamic dients and, therefore, mugt itsdlf beimplemented in
a digributed fashion [1]. Event-bassd communication has
become a new paradigm for building large-scae digtributed
sygems of this type [2]. It hes the advantages of loosdy
coupling communication partners being extremdy scdable,
and providing a smple gpplication programming modd. In
event-based sysems events are the basc communication
mechanism and an event can be conddered as a notification
that something of interest has occurred within the system.
Event-based communication generdly implements what is
commonly known asthe publisysubscribe protocol.
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The publish-subscribe communication paradigm has been
recognized as a functiond modd particularly for digtributed
information sysems as it supports didributed and
anonymous communication among severd processss [3)].
Participants have no explicit knowledge of each other and are
only required to agree on the format of the data being
exchanged. Paticipants can be dassified in two categories
publishers which produce data as a sequence of packet
notifications, and subscribers, which inform about relevant
notifications by either expressng adata subject or acondition
on its contertt. It is the responsbility of publishrsubscribe
middieware to ensure delivery of published informetionto al
interested subscribers

The benefits of publisvsubscribe protocol meke it
preferable for implementing information-driven gpplications
For example, publidvsubscribe iswdl suited for information
dissemination gpplications like news ddivery, sock quoting,
dectronic commerce [4], ar traffic control [5], ad
dissemination of auction bids [6]. Implementation of
pulblishysubscribe techniques has dso been desribed in the
areas of mobile agents [ 7], software sysems|[1], and process
control sygems[2].

Clealy, a publigvaubscribe sysem that relies on a
centrdized broker cannot be scdable It may mach an
incoming event message againg a large st of subscriptions
very fadt, but it will not be able to communicate with millions
of dients. Moreover, a centrdized broker isasingle point of
falure. In consequence, an implementation is needed that
digributes the functiondity of the sarvice The key for a
scdable publighvysubscribe system is using a dipatch sarvice,
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Fgure 1. Framework of the Agvent Sysem

which conggs of cooperdive event servers in a digtributed
topology.

Its dataffilter modd plays an important role in the design
of adidributed event sysem.  The datamode defines how
the content of natifications is Sructured, while the filter
modd defines how subscriptions are ecified, i.e, how
natifications are sdected by applying filters thet evduate
predicates over the content of notifications Consequently, the
filter modd dways depends on the underlying data model
and there can be more than onefilter modd for a given data
modd.

In ealy didributed event sysems evet ddaa is
represented by undructured ligs of grings, recordHike
gructures with pogtiond or name-based identification of
atributes, recursve dructures, such as LISP expressions or
XML documents, and seridizable event objects Rebeca[3],
Sena[8], Gryphon[9], MS[10], and the Corba Natification
Service [11] are representative systems which define events
a5 low level messages. Only type based publighvsubscribe
[12] sydem defines events as objects but it dso doesn't
provide them with autonomy. Our work proposes a new
approach for digributed event sysems through a modd in
which events are represented by mobileintdligent agents.

In this peper, we present an agent based didtributed event
sysem framework, the Agvent System framework, which
exploits mobile agents as mediators between publishers and
subscribers of events. The Agvent system implements the
publishsubscribe protocol, thus endbling  many-to-many
interaction of loosdy coupled ertities It dso dlows
publishers and subscribers to dynamicdly connect and
disconnect from the system, a capability that extends the
flexibility of the working environment.

The regt of the paper is organized as follows In the next
section, we present the characteridtics of the Agvent System.
Section 3 is desribed in detal the sysem framework.
Section 4 explains the message/agvent flow and findly our
condusions and directions for future work are presented in
Section 5.

2. Agvent Sygem

The Agvent Sysdem is an agent based didributed event
sysem which is implemented through a framework shown
in FHgure 1. It combines two developing technologies,
mobile agents and the publidvsubscribe communication
paradigm, in order to benefit the advantages of bath.

The man problem in large-scde publidvsubscribe
sydems is routing natifications from producers to interested
consumers. In [3], different routing agorithms are tested and
compared. In previoudy described publigvsubscribe sysems,
events are represented as Smple evert messages and
digpatching these messages is the duty of event servers A
nove fegture of the new modd we proposeistha, it dlows
events to be represented by mobile and intelligent agerts,
namely, agvents.

Subscribers determine agvent types they are intereted in
and describe them in a rule form as defined in [13] to be
processed by the sysem.

Publishers publish agvents of pre-specified type thet
search the knowledge bases of egvent serversto select ligs of
aubscribers, done themsdlves and direct a clone to each
s ected target subscriber.

The Agvent System differs from other didtributed event
sydemns with its diginct charecteridics that are described
below.

. Autonomous Events. In mogt event sysems, events
are defined as low-level messages, which congg of



recordHike dructures lig of drings, tuple-based
dructures, etc. In typebassad systems events ae
defined as objects and viewed as main component of
the systlem. Neverthd ess, they are not autonomous.
Inthe Agvent Sysem, events are not viewed assmple
messages On the contrary, they are represented as
mobile agents thet have their own gods, bdiefs and
behaviors that they acquire & cregtion. When an
agvert reaches to an agvent server, it examines the
routing table of the sarver and sHedts its targets
autonomoudy after certain processing. This gpproach
reduces the load and complexity of agvent servers as
well.

. Agvent Basad Subscription: In mogt digtributed event
sydems, subscribers regisger on a channd, on a
specific topic or agpecific content of an event message.
In the Agvent System, subscribers regigter on agvent
types For example, a subscriber can regiger on an
agvert, which is an ingance of “Agv_typel” dass
specifying certain condraints based on its advertised
atributesand behaviors

. Information Hiding: In previoudy developed evert
sysdems, an event sarver can, actudly hasto, accessthe
contet of the published evert data before it can
digpatch the datato the regigtered targets. Inthe Agvent
Sydem, the published agvent itsdf searches the
knowledge base of the agvert server’, sdects the
regigered substribers, clones itlf and sends each
agent done to a subscriber on the sdected lid.
Therefore, the agvent server has no access to the
content of the published event data, which amplifies
its role and oconssquently fadilitales the server
development process Information hiding dso meets
requirements of oatan gplicaions  where
confidentidity of event dataiis essentid.

. User/Application defined agvent types Didributed
event systems generdly use predefined event types.
Therefore, to add a new evertt type you have to make
programmatic changesin the dipatch sarviceand dso
a publisher and subscriber stes
In the Agvent Sysem, a publisher cregtes its own
agvert type and dedares its properties and behaviors
through an advertisement message sent to the Digpatch

' An agvent cannot reach the knowl edge base of the server directly.
It getsnecessary information over Sarver Manager.

Service Once an agvent type is announced on the
Digpatch Service, subscribers can regigter on agvents
of thet type.

3. Agvent Sysem Framework

Within the Agvent System, as in dl push-based publish
subsribe sygems, informetion flows from publishers to
subscribers according to the specific sdection criteria
expresed by individud subscribers Subscribers express
ther interests by means of subscriptions, while publishers
smply advertise and publish agvents The dispatch sarvice
acoepts  subscripions  and  publications, and  rdays
publications to subsribers thet dedared  meching
aubsiptions A network of didributed agvent servers
congtitutes the digpatch service of the sysem framework (see
Figure 1). Each ingtance of the other two main components
of the framework, publishers and subscribers is directly
comnected to an agvent saver, to which it sends its
subscriptions, advertisements or publications Every agvent
server processes incoming subscriptions and advertisements
according to some protocol, possibly redigributing them to
other adjacent/neighbor agvent servers. Publications, actudly
agvents, move themsdves to adjacent agvent servers and/or
ubscribersinasimilar manner.

3.1. Publisher Subsysem

Publishers decide on what events are ohsarvable, how to
name or describe those events, how to actudly observe the
event, and then how to represent the event as adiscrete entity
that is an agvent. To publish an agvent to the system, a
publisher has to initidize a Publisher Subsysemn on its
meachine. Publishers previoudy acquire the address (URL) of
the agvent server thet they will communicate with.

Publisher
= Publisher
Agat .
Knowlege P acer-
E/ "—@3 tiserent

Figure 2. Publisher Subsystem Architecture

The Publisher Subsystem congigts of three main components
asshowninFgure2.



1. A Knowledge Bass a ddaabase which contains
information about pagt processes

2. AGraphical User Interface (GUI): aninterface used for
humean interaction.

3. APublisher Agent: an agent which acts on behdf of the
User.

Agvents may be created by two different sources
« An avet is dther cregted automaicdly by the
Publisher Agvent and sent to Digpatch Service, or
e The Graphicd Use Interface cregtes an agvent thet
meets the specifications of a predefined agvent type and
sendsit to Digpatch Service viathe Publisher Agent.

Publisher Agent is the main processng unit of the Publisher
Subsystlem. It is a Sationary agent thet is created during the
initidization gep of the subsysem. It is responshble for
advertisement and publication of agvents to the Digpatch
Savice

3.2. Subscriber Subsystem

Subscribers determine agvent typesthey areinterested in and
describe them in a rule form which is processed by the
Digpatch Service A subscriber has to initidize a Subscriber
Subsystem on its machine to join the system. In a manner
smilar to publishers, subscribers previoudy acquire the
address (URL) of the agvent saver that they will
communicate with.

A subscriber regigers itsdf to the system via a message thet
contains address and password information, and later
ubscribes on agvent types it is interested in, providing
criteriato specify conditionson which it requests notification.

»

o

Figure 3. Subscriber Subsystem Architecture

The Subscriber Subsystem conssts of four main components
asshowninFgure3.

1. A Knowledge Base a datdbase which contains
information about pagt processes

2. AGraphical User Interface (GUI): an interface used
for humaninteraction.

3. Subscriber Agent: An agent thet acts on behdf of the
UseY.

4.  Agvet Operation Platform  an execution platform
that enables incoming agvents to run individudly to
reech thdr gods such as carying out update
operdions or delivering animportant informetion.

The Subsoriber Agent is a Sdionary agent, which is
responsible for offering an interface to end users to enter
information, control operdions, or send  subscription
messges. The  Subsoriber Agent implements  the
Int_Subscriber interface depicted in Figure 4, which contains
of two main methods which are used for receiving agvents
(notify) and receiving Unadvertisement information from
Digpatch Service

public interface Int_Subscriber Renote

{
public void notify(Agvent agv);

public void inform (Advertisenent adv);

Figure4. Int_Subscriber Interface

3.3. Digpatch Service

A network of digributed Agvent Servers conditutes the
Digpatch Service. Theinner ructure of an Agvent Server is
depicted in FHgure 5. It condsgts of Sx manager modules,
which run concurrently in the sysem: Knowledge Base
Maneger, Substription  Maneger, Publish  Manager,
Advetissment Manager, Agvent Digpatcher, and Sarver
Manager. Thetask of eachisexplained below.

Knowledge Base Manager: This module coordinates the
access and manipulation of four important tables which sore
dataessentid to sygem functioning. These are thefollowing:

a Neighbor Table keeps information (address,
name....etc) of the adjacent agvent servers Thistableis
ued egpedidly for routing of subscription and
advertisement messages.

b. Advertisement Table keeps information about the
publishable agvents. It kegps not only public atributes
but dso public behaviors of agvents with the
information required as parameter. All agvent types
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Haure5. Imer srudured the Agvent Saver

have to be advertised before they are published.

¢. Subscription Table keeps subscriber rdated informetion,
such as name, password and communication address,
provided during sysem regidration.

d. Routing Tableis the most frequently accessed data store
of the sysem. It kegps the subscription criteria of
subscribers and used for routing of agvents.

The Queue Manager: This module coordinetes the access
and manipulation of three queues which are usad to dlow
concurrent execution of manager modules
a Advertisement Queue  keeps  the
advertisement messagesin aspecific formet.
b. Incoming Agvent Queue contains the seridized form of
incoming agventsfrom publishers.
¢. Outgoing Agvent Queue contains the seridized form of
outgoing agventsfrom Agvent Servers

incoming

Subscription Manager: This module receives subscription
messages from subscribers via subscribe and unsubscribe
methods, verifies the id and password information with the
Subscriber Table, and procesds with the necessary actions

Publish Manager: This module receives the seridized forms
of incoming Agvents from publishers via publish method
and adds them to the Incoming Agvent Queue.

Advertissment Manager: This module recaves the
advertisements (also unadvertisements) viaadvertise method

(or unadvertise method) and adds them to the Advertisement
Queve.

Agvent Digpatcher: This module checks the Outgoing
Agvent Queue and sends the seridized forms of the agvents
tothar target hodt.

Server Manager: Thismodule is the main component of the
Agvent Server as it hes control over dl operations in the
sysem. It evauaes incoming advertisement requests. It is
a0 regponsble of the Agvent Operation Platform, which
enables incoming agvents to execute individudly and
process data to fulfill ther gods Server Manager dso
mediates between agvents and Knowledgebase of the server
for getting results of necessary inquiry operations.

public interface Int_Agvent Server extends Renote
public void publish(Agvent agv);
public void subscribe(Subscription sub);
publ i ¢ voi d unsubscri be(Subscription sub);
public void advertise(Adverti senent adv);
public void unadvertise(Adverti senent adv);

public Advertisenent[] getAdvertisenentList()

Fgure6. Int_ AgventServer Interface
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Figure 7. Execution How inthe Agvent System

4. M essage/Agvent Flow

The message and agvert flow in the dispaich sarvice is

showninFgure 7. and isdescribed beow:

a Firdly, apublisher announcesitsagvent type to the system.
This advertisement is digpaiched to dl agvent servers in
thedispatch service

b. If a subscriber is connected to an agvent sarver, it can
obtain the advertisement lis/table which indudes aligt of
agvent types currently available on the sysem. All agvent
servershold the same advertisement ligt/table,

¢. If asubscriber decides to subscribe on an agvent type, it
sends a rule based subscription message to the agvent
sver it is connected to in order to have itsdlf regigtered.
Next, this message is broadcadt to dl agvent sarversin the
digpatch sarvice. The detals of the subscription are sored
in subscription tablesin each agvent sarver.

d. Whenever a publisher obsarves an evert, it creetes and
snds an agvent to the agvent sarver. When the agvent
arives on the agvent sarver, it darts to execute its pre-
specified code to sdect itstargets (neighbor agvent servers
and/or regigtered subscribers) according to the information
present in the subscription tableand routing table.

e Next, the agvent creetes its clones and sending each to a
different target, after which it disposesitsdf.

f. A subscriber continues to receive published agvents until it
issues an unsubscribe request for that particular agvert
type. When an agvent arrives on a subscriber, it sarts to
communicate with the subscriber agent thet is responsible

for dl subscriber operations, via an agent communication
language (ACL). It ddivers the subsriber agent a
message, which could ether contain acomplex event data,
such as a secret password, a negotigtion for an e
commerce or etc., or arequest for an action to be carried
out, such as updating its database according to incoming
datacarried by the agvent, running an update routine for its
oftware, or etc., according to the execution logic of the
current gpplication.

g. When apublisher gops publishing acertain type of agvert,
it informs the system through an unadvertise messege. In
this casg, if no other publishers of that agvent are present,
the system sends out a message to subscribers registered
onthat agvent type, informing them of the new Stuation.

5. Condusions

This paper presents a new modd for agent basad didtributed
events sysems, the Agvent Sysem, which combines the
advantages of publighvsubscribe communication and mobile
agents into a flexible and extensble distributed execution
environment. The mgjor novelty of the modd istheat an event
is represented by amobile agent, an agvernt, which is treated
asafirg dassdtizen of the sysem and given autonomy and
mobility feaures to sdect and travel between sysem
components. The benefits of the proposed modd are reduced
network load, higher adeptability by dlowing dynamic
changes in sydem configuration, informetion hiding,
asynchronous communication and flexibility of agent based
execution. We think the new mode will serve as an effective
choice for sverd information-oriented gpplications, such as
ecommerce or informetion retrieva, for its benefits dated
above. Currently aprototypeisbeing implemented in Java
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