İbrahim BILGIN

504041517


Classification of Access Network Types: Ethernet,
Wireless LAN, ADSL, Cable Modem or Dialup?

Wei Wei, Bing Wang, Chun Zhang, Jim Kurose, Don Towsley

Department of Computer Science

University of Massachusetts, Amherst, MA 01003
This paper focuses on the classification of access networks by using an end-to-end approach. The method uses entropy and median of  interarrival times between packet pairs as a classification key, and produce great success on considerably short time (10 -100 seconds).

Access Networks can be defined as links connecting the end systems to edge routers. They can be classified as dialup, ADSL(asymmetric digital subscriber line), HFC (hybrid fiber coaxial cable), ethernet and switched ethernet, Wireless LANs (WLAN) using the IEEE 802.11b standard. These differnet types show different characteristics on transmission. User behavior also varies for different acces networks: wireless sessions are shorter (several tens of minutes), dialup sessions short as well. Cable modem and ADSL sessions tend to be considerable long sessions. Ethernet (wired connection) are usually the longest of all.

The method uses an end-to-end approach which may be used in improving protocol or application performance. Considering peer-to-peer connections, ethernet link may be selected over other alternatives. The same approach can be used when choosing overlay nodes on an application-level overlay. This holds for application-level multicast as well. Also, for multimedia streaming server may adapt the rate of media to the bandwidth and delay properties of the access network 
Determining the access network is not as easy: system may not know the connection type

or the system may tend to conceal this data. 
The method classifies the access notworks into three groups:

· Ethernet

· Wireless LAN

· Low Bandwidth connection (cable, ADSL, dialup)

Basically A asks B to send a sequence of packet pairs to A Then, A uses Entropy and Median of the interarrival times of packet pairs as key to do the classification. Here a packet-pair approach is preferred. Median and Entropy values calculated are regarded as very distinctive characteristics of an access network and can bee looked up on a scheme to do a classification. This method is insensitive to cross traffic as it is already taken into account. It works on both lossy and un-lossy environments regardsless of loss rate. Also, different from most of other classification methods, WLAN is not considered as the bottleneck of the system.

A little background for the access protocols is needed to understand the method:
IEEE 802.11 which is used on WLAN’s implements CSMA/CA (carrier sense multiple access with collision avoidance) in all wireless stations and base stations to coordinate the access of the shared media by multiple stations. We may concentrate on basic access method for channel access as the method uses small packets. According to this; if the media is free for ≥ DIFS (Distributed Interframe Space) time a packet may be transmitted. If the media is busy a random backoff timer is set with range 0 – CW (Contention Window). CW is set to CWmin in each successful transmission; but, oubled in each unsuccessful attempt until CWmax.. The backoff timer decreases eact time slot the media is idle and is frozen when the media is busy. For a 11Mbps bandwith, 20 sec time slot and Cwmin of  31,  nearly 810 µs of transmission overhead can be seen per packet.

DOCSIS is the standard that defines a cable network, which is composed of Cable Modem Termination System (CTMS) at the headend and Cable Modems (CM) as terminal. CTMS periodically broadcasts MAP to all the CMs containing  timing information regarding request mini-slots and data mini-slots. CM sends a request message using request mini-slots the CMTS. After receiving a data grant message from the CMTS, transmits data using data mini-slots. Here there is also a backoff mechanism that uses a random CW (initi,al value assigned in MAP). CW is doubled until CWmax if collision happens. A packet is discarded after 16 trials. Backoff creates large randomness and thus large entropy.

As for other types: Ethernet shows high bandwidth and negligible randomness; ADSL gives dedicated access, but low bandwidth; dialup also provides dedicated access but very low bandwidth.

Randomness of backoff time between two back-to-back packets will be a key in classification. It is great in WLAN and Cable Modem, short in Ethernet due to great bandwidth. No random backoff is seen in Switched Ethernet, ADSL or Dialup. Entropyis used to measure randomness and is defined as follows. For a discrete random variable X taking value in X and having a probability mass function of p(x) = P(X = x); x є X, the entropy of X, H(X), is defined:
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Median is also used as a key in calssification. The median is the middle of a distribution: half the scores are above the median and half are below the median 

I : Interarrival time of a packet pair, ξ.5(I) : median (population) of I, H(I) : Entropy of I, H2300 and H2900 are the entropies in time scales of 300 and 900 and in bits. Regarding these the classification sceme is as follows.: The sender sends 500 packet pairs to the receiver;

The receiver obtains the sequence of the inter-arrival times of the packet pairs as {Ii}i=1n;

Rule 1:

if (ξ.5n (I)≤600 µs and H2300 (I) ≤2.0 bits0 and H2900 (I) ≤ 0.6 bit ) then the sender uses Ethernet (high-bandwidth wired);

Rule 2:

else if (600 µs < ξ.5n (I)≤ 2 ms and H2300 (I) ≥0.8 bit) then the sender uses WLAN;

else the sender uses ADSL, cable or dialup connection  (low-bandwidth connection).
2 lemmas are used to derive the 3 theorems which form the basis for above scheme. The analytical investigations refer the following figure.
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Lemma 1:
Consider an M/D/1 queue with processing rate µ and utilization ρ. Inter-arrival time of a packet pair at the queue is Δa = Xa/ µ, Xa > 0. Let Δd denote the inter-departure time of the packet pair after the queue and Δd = Xd/ µ , Xd > 0. Then if xa  1, we have:
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Lemma2:

Under the conditions of Lemma 1, if xa > 1 and  ρ = 1, we have:
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And the regarding theorems:
Theorem 1: (Median for Ethernet connection)
Using Lemma 1;  In Setting (a) and (b), for sample size n between 400 and 500, we have :

P(ξ.5n (I) ≤ 600 µs ) ≈1. That is, the median inter-arrival time of the packet pairs at the receiver is below 600 µ s with probability close to 1. Values are used to create Rule 1 and Rule 2.

Theorem 2: (Entropy for Ethernet connection)

Using Lemma 2; In Setting (a), H2300 (I) ≤ 0,49 bit, H2900 (I) ≤ 0,071 bit. In Setting (b), when ρ1 = 1 and ρ2 = 1, H2300 (I) = 1,989 bits, H2900 (I) = 0,574 bit. Values are used in Rule 1 

Theorem 3: (Median and entropy for 802.11b)

When using 11 Mbps 802.11b, under ideal conditions (with no contention, no retransmissions and perfect channel conditions), the median inter-departure time at the sender is above 800 µ s and H2300 (Δ0) > 1 bit. Values are used to create Rule 1 and Rule 2. Empirical observations are also used to create the upper median limit for Rule 2.
In the paper the classification scheme is also validated using ns and by experiments. As the test summary: Ethernet-Non-ethernet classification was accurate for all 509 experiments.

93 traces from a WLAN is classified accurately. Only 5 of 100 traces from ADSL are misclassified (as WLAN). Large Median usually brings large Entropy. As the distance between packets increase, probability of more packets inserted between increase. This may be the reason behind large entropy regarding large median.
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