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NEDEN BITTI?

DUZCE GUVEN 81 DL 818 ::1 i 3
Vodafone ::1
GlobeSurferll :; |
KUZEY_OTOGAR ’
Nilufer FN 033 a1
ISTANBULSEYAHAT i
ANADOLU-9810 .
Kamilkoc 46_LE_500 : RE
AIRTIES_RT-205 "]
(METRO)42KGO014 i
Efe Tur :; =
Open Network and Sharing Center

Mayis 2011 V. Ulaknet Calistay! KTU/Trabzon



GECIS

Erisimi Saglamak i¢in:
* Routing : RIP NG, OSPF v3, BGP4+
 Firewall : IP Tables, IPFW, Marka Urunler.

Servis verebilmek i¢gin:
 Web sunucusu : Apache, IIS ..vs
* Ftp, Mail sunucusu vs. tamam.

Reklam: ftp.itu.edu.tr (dual stack)
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KULLANICI TAKIBI PEKi?

Kullanici takibi : Belirli tarihte aranan bir IP
adresini kimin kullandiginin belirlenmesi olarak

tarif edilebilir.

e |Pv6 kullanan kampus aglarinda kullanici
takibini nasil yapabiliriz?
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IPv6’da Kampis Aglarinda Kullanici Takibini
Nasil Yapacagiz? "

2001:10:10:10::BAD

_ e =
v/\\/—\ ——a s

INTERNET _
—

2001:10:10:10::CAD

1 Nisan 2011 saat 10:00’da
2001:20:20:20::20

IP’li sunucuya erisen IP adresi 7o
2001:10:10:10::BAD olan kullanici kimidir? 2001:10:10:10::DAD
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NAT(Network Address Translation)

IPv4 kullanici takibi dendiginde ilk akla NAT
tercume tablolari geliyordu.

Iptables NAT logunun 6rnegi:

Feb 1 10:00:24 linux-box kernel: IN= OUT=eth1 SRC=10.0.0.1
DST=30.0.0.1 LEN=52 TOS=0x00 PREC=0x00 TTL=127 ID=8783
DF PROTO=TCP SPT=3270 DPT=80 WINDOW=8192 RES=0x00

SYN URGP=0
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HABERLER IYi!

NAT YOK!

340 Andesilyon (3,4x10/38) adet IP adresi oldugu
icin bildigimiz anlamda NAT yapmamiza gerek
kalmadi!
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Peki «2001:10:10:10::BAD» Adresi Belli ama
O Kim?

Cozumler :
1- Kullanici adi bazli tespit
- 802.1x kimlik denetimi

- Captive Portal

- Proxy Uygulamalari Q{;—,
. - . v Sy 2
(Squid’in IPv6 Destegi bulunmaktadir) e .

2- Kullanicinin aga dahil oldugu yerin
belirlenmesi ile tespiti
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802.1x ve IPv6

c——— 7
—a

Kullanci adi / Parola

/ <
P ((c20))
%‘moooooooooo

Olabij, L2 - EAPOL
=l istemcinin henuz
IPv6 adresi yok!

()

Kimlik Denetimi
Sunucusu (RADIUS)

ZATEN:
L2_SWITCH(config)#radius-server host 2001:a98:8000:1::5

AN

% Invalid input detected at 'A' marker.
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REKLAM

SU1x 802.1x- Kolay Yapilandirma Araci

Kullanici Adi ve Sifrenizi asagidaki kisma =
yazabilirsiniz. Ya da daha sonra Windows istediginde |~
kullanici adinizin sonuna @itu.edu ir ekleyerek

Usemame: Password:

kullaniciadi@itu.edu tr

Show Password

Progress:

Setup | Help

| Start Setup J ‘Remove eduroam ‘ ‘?‘

r T 7 — T
2 ITU-BIDB =[a] x |
—
I I U oJuroam
Eduroam Baglanti Ayarar Yapilandima Araci: -

V. Ulaknet Calistayi
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Kimlik Denetimi Sunucusu

— 4 Free RADIUS: FreeRADIUS Server 2.0.0 and
greater has full support for both IPv6 attributes
and IPv6 network packets.

(kaynak: http://wiki.freeradius.org)

=]

Kimlik Denetimi
Sunucusu (RADIUS)

- Micrsoft IAS(Internet Authentication Service)

- Cisco ACS (Access Control Server)
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802.1x Topoloji?

Free Radius Logu:

FriJan 900:27:17 2010
Packet-Type = Access-Request
User-Name = “test@itu.edu.tr"
Framed-MTU = 1400
Called-Station-Id = "001f.2232.0050"

Calling-Station-Id = "001f.0131.016b"  <- Kullanicinin MAC adresi
Service-Type = Login-User
Message-Authenticator = 0xc18b0072d5e598015fbf9b8563dbled9
EAP-Message =
0x0201001d01616e6f6e796d6f757340756c616b62696d2e676f762e7472
NAS-Port-Type = Wireless-802.11
NAS-Port =2237
NAS-IP-Address = 10.1.1.2 <- Kablosuz erisim cihazinin IP adresi
NAS-Identifier = "AP-2"
FriJan 9 00:27:17 2009
Packet-Type = Access-Accept
Reply-Message = "Hello, %u"

Radius kimlik denetimi ile kullanicinin |IP adresi loglanmaz.
Istisna : Radius Accounting / WLC

Mayis 2011 V. Ulaknet Calistay! KTU/Trabzon



IPv6 ADRESI NASIL ATANIYOR?

» STATIK : Istemcilerde IP adresinin atanmasi

* DINAMIK :
— STATELESS : Istemcinin yonlendiriciden ag adresini
ogrenip kalan adresini kendisinin atamasidir.

— STATEFULL: istemcinin DHCP sunucusunda IP
adresini aldigi metotdur.

0 | 90 | 27 | 17 | FC | OF

17 | FC | OF

FF | FE
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STATIK IPv6 ADRESI ATANMASI

Internet Protocol Version 6 (TCP/IPv6) Properties

General

You can get IPv6 settings assigned automatically if your network supports this capability,
Otherwise, you need to ask your network administrator For the appropriate IPv6 settings.

Obtain an IPv6 address automatically

@ Use the following IPv6 address:

IPv6 address: 2001:2498:8000:523:0123:4567:89ab: cdef

Subnet prefix length: 64

Default gateway: 2001:498:8000:5::1

Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server:

2001:498:8000:500:0123:4567:8%ab:cdef

Alternate DNS server:

| Yalidate settings upon exit

2001:398:8000:501}0123:4567:89ab: cdef

%[

Advanced... l

OK

| |

Cancel ‘

-

V. Ulaknet Calistayi
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DINAMIK IPv6e ADRESI ATANMASI

Internet Protocol Yersion 6 (TCP/IPvE) Properties B |

" General
You can get IPv6 settings assigned automatically if vour network supports this capability.

Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

@) Obtain an IPv6 address automatically

Use the fFollowing IPv6 address:

@ Obtain DNS server address automatically:

Use the following DNS server addresses:

Yalidate settings upon exit ’ Advanced ‘

| OK || Cancel ’

V. Ulaknet Calistayi
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DINAMIK IPv6e ADRESI ATANMASI

STATELESS veya STATEFULL diye secmedik.

ISTEMCI HANGI TEKNIKLE 1P ADRESI ALACAK ?
)
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ROUTER ADVERTISEMENT

ICMPv6 Type 133 (Router Solicitation)
Hedef IPv6 Adres: FF02::2 (Mcast- Blitiin Routerlar)

> € /

-

\/\/—
\ )

<

ICMPv6 Type 134 (Router Advertisement)

Hedef IPv6 Adres: FF02::1 (IPv6 Mcast-herkes)
Prefix: 2001:a98:8000:5::/64
(Network adresi / Prefix / Router IP)

Managed Bit =1/0 (?)
Other Bit =1/0 (?)

Neden Multicast?

Mayis 2011 V. Ulaknet Calistay! KTU/Trabzon



REKLAMLAR

® |PV6'DA MULTICAST

KRIiTiGi

27 | Tom imeter

Gokhan Akin - Mehmet Burak Uysal - Enis Karaarslan v ARP Protokald bulummamalead.
istanbul Teknik Universitesi/ Bilgi lslem Daire Bsk. YOK! Yering ICMPYS izhbor Discovery(ND)» paketie I
Mudla Universitesi/ Bilgisayar Miih. Bélimii kullenimake=dr

ARP,DHCP vb servisler ne olacak?? ene
ND Paketlerinin Hedef Adresi Ne Olacak Peki?

AKADEMIK BILISIM 2011 / INONU UNIVERSITESI
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Dinamik IPv6 Adresi Atanmasi

ICMPv6 Type 134 (Router Advertisement)

*M=0 : istemci adresini kendisi olusturuyor. (Stateless) ??
*M=1 : istemci DHCP’den 6greniyor. (Statefull)

*0=0 : Istemci diger bilgileri elle giriyor. (DNS, WINS, vb.)
*0=1 : istemci diger bilgileri DHCP sunucusundan dgreniyor.
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Dinamik Stateless IPv6 Adresi Atanmasi

e
=
ICMPv6 Type 134 (Router Advertisement)
Adresin Network kismi: 2001:298:8000:5::/64
MAC Adresi: 00| 90|27 |17 | FC | OF
Adresin Host Kismi: 02 | 90
(EUI-64)

0290:27 17:FCOF
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Dinamik Stateless IPv6 Adresi Atanmasi

???

CAFE

&

OFISTE

IP: 2001:FACE:2000:2::DAD

s Takip edilebilir!

IP: 2001:A98:8000:5::DAD
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Dinamik Stateless IPv6 Adresi Atama

Temporary Address

RFC 4941 : MD5 Kullanilarak rastlansal IPv6 adresinin tlretilmesi
(Privacy Extensions for Stateless Address Autoconfiguration in IPv6)

o0

Sonuc: Takip edilemez!

NE?? TAKIP EDILEMEZ MI?
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Stateful:DHCP

Hedef IPv6: FF02::13 UDP547

Hedef IPv6: LinkLocal Adres UDP546

DHCPv6 Client

Repl
ply 6 DHCPV(? Server

Request ‘

— > ELH-

Advertise -'
Solicit

—> 0

—ut O
-

RA with ‘O’ and/or ‘M’ bit set
Hedef: FF02::1

Neden FF02::13’e soruyor da FF02::1'de sormuyor?

Mayis 2011
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HANGI MAC ADRESI HANGI IPv6 ADRESINI
ALMIS?

1. DHCP SUNUCUSUNUN LOGU
STATIK IP ADRESI ALMISSA?

2. YONLENDIRICININ NEIGHBOR TABLOSUNUN
LOGLANMASI
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REKLAMLAR

Guvenlik Amach SNMP Walk
ile Merkezi Loglama Yazilimi

Gokhan AKIN
iTU/BIDB Ag Grubu Baskani - ULAK/CSIRT

Ugur SEZER
ITU Telekomiinikasyon Miihendisligi

4}"1‘%‘ L) " L]
@) [TU/BIDB

\

Bilgi islem Daire Bagkanhf

http://www.walkbee.com
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! WalkBee SHMP 1.0

Doswa  Avarlat  Yardim

REKLAMLAR

BT

Log Klasdrd: Clusturldu

Snrmpwealk Sorgus: Durdurilcu!

wialkbee Web Sunucusu Dururmu: Calisyor.,,  Zaman Periyodu; 15 dakika

Cihazin Gzellikleri

Cihazin izmi;

IP &dresi | 10,005

&2 WEB SUNUCUSU

GUMUISSLYL

Host Mame
UMY
MACKS
TUZLA,
THSKISLA
GGEMEL_MUDILR.

Community: | SEIMP_Anahtaris

Hosk TP
10.0.0.5
10.0.0.4
10.0.0.3
10.0.0.2
10.0.0.1

Temel Geelikler

Port numaras;; 2222
Default © Herkes bu "Web stnucusuna’ erigebilr!
Web sunucusu yalnizca "Log Klastrine” erigime izin verir!

Sunucuyu CalistirDurdur

Yanlizca Kaytth Istemcilerin Sunucuya Badlanmasina Tein Yer

Client Ip

Istemeiyi Kaydst
Secil fstemeiyi Si

Mayis 2011
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Carmmunity QID Status
SHMP_Anahtaris 1.36.1.214.22.1.2 @
SMMP_anahtarid 13612142212 @
SMMP_anahtariz 13612142212 @
SMMP_anahtariz 13612142212 @
SMMP_anahtari 1.73.6.1.2.1.4.22.1.2 @

) Mozilla Firefox EEx
Fie Edt vew Hgory Bockmarks Incls Help
6 A (et | hitpii)127.0.0.1:2222)12.12,2009/12.12.2009_12.57.34.txt] AL B F

[ Most visted 4 Getting Started |5 AGCIVIZ NET

[ http://127.0.0.1:2...009_12.5734.tut/ | + -

GenelMudur (10.
GenelHudur (10
GenelHudur (10
GenelMudur (10
GenelMudur (10
GenelMudur (10
GenelMudur (10
GenelMudur (10
GenelMudur (10.
GenelMudur (10.

1) Object ID: 160.75.126.1 STRING: 00 03 a0 89 19 00
1) Object ID: 160.75.126.2 STRING: 00 Of 23 be 20 00
1) Object ID: 160.75.126.3 STRING: 00 Of 35 75 Ze 40
1) Object ID: 160.75.126.6 STRING: 00 Od 56 6f e= 14
Object ID: 160.75.126.13 STRING: 00 50 Ob 50 £f 48
1) Object ID: 160.75.126.14 STRING: 00 Of 35 75 22 40
1) Object ID: 160.75.1.2 STRING: 00 Of 35 75 Ob 32

1) Object ID: 160.75.1.101 STRING: 00 15 5d 02 23 84
1) Object ID: 160.75.1.102 STRING: 00 15 5d 02 24 90
1) Object ID: 160.75.1.115 STRING: 00 30 94 96 43 c0

ioooooooooo
ioooooooooo
=

) Hozilla Firefox

Fle Edt Wew Hstory Bookmarks Took el

6 B C far [ hemyiizr.0.0.1:2222 status b R B J:

51 Most visked b Getting Started 5| AGCIYIZMNET

] http://127.0.0.1:2222/status.html/ + -

ARP Tablosundaki Kayit
Sayisi

‘ Cihazin Tsmi ‘ ® ‘ om Cihaza En Son Ulasilan

GENEL_MUDUE. 10.0.0.1 13612142212 5288 12.12.2009_13:30:44
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WALKBEE V1.2(beta)

“» WalkBee SNMP V1.2 (=5l
Dosya Ayarlar Yardim ‘
Ej] t’# ) Log Klasoru: & Snmpwalk Sorgusu: . Walkbee Web Sunucusu Durumu: =] Zaman Periyodu: 15 dzkikz
Cihazin ismi IP Adresi Community CQID Durum MD5
MASLAK 10.0.0.1 PAROLA 1.3.6.1.2.1.4.22.1.2 ﬂ Obc2fo0f73cB8...
Cihazin ozellikleri
Cihazin ismi:  pASLAK
IP Adresic 10.0.0.1
Community: PAROLA
OD: 13512142212 «
MDS: 828c34afbaci14937e44
. CihaziTabloya Kavdet | X
| Secili Cihazi Tab| Parameter.properties - Motepad EI@

WALKBEE 1.2
{ i
S = R
’ﬁ’% Pratik SMMP va
Gr‘?/ &

Log Klasoru: C:'\Program FilesiWalkbe]

File Edit Format View Help

ULAKNET_IPS = 193.140.83.0,193.140.94.0,193.140.100.0,127.0.0.0

m

NAME_OF_UNIVERSITY=ISTANBUL TEKNIK UNIVERSITESI

MD5_VALUE_OF_UNIVERSITY=dghyudw776we6sdthjsdf

—

Mayis 2011

<?xml version='1.0"7
<UCLAR><UC><MD5>dghyudw776websdfhjsdf</MD5><ADI>ISTANBUL
TEKNIKUNIVERSITESI</ADI}<CIHAZ_SAYISI}12UUU</CIHA2_SAYISI}</UC}
<UC><MD5>0bc2T90f73¢c8828¢c34a6b9cfl4937e44</MD5> <id>1348</id> :
<adi>Maslak Kampusu</adi> <RRD_URL>WALKBEE</RRD_URL>
<cihaz_sayisi>12000</cihaz_sayisi></uc>
</UCLAR>
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IPv6 Neighbor Table

GENELMUDUR#sh ipv6 neighbors

2001:A98:8000:200:885F:283:7105:DA41 199 7071.bc9b.aal6 STALE VI60
2001:A98:8000:200:443:AC98:A9F5:6BC 87 88ae.1d71.8870 STALE VI60
2001:A98:8000:200:84B0:6672:3D0E:835A 138 0026.6¢80.39¢c3 STALE VI60
2001:A98:8000:200:CCDO:34E8:AA11:C1A1 92 0030.9535.2024 STALE VI60
2001:A98:8000:200:612D:2DE3:BF3A:D47A 75 001d.924e.6964 STALE VI60
2001:A98:8000:200:C4D:70DA:FBEE:AAFB 83 0026.6c4e.f343 STALE VI60
2001:A98:8000:200:CD5:5192:6E4F:B6B0 80 0003.0df4.939c STALE VI60
2001:A98:8000:200:99F3:2B7:EO5F:2AF 183 001c.232¢.09c0 STALE VI60
2001:A98:8000:200:ECAD:2E8B:B4C3:4D48 50 001d.7d9a.d8fe STALE VI60
2001:A98:8000:200:4015:COFE:1D03:F14B 114 001e.3381.4247 STALE VI60
2001:A98:8000:200:CC5B:465:2274:291 145 001b.3835.a7d3 STALE VI60
2001:A98:8000:200:7CA8:C0B6:A520:A4EF 218 0026.2d5c.d048 STALE VI60
2001:A98:8000:200:D4CE:9A4E:E018:E448 129 0026.2d6e.25bc STALE VI60
2001:A98:8000:200:A4B1:F5CB:6C5B:64F6 29 001e.33c5.a4bd STALE VI6O0
2001:A98:8000:200:BDF1:B19B:F153:22F5 19 0023.8ble.cd80 STALE VI60
2001:A98:8000:200:30B8:DE27:8F21:F47E 26 0022.1539.ef32 STALE VI60
2001:A98:8000:200:25B0:45F1:FEDA:4A62 46 0026.2d98.a2ea STALE VI60
2001:A98:8000:200:151D:3A4F:CA90:493D 0 bcae.c59d.7478 REACH VI60
2001:A98:8000:200:A920:DC63:F23D:6680 215 206a.8a22.73bc STALE VI60
2001:A98:8000:200:EC96:583:B059:DOBC 156 001b.24f4.e506 STALE VI60

Mayis 2011 V. Ulaknet Calistayi
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Captive Portal Cozumleri

- PFSense su anda destek yok! Version 2.1 gelecekmis.
(kaynak: html://doc.pfsence.org)

- Monowall destek yok!
- Pepper Spot (ChilliSpot temel) destek var.

Captive portal %100 gtivenlik deqildir!

- Bir kisi IP ve MAC adresini degistirerek baskasi adina
networke dahil olabilir!

- Eduroam yapisinda kullaniimasi istenmiyor.
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IPv6 ve Kullanici Takibi

1- Kullanici adi bazl tespit

2- Kullanicinin aga dahil oldugu yerin belirlenmesi ile
tespiti
a- MAC Adresi Glvenligi ile Yerin Belirlenmesi
b- DHCP Snooping ve Option 82 bilgisi ile yerin
belirlenmesi
c- IP Adresi Erisim Kontrol Listesi ile Takip

(Switch bazli ¢c6zimler)
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Popller Switch Markalari ve IPv6 Destegi

RFC +RFC 768 - UDP +RFC 1901 - SNMP v2C
Compliance +RFC 783 -TFTP +RFC 1902-1907 - SNMP v2
*RFC791-1P +RFC 1981 - Maximum
+RFC 792 - ICMP Tr_ansmlsswnn Unit (MTU) Path
RFC 793 -TCP Discovery IPvE

e
+RFC 854 - Telnet B

~RFC 051 - Bootstrap Protocal *RFC 2138 - RADIUS

(BOOTP) “RFC 2233 - IFMIBv3
«RFC 959 - FTP “RFC 2373 - IPV6 Aggregatable
“RFC 1112 - IP Multicast and IGUP Addrs

*RFC 1157 - SMNMP v1 .;Eg 2:237:22 Neighb
. A . - eighbor
RFC 1166 - IP Addresses Discovery

*RFC 1256 - Internet Control Message
Protocol (ICMP) Router Discavery

*RFC 1305 - NTP

*RFC 1492 - TACACS+

*RFC 1493 - Bridge MIB

*RFC 1542 - BOOTP extensions
*RFC 16432 - Ethernet Interface MIB
*RFC 1757 - RMON

+RFC 2462 - IPv6 Autoconfiguration
+RFC 2463 - ICMP IPvG

+RFC 2474 - Differentiated Services
(DiffServ) Precedence

+RFC 2597 - Assured Forwarding
+ RFC 2598 - Expedited Forwarding
*RFC 2571 - SNMP Management

+RFC 3046 - DHCP Relay Agent
Information Option

*RFC 3376 - IGMP v3

PH PROCIRCLE +RFC 3580 - 802.1X RADIUS

Connectivity

+ 10 Gbps Ethernet connectivity — up to four optional and flexible 10-Gigabit ports (CX4 andior SFP+), with optional interconnect kit for sho-distance connectivity

+« |Pv—
o |Pv6 host — allows the switches to be managed and deployed at the edge of IPvG networks

o Dual stack (IPvd/IPv6) — provides transition mechanism from IPvd to IPvE; supports connectivity for both protocols
o MLD snooping — forwards |IPvG multicast traffic to the appropriate interface; prevents IPvG multicast traffic from flooding the netwark

[ IPVe | Yes [ NS5 ]

BTEL-LUCY I["\'ﬁ neighbor , Ves N/S
discovery, ICMPV6

IPV6 MLD Yes | N/S
IPV6 neighbor .

discovery,ICMPV6 Yes N'S
IPV6 static routing Yes N/S
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IPV6 VE KULLANICI TAKIBI

2- Kullanicinin aga dahil oldugu yerin belirlenmesi ile tespiti
a- MAC Adresi Glivenligi ile Yerin Belirlenmesi

- |IPv6’dan bagimsiz oldugu icin sorunsuz olarak
kullanilabilir.

-  MAC Adresi degistirilebildigi icin kesin glivenlik tabiki
saglayamaz.

- Uygulamasi zordur.
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IPV6 VE KULLANICI TAKIBI

2- Kullanicinin aga dahil oldugu yerin belirlenmesi ile tespiti
b- DHCP Snooping ve Option 82 bilgisi ile yerin
belirlenmesi

- Bu 6zellik henliz desteklenmiyor.

- Daha kotusi sahte DHCP sunucu atagina ¢cozimde bu
sebepten yok.
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IPV6 VE KULLANICI TAKIBI

2- Kullanicinin aga dahil oldugu yerin belirlenmesi ile tespiti
c- IP Adresi Erisim Kontrol Listesi ile Takip

- Destekleyen trun az ve pahali
- ITU’de IPv4 icin yaygin kullandigimiz ¢dziim.
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SONUC

- 802.1x iyi bir c6zim olarak gozikmekte.
Kablolu erisim icin Windows istemcilerde bu ozellik
varsayilanda kapali ve harici bir yazilim kurulumu sart.

- MAC adresi bazl glivenlik.
Uygulamasi ve devamliligi cok zor bir sistem.

- Captive Portal
HenlUz destegi az, bir alternatif olabilir. Ancak kesin bir
gluvenlik saglamiyor.

- Ikinci Katman ataklarina karsi
-Sahte DHCP sunucusu
- ND zehirlemesi Henlz gorunen bir ¢6zim yok.
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YANi GECMEYELIM Mi IPv6 YA?

Do you have a problem in your life? % No.

Then don't worry.

-
Yes.

MNo.

A 4

Can you do something about it? ) Yes.
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TESEKKURLER

Sorular ??

Sunuma ulasilabilecek adresler:
-- http://web.itu.edu.tr/akingok
-- http://www.gokhanakin.net
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