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Giris

Kurumsal ag — kampus aglan
- Farkl kullanici profilleri
- Farkli ihtiyaclar

Hedef: Kisith bant genisliginin etkin kullaniimasi

NET Galigtay: / Isparta SDU



ampus Aginin Tanimlanmasi
Sistem Bilgilerinin Cozumlenmesi
Kisitlama/duzenlemelerin uygulanmasi

NET Galigtay: / Isparta SDU



51NN Tanimlanmasi

t aglar (subnet)
Bilgisayar Sayisi

Bant Genisligi (Bandwidth)
Trafik Profili

Kullanici Profili
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Sistem Bilgilerinin Cozimlenmesi

» Bant genisligi ihtiyaclarinin belirlenmesi

 Trafik profili incelenerek kurumun amacina uygun
trafik tanimlanmalidir. Ornegin:

— YUKSEK ONCELIK: Kurumun asil dncelikli trafigi
» Or: hastane SGK erisimi

— ORTA DERECE ONCELIK:
e Or: http web

— DUSUK ONCELIK: istenmeyen Trafik
 Or: P2P
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ilerinin Coziimlenmesi-

lama Diizenleme Zamaninin belirlenmesi. Orn
— Haftaici
* Mesai ici
* Mesai digl
— Hafta Sonu
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KRAL-7600 - Traffic - Fa4/11 - ULAKNET 1

bits per second

0
vied 16:00 Wed 20:00 Thu 00:00 Thu 04:00 Thu 08:00 Thu 12:00

From 10/02/2010 15:26:26 To 11/02/2010 15:26:26

M Inbound Current: 97.23 M Average: 51.37 M Maximum: 101.01 M
B Outbound Current: 17.72 M Average: 15.50 M Maximum: 38.26 M

KRAL-7600 - Traffic - Fa4/12 - ULAKNET 2

bits per second

vied 16:00 Wed 20:00 Thu 00:00 Thu 04:00 Thu 08:00 Thu 12:00
From 10/062/2010 15:26:26 To 11/02/2010 15:26:26

M Inbound Current: 97.32 M Average: 79.15 M Maximum: 100.95 M
5

B Outbound Current: .28 M Average: 14,90 M Maximum: 51.13 M

———— 220 e
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Kisitlama/Diizenleme

— Traffic shaping ile uygulama/ alt ag / host bazli
bant genisliginin ayarlanmasi

— |hlal yaratan kullanicilarin belirlenmesi ve
olusturulacak bir karantina grubuna alinmasi -
kisitlanmasi
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lizenleme-2

vb. protokollerin
amamen engellenmesi
Mesal saatlerinde tamamen engellenmesi

Mesal saatlerinde/sonrasinda
Istenilen bant genisligine sikigtiriimasi.
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Cozumler

1- Internet Cikis Noktasinda Kullanilabilecek Urtinler
(Acik Kaynak Uygulama Islenen Ornegi: PFSENSE)

2- Proxy Sunuculari

3- Ag Altyapisi Cihazlan ile yapilabilecek Uygulama (Islenen
Ornegi: Cisco cihazlari)
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PFSENSE Coziimii

Pfsense ozellestirilmis bir FreeBsd dagitimidir.

Esas olarak guvenlik duvari ve router olarak calismak
uzere tasarlanmistir.

IDS, Antivirus Gateway, Squid Proxy, ntop, trafik
sekillendirme ve Vpn gibi yaziimlar ekstra modul olarak
eklenebilir.
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PFSENSE’in Ozellikleri

1. L7 filtrelemede application pattern girebilir ve bu sayede dagitimin
desteklemedigi patternler icin paket filtreleme ozelligini kullanir,

2. Grafik arayuzunun basitligi sayesinde kullanici isterse ekstra moduller
kurabilir.

3. Kurulabilecek modiuiller arasinda IDS, Antivirus Gateway, Squid Proxy, ntop, trafik
sekillendirme ve Vpn gibi yazihmlar sayilabilir.

4. Modulleri web arayuzden aktive edebilir yada deaktive edebilirsiniz.

5. Yuksek boyutlu disklere kurulumu sirasinda diski gormeme gibi sorunlar
yasamazsiniz.

6. Diger Linux dagitimlanndaki gibi kurulum sirasinda grafik kartinin
taninmamasi gibi bir sorun ile ugragsmak zorunda kalmazsiniz.

7. Vlan destegi vardir.

8. Birden fazla Wan ve Lan arayuzunu destekler.

9. NAT, CARP, Load Balance, Packet Capture ve Bogon networkleri tamima
ozellikleri ayrica bulunmaktadir.
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Firewall Arayuzu

Firewall: Rules

Floating

O pass £3 block el 0y
1 pass (disahled) 1 hlack (disablerd) reeject {disabled) 10 by (disabled)

Hint:
Rules are evaluated on a first-match basis (i e, the action of the first ruke to match & packst wil be exected). Ths means that T you use
block rukes, you'll have to pay attention to the rule order, Everything that isnt explcitly passed is bocked by defauk,




rallarin Belirlenme

“irewall: 1rarmic Sshaper: Layer/
By Interface By Queue  Limiter RF 7Ix]

() wizard Enable/Disable E]_ Enable/Disable layer7 Container

webLim Name block_p2p

Basivyes ., Block P2P traffic
You may enter a description here for your reference (not parsed).

misc

@Creataml?rulesgm.p

Structure

bittorrent IE Iu:tio; E blggkima
gnutela [wllaction ] block (] (0@
edonkey (se) action (x| block  [w] (8
soribada v! action v block BN
napster [selaction (] block  [w] (¥
Fasttrack. vl action w] block ||
L




arin Arayuze UygL

none [w|f nane v

Chonse the Out quaus/Virtual interface only if you have selected In koo,

The Out selection is applied to traffic going out the interface the rule is created, In is the incoming one,

If you are creating a rule on the Floating tab if the direction is In then the same rules apply, if the direction is out the
selections are reverted Out is for incomring and In is for outgoeing and if you do not select any drection use only the In
since the Out selection does not make sense in there to prevent oddities.

none | w|/ none el

Choose the Acknowledge Queue only if you have selected Queue,

block_p2p (x|
Choose a Layer7 container to apply application protocol inspection rules. This rule are valid for tcp and udp protecols for
Now.,

R Layer7 block P2P

You may enter a description here for your reference,

|_save || Cancel |

IABLER. @ 82010701 540 171 O

» .




Trafik Sekillenmesi

Peer to Peer networking

pfSense Traffic Shaper Wizard

Lower priority of Peer-to-Peer traffic
Enable:  This will lower the priority of P2P traffic below all other traffic. Please check the
itemns that you would like to priotitize lower than normal traffic,

MNext
p2pCatchall: [ when enabled, all uncategorized traffic is fed to the p2p queue.
Bandwidth: e X,

The limit you want to apply.

Enable/Disable specific P2P protocols

Aimster: [] aimster and other P2P using the Aimster protocol and ports

BitTorrent: Bittorrent and other P2P using the Torrent protocol and ports

BuddyShare: [ BuddyShare and other P2P using the BuddyShare protocol and ports

CuteMX: [J cutemx and other P2P using the CuteMx pratocol and parts

DCplusplus: DC++ and other P2P using the DC++ protocol and ports

DCC: [ irc DCC file transfers
DirectConnect: DirectConnect and other P2P using the DirectConnect protocol and ports
DirectFileExpress: [] pirectFileExpress and other P2P using the DirectFileExpress protocal and ports

eDonkey2000: eDonkey and other P2P using the eDonkey protocol and ports
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Limitleme Uygulan

Enable/Disable [¥] Enable/Disable layer7 Container.
|

: a
Description %, web Limiter
‘You may enter a description here for your reference (not parsed).

webLim

Structure  Behaviour
¥ | limi vk L_i[']=2_m.§__:® @
[s] [limiter [s]  tweb ] o
v] limiter (] web  [w] (&
[ limiter (] [others  [se] (&




Pattern’lerin Yuk

Layer7: Add péttern

You can upload new patterns to your system!

Note: The patterns won't be verified and if they already exist, they will be replaced!

Use it at your own risk!

File to upload:




Cisco Cihazlarda Bant Genisligi Yonetimi
Teknikleri

Cisco yonlendirici ve anahtar cihazlarinda bant genisligi
yonetimi iki farkli metot ile gerceklestirilebiliyor:

1- Traffic Shaping (Trafik Sekilleme)

2- Traffic Policing(Trafik Sinirlandiriimasi)
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Traffic Shaping (Trafik Sekilleme)

Shaping é
q.... TrafficRate
Time Time Kaynak: www.cisco.com

“Traffic Shaping” tekniginde belirlenen limiti asan trafik
yonlendiricin tampon belliginde tutulur ve akisin
surekli ayni bant genisliginde kalmasi saglanacak
sekilde bant genisliginin akisina izin verilir.

Yaygin olarak Frame-Relay, ATM gibi birbirinden farkli
hizlar ile baglanti saglanabilen WAN linklerinde
kullaniimaktadir.
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Traffic Policing (Trafik Sinirlandirilmasi)

Kaynak: www.cisco.com

“Traffic Policing” metodunda belirlenen bant genisligi
miktarnnin ustundeki trafik ya ¢cope atilir (drop) yada bu
trafigin IP basliginda bulunan ToS kismindaki paket
onceligini belirleyen sayi degerleri degistirilir.
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Traffic Policing Teknikleri

1- Aggregate Policing:

Bu teknik bir grup kullanicinin tamami icin toplam bir
ust sinir belirlemekte kullaniirr.

2- Microflow Policing:

Bir trafik akisina (flow) bant genisligi sinirlamasi
uygulanabilir. Dogru bir yapilandirma ile bir kullanicinin
anlik erisebilecegi bant genisligi ust siniri belirlenebilir.
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Aggregate Policing Turleri

1- Per-interface aggregate policing (arayuz bazh)

Arayuz bazli aggregate policer uygulandigi her arayuz
Icin ayri ayri sinirlandirma yapar.

2- Named aggregate policing (isimlendirilmis)

Isimlendirilmis aggregate policer ise uygulandigi tiim
arayuzlerdeki trafigin toplamina sinirlandirma getirir.
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Per-interface Aggregate Policing

Konfigurasyon adimlari:

1- Erisim kontrol listeleri ile trafik tarif edilip bir trafik
sinifi olusturulur. (Class-map)

(ornek: kaynak IP adresi 10.0.0.1 olan gibi)

2- Olusturulan sinifa uygulanacak bant genisiligi
politikasi belirlenir. (Policy-map)
(ornek: kullanicilar maksimum 10Mb kullanabilsin.)

3- Bu politika ilgili interface’e giren veya cikan trafige
uygulanir.

IV. ULAKNET Calistayi / Isparta SDU



erface Aggregate

Personel Grubu
Butun gruba toplam : 60 Mbit

10.0.0.0/24 Internet




ol Listeleri ile Trafigin Tarifi

(config)#mls gos

O(config)#access-list 160 permit ip any 10.0.0.0
0.0.0.255

00(config)#class-map 60Mb_ Sinifi
00(config-cmap)#match access-group 160




Politikanin Belirlenmesi ve Uygulanmasi

6500(config)# policy-map 60Mb_toplam
6500(config-pmap)# class 60Mb_Sinifi
6500(config-pmap-c)# police 60000000
6500(config-pmap-c)# exit
6500(config-pmap)# exit

6500(config)# interface gigabit 2/1
6500(config-if)# service-policy input 60Mb_toplam

Not: L3 Interface’ine giren ve ¢ikan trafige (Input
ve Output) uygulanabillir.
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Nicroflow Poli

10.0.0.0/24 Personel Grubu

Kisi basina: 1 Mbit

N
S

-

3‘-" gigabitethernet 1/1
VL i

Internet

Misafir Grubu
Kisi basina: 512 Kbit
Butun gruba: 50Mbit




Erisim Kontrol Listeleri ile Trafigin Tarifi

6500(config)# access-list 101 permit ip any 10.0.0.0 0.0.0.255

| Personel sinifinin tanimlanmasi
6500(config)# class-map personel_sinifi
6500(config-cmap)# match access-group 101
6500(config-cmap)# exit
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Erisim Kontrol Listeleri ile Trafigin Tarifi - 2

6500(config)# access-list 102 permit ip any 20.0.0.0 0.0.0.255

| Misafir sinifinin tanimlanmasi

6500(config)# class-map misafir_sinifi
6500(config-cmap)# match access-group 102
6500(config-cmap)# exit
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Politikanin Belirlenmesi ve Uygulanmasi

6500(config)# policy-map Personel Misafir_sinirla
6500(config-pmap)# class personel_sinifi
6500(config-pmap-c)# police flow mask dest-only 1024000
256000 conform-action transmit exceed-action drop
6500(config-pmap-c)# exit

6500(config-pmap)# class misafir_sinifi
6500(config-pmap-c)# police flow mask dest-only 512000
128000 conform-action transmit exceed-action drop
6500(config-pmap-c)# police 50000000
6500(config-pmap-c)# exit
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nin Belirlenmesi ve Uy

O(config)# interface gigabitEthernet 1/1
O(config-if)# service-policy input Personel Misafir_s

. Sadece interface’e giren trafige (input) uygulanabi




Bagl Bant Geni

10.0.0.0/24 Personel Grubu
Mesai saatleri icinde

@' .. kisi basina: 1 Mbit
Q\vg‘lﬂ gigabitethernet 1/1

>

Internet

Misafir Grubu
Kisi basina: 512 Kbit
Butluin gruba: 50Mbit




Zaman Araligi Belirtilmesi

1- Periyodik tekrar eden zaman aralig tarifi:

Router(config)# time-range time_range_name
Router(config-time)# periodic [istenen gunler] [hh:mm] to [hh:mm)]
Monday, Tuesday, Wednesday, Thursday, Friday, Saturday ,
Sunday, Daily (hergun), Weekdays (haftaici), Weekend (hafta sonu)

2- Sadece belirli tarih igin:

Router(config)# time-range time_range_name
Router(config-time)# absolute [Baglangi¢ saat-dakika-saniye-gun-
ay-yil] [bitis saat-dakika-saniye-gun- ay-yil]
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Erisim kural listesine zaman araliginin
tanimlanmasi

Mesai saatleri araliginin tarifi:

Router(config)# time-range mesal

Router(config-time-range)# periodic weekdays 09:00 to
18:00

Router(config-time-range)# exit

Router(config)# access-list 101 permit ip any 10.0.0.0
0.0.0.255 time-range mesai
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Uygulamanin Belirtilmesi

1- Port numarasi belirterek:
Router(config)# access-list 101 permit tcp 10.0.0.0 0.0.0.255
eg 80 any time-range mesai

2- Protokol analizi yaparak: Yonlendiricilerde NBAR ozelligi ile
gerceklestirilebilir.

Router(config)# class-map match-any WEB _TRAFIGI

Router (config-cmap)#match protocol http

Detay : P2P Engellemek icin QoS ile Cisco NBAR Kullaniimasi
http:/www?2.itu.edu.tr/~akingok/etkinlikler.php
(Akademik Bilisim 2006)
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Reklamlar-2
AGCIYIZ.NET

NETWOR KONTHOL ALTINDA

20 SNMP v3 (Bokim2)

MY .
'

18 SNMP v3 (Bolum1)
MAY 2 x e .

Agciyiz.net
Ag Yonetimi Blogu

http://www.agciyiz.net
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Reklamlar-3

: =2 X
Dosya Ayarlar Yardim
;] \‘y | Log Klasgriy: Ohstu Snmpwalk Sorgusu! Durdundcul  Walkbee Web Sunucusu Durumu; sl Zaman Periyodu:
Host Name Host IP Coenmunity OID Status
GUMUISSUYU 10.0.0.5 SNMP_Anahtans 1,3.6.1.2.1.4.22.1.2
Cihazin Ozelllkeri MACKA 10.0.0.4 SNMP_Anahtari4 1,3.6.1.2,1.4.22.1.2
ey TUZLA 10.0.0.3 SNMP_Anahtan3 1,3.6.1.2,1.4.22.1.2
[ 8 ~ ST
vinaze lsmt | GUMUSSUYU TASKISLA 10.0.0.2 SHMP_Anahtari2 1.3.6.1.2.1.4.22.1.2
GENEL_MUDUR 10.0.0.1 SHMP_Anahtari 1,3.6.1.2.1.4.22.1.2

P Adrest [10.0.0.5

Community: | SNMP_Anahtans

T —

“WALKBEE” SNMPWalk Yazilimi
http://www.walkbee.com

Walkbee ile merkez L3 cihazlarinin ARP tablolarini
cok kolay kayit altina alabilirsiniz.

Walkbee hakkindaki sunum igin:
http://web.itu.edu.tr/akingok/inettrO9/quvenlik amacli walkbee vazilimi sunumu.pdf

Walkbee hakkinda makale igin:
http://web.itu.edu.tr/akingok/inettrO9/quvenlik amacli walkbee vyazilimi.pdf
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Tesekkurler.

Sunum ve Dokiimanlar igin:

http://csirt.ulakbim.gov.tr/dokumanlar



http://csirt.ulakbim.gov.tr/dokumanlar

