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Tunnel adapter Automatic Twnneling Psewdo-Interface:

Connection—specific DMS Suffix . harici.itu.edu.tr

IR Addyess.. % o 3 & o0 2 2 2 = a2 feBB::Sefe:168.75.126.38:2

Default Gateway . . . . . . . . .
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Source Destingtion Protocol
1 0. 000000 160.73.126. 38 160.75.2.20 standard :
2 0.002777 160.75.2.20 160.75.126. 38 standard guery response, No such name
3 0.005693 160.75.126.38 160.75.2.4 Name query NB ISATAP<0O=

# Frame 1 (B4 bytes on wire, 84 bytes captured)

E Ethernet II, Src: PhilipsCc_44:4e:1d (00:05:4e:44:4e:1d), Dst: Cisco 50:2B:48 (00:50:0b:50:2B8:48)
& Internet Protocol, Src: 160.75.126.38 (160.75.126.38), Dst: 160.75.2.20 (160.75.2.20)

¥ User Datagram Protocol, Src Port: 1594 (1594), Dst Port: domain (53)

= Domain Mame System (guery)

Transaction ID: Ox0662
# Flags: 0Ox01l00 (standard query)
Questions: 1
Answer RRs: O
authority RRs: O
additional RRs: O
= Queries
= isatap.harici.itu.edu.tr: type A, class IN
Mame: isatap.harici.itu.edu.tr
Type: A {(Host address)
Class: IN {(0x0001)
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ISATAP Ag:










Tunnel adapter 6tod Tunneling Pseudo—-Interface:

Connection—specific DMS Suffix . :© harici.itu.edn.tr
IP fAiddress. . . . . . . . . . . . = 2882:a@4b:7e26::aB4b:7e2b
Default Gateway . . . . . . . . . = 2882:cB58:6301::cBA58:6381




(i Frame 1 (114 bytes on w1re, 114 bytes capturedj
i1 Ethernet IT, Src: HewlettP_4f:e0:90 (00:15:60:4f:20:90), Dst: Cisco_75:0b:4a (00:0F:35:75 :0b:4a)

Eﬂ Internet Prntecn1 Src 16D ?5 5 128 (1ED ?5 5 128} Dst 16G ?5 ?3 19D (16D ?5 ?3 1BOJ
Version: 4

‘Header Tength: 20 bytes

[ Differentiated Services Field: Ox00 (DSCP 0xD0: Default; ECHN: 0x00)
‘Total Length: 100 ) )
Tdentification: Oxcich (50123)
 Flags: Ox00
;Fragment Dttset 0
Time to Tiwve: 128

: 1A0.75.5.128 (1h0.r5.5.128)

‘Destination: 160.75.73. IQU'(TG&.?gf?E.iQHj
Eﬂ Internet Protocol Version 6

Wersion: &

Traffic class: Ox00

Flowlabel: 0x00000

FPeaneH"TengtH“”4ﬁ

HNext header: ICMPvE {Ox3a)

‘Hop Timit: 128

Source address: 2002:a04b:580::al4b 580

Destination address: 2002:a04b:4%be::a04b:49be
=i Internet Contral Message PrDtDca] vﬁ

Type: 128 (Echn request)

: 0

Checksum: Ox7529 [correct]

;ID o000

fﬂequence Ox0021

‘Data (32 hytes)










Saurce Destination Protocol  Info

1 0.000000 160.75.126. 38 160.75.2.20 DNS standard guery A 6tod.ipve.microsoft.com
2 0.002736 160.75.2.20 160,75,126, 38 Standard response A 192.88.99.1

B Internet Protocol, Src: 160.75.2.20 (160.75.2.20), Dst: 160.75.126.38 (160.75.126.38)
F User Datagram Protocol, Src Port: domain (53), Dst Port: 1594 (1594)
= Domain Name System (response)
Transaction ID: Oxeadd
# Flags: 0OxB180 (5tandard query response, No error)
Questions: 1

Answer RRs: 1
Authority RRs: 0
Additional RRs: O
F Queries
B Answers
E 6tod.ipve.microsoft.com: type A, class IN, addr 192.88.99.1
Mame: 6to4.ipve.microsoft.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 43 minutes, 4 seconds
pata length: 4




IPv4 Ag

6tod Ag

Tunnel adapter 6tod Tunneling Pseudo—Interface:

Connection—specific DNS Suffix . : harici.itu.edu.tr
IP Address. . . . . . . . . - . . = 2002:aB4b:7e26::aB4h:7e2b
Default Gateway . . . . . . - . . = 2882:cB58:6301::cA58:6301




1.-3 ohF | & Public 6to4 relay routers

If you wish to add. correct or remove entries from this list, please send me mail

Global

Name Location Bandwidth Contact Notes

2002:c058: 6301 Global ala n/a See RFC-3068. This is an anycast address for the closest relay router
. North America : -
Name Location Bandwidth Contact Notes
icrosoft Redmond, WA? /- 7 Microsoft Open
San Jose / Sprint? 100 mbps  Cisco By request, please. See also Cisco's IPv6 Page

\ Location Bandwidth Contact ' Notes
6tod ipv6 aametnetau  Sydney. Australia 100 mbps AARNET NOC Open. Australia (or vicinity) only
kddilab 6tod jp Tokyo, Japan /7 100 mbps  kddilab Open
6tod ipv6 ascc net Taipei. Taiwan / ? 100 mbps  Academia Sinica Computing Center Open / Experimental

6tod ipng unix.za net Cape Town, South Africa / 7 48mbps Univ. of Cape Town Open
Europe

. Name Location Bandwidth Contact
6tod ipv6.bt.com Adastral Park, UK / ? 10mbps  Stuart Prevost
skbys-00-00.6to4 xs26 net Banska Bystrica, Slovakia 34 mbps  Access to Six
6todipv.unicleipzig.de  Leipzig, Germany 100 mbps  Uswe

6tod ipv6 fh-regensburg de Regensburg, Germany 34mbps Hubert Fevrer
















IPv4 Internet

IPVv6 Internet







The Teredo Protocol:

Tunneling Past Network Security
and Other Security Implications
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Tesekkurler

www?2.itu.edu.tr/~akingok

Kaynaklar:
www.microsoft.com/ipv6
WWW.Cisco.com/go/ipv6
www.symantec.com/avcenter/ reference/Teredo_Security.pdf, Symantec Corp
Karlsson B. ‘Implementing IPv6 Networks’ Cisco Press
RFC 4214, 3056, 4380




