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ACS’ye HTTP lizerinden baglanmak
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Install ACS Certificate

ACS Certification Authority Setup
Edit Certificate Trust List

Certificate Revocation ts
Generate Certificate Signing Request
Generate Self-Signed Certificate

Install ACS Certificate

Select to install a certificate from Windows certificate storage or from a file.

Back to Top

ACS Certification Authority Setup

Select to add a third-party CA certificate into the ACS CA certificates list

Back to Top

Edit Certificate Trust List

“fou can specify which third-party certificate authorities (CAs) ACS should trust when

authenticating users with cerificate-baszed protocal, If a user's certificate is from 2
CAthat you have not specifically configured ACS to trust, authentication fails,

Back to Top
Certificate Revocation Lists

“fou can configure ACS to retrieve certificate revocation lists (CRLs) from CAs that are
enabled on the Certificate Trust List.

Back to Top
Generate Certificate Signing Request

You can use ACE to generate 3 certificate signing request (CSR) Once vou have
generated a C5R, you can submit it to a certificate authority to receive your
certificate,
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Certificate subject
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Certificate subject

Private key file

Private key password

Ret private key d
Key length

Digest to sign with

“fou can use ACS to generate a certificate signing request. Once you have generated
2 CSR, you can subrnit it to 3 certificate authaority (CA) to receive vour certificate, If
vou already have a certificate, you do not need to use this portion of the ACS
Certificate Setup page.

Certificate subject

Type the values required by the CA you will submit the CSR to, ACS requires that
one of the values be CH, such as CH=acs0iprimary, You can specfy rmultiple values,
To do so, separate the values with cormmas, For example: CH=acs01lprimary;
O=WestCoast; C=US, $=California

The following table defines the valid fields that you can include in the "Certificate

subjedt" baox, -
Field | Field Name :Le"::;;h L::;H- Required? |

CH  [cormmonName L [ea res |

lou iorgar;i‘zationa‘l‘Llni‘éName (e ) — e

& |[arganizationName = = 1[Ha

=1 Est‘.a;:.eOrF‘n:n.lincer‘lan'\e ;.— — ] Mo |

[c countryName £ B Mo

g Eema‘il‘A dress .D [Ha

L 1 él;:calitl,lName [z = iTS

Back to Top

Private key file

atb and fi
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Kok Sertifika ile Iimzalatiimasi (1)

* Bir onceki slaytta kirmizi ile gdsterilmis kisim
kopyalanir ve sertifika sunucusunda ilerki slaytlarda
isaretlenmis olan yere yapistirilir.

 Daha sonra istek sistem destek calisani tarafindan
onaylanir ve pending cert req. Altindan onaylama
islemi sonrasi sunucuya indirilir.



Kok Sertifika ile Imzalatiimasi (2)

TMicrosoft Certificate Services - Windows Internet Explorer
@ (= ig, Ebps: i pkiitu. edu trfcerksryy
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U (€ Microsoft Certificate Services | |
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Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with
owverthe Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request

For more information about Certificate Services, see Cetificate Services Documentation.

Select a task:
[Request a certificate |
Wiew the status of a pending cedificate request
Download a CA certificate, certificate chain, or CRL

[Cogh | Trusted sites +100% -+
< =]
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Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source {such as a
Web server) in the Saved Request box.

Saved Request:

MIICYICCARICAQAWIDESMEUGALIUEAKMVCGVheGE] 4]
Base-bd-encoded | I3 ANEgkaghkiGOwlBAQEF AAOCAOSAMTI IRCGKCAQEL
cetificate request 4 AHZSDy+lKSVIERARTSHis0noDs I+/ 0D48L 90w E0—

{CMC ar wpefdxT+RI4nsq54dVa T+9 A9BgpE15Th3 LToWE2Z N

PKCE #10 ar iWBQEBOr/ /nenf IvCZRhewwOx ZV0zvyES2 gd 6 Aryos

PKCS #): KksOTOf/ £ ZAU] 4m2 rComer SmUC1rdDKdZ hinTIoL v
1] | »

Erowse for a file to insert.
Certificate Template:
| Cisco ACS =

Additional Attributes:

Attributes:

=
o

|
[ [ [ [ [ [ tristedstes HA00% -




Kok Sertifika ile Imzalatilmasi (4)
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=
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Home

Welcome

Lse this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a cerificate, you can verify your identity to people you communicate with
over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, cerificate chain, or certificate revocation list {CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select atask:
Request a cerificate
[View the status of a pending certificate reguest |
Download a CA certificate. certificate chain, or CRL

[T G rasted siees [# 0w -~ 2



ACS Sunucusuna Imzalanmis Sertifikanin
Yuklenmesi(1)

q  CStandslone | Extensions

Use this page to add or remove 3 stand-alone snap-in Fre EO LR ETLE TR iR ] 2 x

Available standalone snap-ins;

Snap-ins added ko: I{ﬂ Console Root Snapein | wendar |«

ﬂ_&'ﬁ {MET Framewark 1.1 Configuration  Microsoft Corporation
@T'g’nctive Directory Domains and Trusks: Microsoft Corporation
ﬁ.ﬁ.ctive Directary Sites and Services  Microsaft Corparation
:@.ﬂ\ctive Directory Users and Compu...  Microsoft Corporation
gﬁ.ﬂ\ctivex Control Microsoft Corporation
ﬂnuthorization Manager Microsoft Corporation
CertiFicate Templates Microsoft Corporation
Microsoft Corporation

A Certification Autharity Microsaft Corparation

@CDmponent Services Microsoft Corporation _,_l
=
—Description
- Description
The Certificates snap-in allows vwou to browse the contents of the
certificate skores for wourself, a service, or a computer.
Add... Bermove AbnnE,

Close |

K
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ACS Sunucusuna Imzalanmis Sertifikanin
Yuklenmesi(3)

Seleck Computer

Select the compriter you want thiz shap-in o manage.

= Thiz snap-in will abvayz manage: -

|1? Local computer: [the computer thiz consols iz rnning onk |

i Another computer: ]

[ Aillow the selected computer to be changed whern launching from the command line:. This
anly applies if wow zave the conzole,

< Back Firizh Cancel




ACS Sunucusuna Imzalanmis Sertifikanin
Yuklenmesi(4)

Add/Remove Snap-in

Standalone ] Extensions

lsethis page to add ar remove a stand-along snap-in from the console,

Snap-ins added to: ]u;:d Consale Root __'_1 ]

CertiFicates fLocal Computer)

i~ Description

Ik Zancel




ACS Sunucusuna Imzalanmis Sertifikanin
Yuklenmesi(5)

iti Consolel - [Console Root’Certificates {Local Computer)',Personal]

% File. Action  Wiew Favorites  wWindow

e
Help | =ls1x]
e = E@E 8 BR 2 E
[ Console Roat oObject Type |
':‘@ Certificates {Local Computer) | [ certificates
Find Certificates. ..

Request Mew Certificate. ..

Mgy window From Hete

e Taskpad Yiew. ..

Refresh
Expork List...

Help

| f i

E.ﬁ.dd & certificate ko a store




ACS Sunucusuna imzalanmis Sertifikanin
Yuklenmesi(6)

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps wou: copey certificates, cerkificate trusk
lists, and certificate revacation lisks From wour disk tooa
certificate skare,

A certificate;, which is issued by & certification authority, is
& confikmation of wour identity and: contains infarmation
used ko prokect daka or to establish secure nebwork,
connections, & certificate store is the syskem area whers
cerkificates are kept.

To cankinue,: click Mext,

Cancel




ACS Sunucusuna Imzalanmis Sertifikanin
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Certificate Import Wizard

File to Import

Specify Ehe file you want baimport,

Eiie narme;

| Browse, ., I

Open B
Look in: IL_‘,‘J autarithy L’ @ ﬁ' —= [~
: @certnew.cei

Moke: More than onie cert

Personal Information E

Cryptographic Message
Micrasoft Serialized el

a I File name: Icertnew.cer j | Open I
=

[Personal stare contains 1 certificat | Files af type: |><.5E|9 Certificate [*.cer"crt) Carnicel I
_— : %




ACS Sunucusuna Imzalanmis Sertifikanin
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#-[_3 Personal
Trusted Root Certification £
i a Enterprise Truskt

-[Z3 Intermediate Certification &
-[Z3 Trusted Publishers

[ Untrusted Certificates

{2 Third-Party Root Certificati
{2 Trusted People

-] ACSCertstare
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- SPC
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ACS Uygulamasina imzalanmis Sertifikanin
Yuklenmesi(1)

 Daha 6nceden “c:/key.ini” olusturmustuk
bunu olustururken de bir sifre girmistik bunlar

ACS ye gosterilir.
e Sunucu adi CN kismina yazilir ve submit denir.

* |slem sonrasi ACS restart edilir.



ACS Sunucusuna Imzalanmis Sertifikanin
Yiuklenmesi(2)

& CiscoSecure ACS - Windows Internet Explorer
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'b.f g | (& CiscoSecure ACS

Eesiiy  System Configuration

Edit
User
Setup
Group
Setup

% Shared Profile =
Componerits Install new certificate

Install ACS Certificate

Metwiark Read certificate from file

Configuration

Certificate file

= Bl Syster
= Canfiqurati -
Sl @ Use certificate from storage
B 'C"o‘nefﬁgiiit,on Certificate CN peapacs.cc.itu.edu.tr

5 ddrinistration
Caontrol

Private key file c:‘\key.ini

Private key p ord

=

j@ | Escternal User
e Databases

Fsture

W alid ation
Metwork fcces
Frofilas

'? Back to Help |

* Read certificate from file
# Certificate file

* Use certificate from storage

* Private key file
* Private key password

You can use this page to perform certificate enrcllment to support EAP-TLS and
PEAP authentication and HTTPS for access to the ACS web interface. ACS supports
the ¥.509 v2 digital certificate standard, Certificate and CA files must be either in
Baset4-encoded X.50% format or DER-encoded binary X.30% format.

Note: Whenever you install 2 new certificate, you must configure the Cert
Tru: Replacing an existing certificate configuration with a new
corfiguration automatically erases the previous configuration of the
i

Read certificate from file

Ta install 2 certificate from a file, selact this option.

Certificate file

1f the "Read certificate from file" option is selected, you must type the full path and
file name of the certificate in the "Certificate file" box.

[Back to Top]

Use certificate from storage

Ta have ACS enroll using a certificate from Windows certificate storage on the local

| Submit | | cancel |

Bitti

machine, select this option.

J &) Internet | Korumali Mod: Kapali &, %100

-

S A W i

e




Kok Sertifikanin ACS’ye Kurulumu (1)

Kok sertifika sunucuya indirilir.
ACS’ye kok sertifikanin yeri gosterilir.
Islem sonrasi ACS tekrar baslatilir.

Bu sertikifanin ekstra Windows’a
vuklenmesine gerek yoktur.



Kok Sertifikanin ACS’ye Kurulumu (2)
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= ACS Certificate Setu 1] ACS Certification Authority Setup
L | Group

Edit Certificate Trust List

Certificate Revocation Lists
Generate Certificate Signing Request
Generate Self-Signed Certificate

Setup

LR 8 N

Install ACS Certificate
@ACS Certification &uthority Setup |
Edit Certificate Trust List Install ACS Certificate

l}] Certlﬁcate Re\fgcatlonlLlsltS Seled to install a certificate frorm Windows certificate storage or from a file,
g [ Generate Certificate Signing Request
'C"o‘nef"ifgiiimnl E Generate Self-Signed Certificate [Back to Tapl

] ACS Certification Authority Setu
Adrninistration Cancel ertification Authority Setup

Seledt to add a third-party CA certificate into the ACS CA certificates list,

Shared Profile
Companents

Metwork
Configuration

il

Contral

FAL | External User
3 | Datsbases Back to Top
@ Back to Help

3
H Fosiie Edit Certificate Trust List
u Walidation
Hetmork fecasd Yaou can specify which third-party certificate authorities [(CAs) ACS should trust when
ﬁ Erofiles authenticating users with certificate-based protocol, If a user's certificate is from a
h CA that you have not specifically configured ACS to trust, authentication fails,
| Reports and
Activity Back to Top
=4 | Online = = 2
EE etitnentaton Certificate Revocation Lists

“ou can configure AGCS to retrieve certificate revocation lists (CRLs) from CaAs that are
enabled on the Certificate Trust List,

F

Back to Top
Generate Certificate Signing Request

“You can use ACS to generate a certificate signing request (CSR) ©nce you have
generated a CSR, vou can subrmit it o a certificate authority to receive your
certificate, ‘:j
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ACS Certification Authority Setup

CA Operations

Add new CA certificate to local certificate sto

| CA certificate file [2\ITU_Root_Certifice

? Back to Help

Subrnit ] Cancel ]

age

* ALS Certification Authority Setup

ACS Certification Authority Setup

YWou can use this page to add certificate authorities to the list of trusted certificate
authorities, To do so, type the full path and file narne of 2 new certificate authority (CA)
in the "CA certificate file" box. When you submit this information, ACS adds the CAto
the certificate trust list

Note: After you have added 5 pew CA, If you want to use it to suthanticate users, you must
cnable the CA on the certificiate trust fist,

Back to Top



ACS’de Gereken Kimlik Denetimi Ayarlar (1)
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System Configuration

£

Global Authentication Setup

EAP Configuration
PEAP
Flallow EAP-MSCHAPYZ
Flallow E&P-GTC
I~ &llow Posture Validation

Cisco client initial message: [

PEAP session timeout {(minutes): 120
Enable Fast Reconnect: ¥

EAP-FAST
E&P-FAST Configuration

EAP-TLS

T allow EAP-TLS

Select one or more of the following options;
¥ Certificate SaN comparison
¥ Ceartificate CN comparison
¥ Certificate Binary comparison

|EAP-TLS session timeout (minutes):  |120

Submit I Submit + Restart I Cancel |

Global Authentication Setup
This page specifies settings for various authentication protocals.

EAP Configuration

EAP-MDS
AP EAP Request Timeout
MS-CHAP Configuration

EAP Configuration

EAP is a flexible request-response protacal for arbitrary authentication information
(RFS 2284), EAP is layered on tap of another protocel such as UDP, 802.1% ar
RADIUS and supports multiple "authentication” types.

PEAP

PEAF is the outer layer protocol for the secure tunnel.
Note: FEAF is 2 certificate-basad suthentication protocol. PEAP avthentication can occur only
sfter you have complated the required steps on the ACS Certificate Setup page

Allow EAP-MSCHAPv2 — Use to ensble EAP-MSCHAPUZ within MS PEAP suthentication.
Enable this protocol for any repository that suppartsMS-CHAPYZ, such as Microsoft AD, and
the ACS Internsl Database.

Allow EAP-GTC — Use to enable EAP-GTC within Cisco PEAP authentication, Enable this
protocol to support any database that supports PAP, induding LDAP, OTP Servers, and the
ACS Internal Database.

Allow Posture ¥alidation —Enable this option to use the PEAP (EAP-TLY) protocol for posturs
validation of Metwork Admission Contral [NAC) dlients,

Cisco client initial message—To specify a message for users who use a Cisco PEAP dlient,
type the message In this field. The message iz limited to 40 characters.

PEAP session timeout (minutes)—Enter the armount of tirme in minutes to define the length
of the maximurn PEAP session.

MSCHAP2 secenegi isaretlenir ve onaylanir.
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Network Device Groups
Adding a Network Device Group

Editing a Network Device Group
Deleting a Network Device Group
Searching for Network Devices

nt

Deleting a AAA Client

AARA Servers

Adding a AAA Server

Editing a AAA Server

Deleting a AAA Server

Proxy Distribution Table

Adding a Proxy Distribution Table Enbry
Sorting Proxy Distribution Table Entries
Editing a Proxy Distribution Table Entry
Deleting a Proxy Distribution Table Entry

Note: This page changes depending your interface configurstion. If you are using
Metwork Device Groups (MD@s), after you click Metwork Configuration in the
navigation bar, only the Network Device Groups table and Proxy Distribution Table
infarmation appear, If you are not using MDGs, the Aaa Clients table and the Aas
Setvers table appear in place of the Network Device Groups table,

Network Device Groups
Metwork device groups are collections of AA% clients and AAR servers, You can assign
Ass clients and ASR servers to the netwark device groups you craate. AR dients and

Adm servers not assigned to 3 particular NDG are, by default, assigned to the Mot
Assigned NDE.

To view the A48 Client and A%4 Servers tables for a particular NDG, click the name of
the NDG.

Back to Top

Adding a Network Device Group

To add an MDG to the list, click Add Entry, directly under the Network Device Groups

table, _J

ile tanitilir. Anahtar kelimenin aynisi kablosuz erigim
cihazlarinda da tanitiilmalidir.
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™ Log Update/Watchdog Packets from this A44 Client
™ Log RADIUS Tunneling Padkets from this Aas Client

- Replace RADILUS Port info with Username from this Aa
Client
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including case sensitivity.

ey

Network Device Group

Authenticate Using

Single Connect TACACS+ AAA Client

Log Update /Watchdog Packets firom this AAA Client

Log RADIUS Tunneling Packets from this AAA Chent

Replace RADIUS Port info with Username from this AAA Client

AAA Client Hosthame

The Af# Client Hostname is the name aszigned to the A#A dient
Back to Top
AAA Client IP Address
The Aff Client IP Address is the [P address assigned to the A8A4 client,

If you want to designate mare than ene A%A dient with a single A84 dient entry in
ACE, you can specfy the IP address for each AA% client to be representad by this
#a8 client antry, To separate each IP addrass, press Enter,

You can use the wildcard asterisk (*) for an octet in the IP address, For example, if
you want suery &84 client in your 192,168,121 Class © network to be represanted by
a single AR client entry, enter 192.168,13.% in the ARA Client [P Address box,

You can define ranges within an octet of an IP address, For example, if you want
euvery AAA client with an IP adress between 192.1€2.12.12 and 192,162,132, 221 to be
represented by a single AAA dient entry, enter 192,168,13,12-221 in the AAA Client
IF Address box,

Back to Top
Key

The Key is the shared secret that the TACACS+ or RADIUS Afa dient and ACS use to
encrypt the data, The key must be configured in the AdA dient and ACS identically,

|




Ekstra Notlar

* Sunucunun IP adresi degistirilirse ACS ve
sunucu tekrar baslatilmaldir.

 Sunucunun DNS kaydinin olmamasi herhangi
bir sorun yaratmaz.

* Kok sertifikanin ayrica Windows’a
vuklenmesine gerek yoktur.
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* Unknown User Policy
# Database Group Mappings
* Database Confiquration

Unknown User Policy

Click to configure the authentication procedure for unknown users not configured in the
ACE internal database,

Back to Top
Database Group Mappings

Click to configure the ACS group autharization privileges that unknown users who
authenticate to an external database will inherit,

Back to Top
Database Configuration
Click to configure a patticular external database type for users to authenticate against,

ACS can authenticate users with the Windows uzer database az well as with token
servers and other supported third-party databases,

Back to Top
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Windows Database

Generic LDAP

External ODBC Database
LEAP Proxy RADIUS Server
Token Card Server Support
RADIUS Token Server

R5A SecurlDToken Server

i External User Database Configuration 9

SSRolsTE Choose which external user database type to configure.

Metwork
Configuration

LR N N N

]

Windows Database Windows Database

= | Sustem ©
M Click to configure Windows SAM and Active Directory databases with which ACS can
External ODBC Database SRSt
Configuration
LEAP Proxy RADIUS Server [Back to Top]
CHY. | Administrati
S | control RADIUS Token Server .
Generic LDAP

RSA SecurlD Token Server
Click to add or configure 2 generic LDAP datasource with which ACS can authenticate

users, An exarmple of a generic LDAP datasource is Metscape Directory Service, While
Fast Active Directory is bazed on LDAP, use a Windows databasze configuration for
oo osture G 2 " :
Walidation g . 3 authenticating users with Active Directary,
J List all database configurations
Network fcces - [Back to Top]
% Frofiles

External ODBC Database
Activit
a Caﬂcel Click to add or configure an Cpen DataBasze Connecdtivity (ODBC) datasource with

u Online which ACS can authenticate users,
= Documentation

El

Back to Top

? Back to Help | LEAP Proxy RADIUS Server

Click to add or configure a LEAP Proxy RADIUS Server external user databasze with
which ACS can authenticate users.

Back to Top

Token Card Server Support _J
-
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Configuration

System
Configuration

Choose what to do with the Windows Database database.

| Configure | Delete ’

B
Interface
Configuration
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Windows Database

Generic LDAP

External ODBC Database
LEAP Proxy RADIUS Server
Token Card Server Support
RADIUS Token Server

R5A SecurlDToken Server

Windows Database

Click to configure Windows SAM and Active Directory databases with which ACS can
authenticate users,

Back to Top

Generic LDAP

Click to add or configure a generic LDAP datazource with which ACS can authenticate
uszers, An example of a generic LDAP datasource is Metscape Directory Service, While

Active Directory is based on LDAP, use 3 Windows databasze configuratian for
authenticating users with Active Directory,

Back to Top

External ODEC Database

Click to add or configure an Open DataBase Connectivity (ODBC) datasource with
which ACS can authenticate users,

Back to Top
LEAP Proxy RADIUS Server

Click to add or configure a LEAP Proxy RADIUS Server external user database with
which ACS can authenticate uszers.

Back to Top

Token Card Server Support _J
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" |database on the Selected Databases list, you may enable this | =!I -
option.
| setup
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e | Configure Domain List
Auwzilable Domains Domain List
]

Windows Database Configuration
Di

Unknoven User Policy
Confiqure Domain List
MS-CHAD Settings
Windows EAP Sattings

seee e e

— Windows Database Configuration
[ [
e | Configuration oC

Configure your Windows databsse, ACS supports Windows SAM and Active Directory

nterface ol user databases. -
Contiguration AR

L4BS

Dialin Permissi
E«%l Administration REKTORLUK s Bt
Cantro Wher this feature iz enabled, users rmust have dialin permission in arder to

= authenticate, If you did not already do so during installstion, enable your ACS to
e = ; ¥
M| e grant dislin permission ta users by selacting the top chack box, The Microsaft

Windows damain must also be configured to allow grant dialin permizsion to ussr.
See your Microsoft documnentation for more information,
| Vineenon
[Back o Topl
AlLbT: Windows Callback

[ 1; d
Sz | Eee You should enable this setting if you have Windows users that require dislup access
vith callback and the User Setup or Graup Setup callback setting is configured for

& | Online Windows Database Callback, If dialup access with callback is not required or is not
.@ | Docurnentstion - canfigured for Windows Database Callback, then da not enable this setting.
| B
[Back 0 Top]

=

Unknoum User Policy

If 2 user does not exist in the Windows database, or has typed an incorect

password, the following error "1326(bad username or password)” is returned, ACS

trests this error 35 3 "yrong passward” error and does not sesrch other externsl

databases. This option should be enabled when there are additional external

databases listed after the Windows database in the Selected Databases list, When

enabled, ACS searches for the unknown user in the other external databases, _J

MS-CHAP Settings

" Enable password changes using M3-CHAP version 1.
| Applet selectUserGroups starked

Kimlik denetimi yapilacak domain secilir ve uygulanir.



Tesekkurler

iTU/BIDB 2008



